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Chapter

1 Software Introduction
1.1 Main Features

EFS2000 Flex II Access Control Management Software (hereinafter referred to as "Software")
is designed to manage EverAccess 1, 2, 4, & 8 zone door controllers and fingerprint readers
developed by EverFocus. The Software also stores and maintains system data, and provides
attendance management functions.

The Software interface contains clearly defined functional modules. Windows-based structure
design facilitates effective management. The main window provides an overview of operation
options plus a graphical toolbar that allows a more intuitive operation.

The Software offers different levels of operating authority. To prevent unauthorized access, a
user name and password are required to login to the Software, and the system database is
encrypted. User settings are designed to distinguish between users with different operating
authority levels. Users belonging to different authority groups will have different operating
privileges in the Software. In addition, panic PIN access and multi-card access enhances the
efficiency as well as the security of the access control system.

1.2 Feature Highlights

% Support different series of controllers
< Support ELA82x, ELA85x, ELA890, Flex I, Flex II series controllers
¢ Support accessory hardware
< Support desktop reader, USB card reader and fingerprint scanner etc.
¢ Support multiple operating system platforms
< Compatible with Windows2000 operating system or higher
% Good user interface design, easy to operate
< Vista-style user interface
< New icon design
¢ Supports a wide range of databases Engines
<> Support databases by: MS SqlServer (2000 or higher), Oracle (91 or higher), MS
Access (2003 or higher) and MySql. User can choose a database type based on their
needs and company standards.
< Supports database backup and restoration
< Users can switch between two types of databases to ensure data integrity
¢ Supports multiple language options
< Users can edit the Software language package to match the local language.
«  Software features
< Supports customized interface design including user defined software title, company
name and Logo; users can create shortcuts for commonly used commands
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< Real-time monitoring of controllers, doors, zone arming status, alarm input/output and
fire alarm activation on user defined E-maps, enabling operators to directly monitor
system status and respond accordingly

S

1.3

Compatible Controller List

Supports remote control of controllers, doors, arm zones and alarms
Supports panic PIN access and multi-card access
Size of operating windows and panels can be adjusted
Simple and practical attendance management

The following table gives the compatibility between the Management Software and different
controller models. A check mark “+/” in the cells indicates the software can manage that

controller.

Access control
Software

ENS800 WEB
Access control
Software

EFS2000 Flex I1
Access control
Software

ENS2000 WEB
Access control
Software

ELA831

ELAS822

ELAS82x

ELAS08

ELAS828

ELA852

ELAS85x

ELA854

ELAS858

EFC-02-1A

EFC-I

EFC-04-1A

EFC-06-1A

EFC-08-1A

EFC-01-2A

EFC-02-2A

EFC-1I

EFC-04-2A

EFC-06-2A

EFC-08-2A

ELA900

Fingerprint

EBC900

EFC-Lift

EFC-Lift

ANANAN

<<
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1.4 System Layout

Cable color code:

Flex Controller

Flex Controller ——Network-eable—
Flex Controller

Control Computer
Flex 1.0 Software

Flex Controller

Flex Controller

Fig. 1-1 System layout

1.5 Hardware Requirements

The minimum hardware requirements for a PC to run the main Access Control Management

System software are listed below. To achieve better Software performance, please use the
recommended equipment.

System requirements for installation of the Software

Content Requirements

Processor Intel Pentium III processor, S00MHz,
Recommended: Intel Pentium IV or higher, 1GHz

Memory 256MB, Recommended: 512MB

Hard disk Available space: 100MB on the drive that the operating system
is installed and 1GB on the drive that the software is installed

Operating system Windows2000 or higher

Browser Microsoft Internet Explorer 5.0 or higher

Display 1024 x 768, 32 bit color
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USB interface USB1.0 or higher

For installation, the default installation location is the system drive. Users can also choose
other drives for the installation. To protect the operating system and ensure good Software
performance, make sure that the system drive (usually the C drive) has enough available
space. In addition, extra storage space may be needed for future data and image storage;
system planning should account for future growth.

1.6 Install and Uninstall

Before starting installation, make sure that the computer meets the system requirements
above. It is strongly recommended to close all applications during installation. If an earlier
version of the Software has been installed in the computer, uninstall the earlier version
through “Install or Uninstall Programs”. Please back up any user data in a separate folder or
on another drive. Failure to properly remove an earlier version may prevent the Software
from installing correctly. Refer to section 1.6.3 Uninstall the program for details.

1.6.1 Preparation

The software is based on Microsoft .Net Framework (Version 2.0). Data export and
print-related functions are based on Crystal Reports for Visual Studio.NET (Version 10.0).
The required software is included in the installation CD. Please install the software in the
folder recommended by the installation process. You may also visit the Microsoft official
website to download the latest version of the software for your system.

1. Install .Net Framework: Insert the installation CD to the computer’s CD-ROM drive. Open
"My Computer" > “CD drive” and run the "dotnetfx.exe" file in the corresponding folder.
The installation window is shown below:
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il Microsoft .NET Framework 2.0 Setup

Installing components

The items you selected are being installed.

Installation Progress;

LLLLLLLLLL l

Copying new files

File: bopomaofo.nlp, Directary: E:WINDORPIMicrosoft, NETIFrameworklvz . 0.50727), Size:
2172

Cancel

Fig. 1-2 Installation Window

2. Install Crystal Reports: Insert the installation CD to the computer’s CD-ROM drive. Open
"My Computer" > “CD drive:” and run the "CRRedist2005 x86.msi" file in the
corresponding folder. Follow instructions to finish the installation.

1.6.2 Main Program Installation Process

1. Insert the installation CD to the computer’s CD-ROM drive. Open "My Computer" and
double click "Setup.exe" file under the CD drive to start the installation. If the Windows
system version is not updated to the required level. Login to the Microsoft Windows official
site to download the latest version of the Software and install.
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InstallShield Wizard

Preparing to Install...

EverAccess Flex II Software Setup is preparing the
InskallShisld Wizard, which will guide vou through the
program setup process, Please wait,

Configuring Windows Installer

[------------------------------- ]

Fig. 1-3 Install the Software

2. The Installer program will collect system parameters, which may take a few seconds to a
few minutes depends on the computer configuration and system performance. The following
Welcome window will be shown when that process completes.

i'-_% EverAccess Flex II Software — InstallShield Wizard [?|

Welcome to the InstallShield Wizard for
EverAccess Flex II Softwrare

The InstallShield{R) Wizard will install Everfccess Flex 11
Software an your computer, To conkinue, click Mext,

WARMING: This program is protected by copyright law and
international treaties,

< Back [ Mextz | [ Cancel

Fig. 1-4 Welcome window

Please click “Next” to continue the installation. Otherwise, click “Cancel” to exit the
installation. In all following steps, the window will offer “Back”, “Next”, “Cancel” and other
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installation options. Click “Next” after selecting each installation option, or click “Cancel” to
exit the installation. Click “Back” will return to the previous window.

3. Click “Next” to view “license agreement” (see below), please read the contents carefully.
Users must accept the terms in the agreement by checking “I accept terms in the license
agreement” to continue the installation.

i'-_% EverAccess Flex II Software — InstallShield Wizard

License Agreement

Please read the Following license agreement carefully.

EVERFOCUS, INC. EVERACCESS FLEZ ® 2.0 SOFTWARE EVALUATION LICEMSE AGREEMENT ﬁ

NOTICE TO USER: BY IMSTALLING OR USING THIS SOFTWRRE wOU ACCEFT ALL THE TERMS AMD
CONDITIONS OF THIS AGREEMENT. FLEASE READ IT CAREFULLY.

THE FOLLOWING TERMS AND CONDITIONS ["AGREEMENT') SHALL GOVERN YOUR INSTALLATION
AMD USE OF THE ACCOMPANYING EVERACCESS FLEA® 2.0 SOFTWARE PROGRAM AND RELATED
EXPLANATORY MATERIALS [THE "PROGRAME™) IF ¥0OU DO NOT ACCEPT OR AGREE WITH THESE
TERME, YO MY NOT INSTALL OR USE THE PROGRAMS.

TYOU BRE REGUIRED TO ACCEPT THE TERMS OF THE AGREEMEMT BEFORE %OU CONTIMUE TO
IMSTALL THE FROGRAMS. “0OU INDICATE YOUR ACCEFTAMCE OF THIS AGREEMENT BY CLICKIMG
"BCCERT" BELOWY.

UPOM ¥OUR ACCEPTANCE OF THIS AGREEMENT, EVERFOCUS GRANTS YOU & LIMITED, HON- .
FYr] HGNE LIFFMSE TA SE THE PROGROMS 0% FOL L e =

{(#11 accept the terms in the license agreement

{31 do not accept the terms in the license agreement:

[ < Back ” Mextk = I [ Cancel

Fig. 1-5 license agreement

4. Click “Next” to enter the “Customer Information” window (see below). Enter user name
and organization or leave the fields empty.
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i'-_% EverAccess Flex II 5oftware — InstallShaeld Wazard §|

Customer Information

Please enter wour information,

User Marme:

Iadmin

Organization;

Ieverfucus

Installshield

< Back Mext = ] [ Cancel

Fig. 1-5 Customer Information

5. In the following step, the installation process will prompt you to choose a destination
folder for the Software (see below). The default folder is the Program Files folder on the

system drive. It is important to choose a drive with enough storage space for the installation
and operation of the Software.

i'-_a EverAccess Flex I1 Software — InstallShield Wizard ?|

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder. |

G Install EverAccess Flex IT Software to:
C:\Program Files\EverFocus\EverAccess Flex IT Software)|

[ < Back ][ Mext = ] [ Cancel

Fig. 1-5 Select Installation Folder
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If necessary, click “Change” and choose a new destination folder from the folder menu. Click
“OK” to continue the installation.

i'-_% EverAccess Flex IT Software — InstallShield Waizard |?|

Change Current Destination Folder 'h
Browse to the destination folder. ‘
Look in:
| (23 EverAccess Flex 11 Software w | ﬁg

[Up One Lewe:
Folder name:
[ QK ] [ Cancel ]

6. Click “Next” and the installer program will show “Ready to Install the Program” (see
below). If correct, click “Install” to start the installation. Or click “Back” to return to previous
pages to change installation options. Click “Cancel” to exit the installation.

i-.% EverAccess Flex II Software — InstallShield Waizard |§|

‘4

Ready to Install the Program

The wizard is ready to begin installation,

Click Install bo beqin the installation.

IF wou wank ko review of change any of wour installation settings, click Back. Click Cancel ko
exit the wizard,

[ < Back ][ Install | [ Cancel

Fig. 1-8 Installation Option

7. After clicking “Install”, the system will automatically install the Software and database.
The process may take several minutes depending on the computer configuration and system
performance. Should you wish to stop the installation, click “Cancel”.
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8. The following window will be shown after installation.
i'-_% EverAccezzs Flex I1 S5oftware — InstallShield Wizard [?|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Everfccess
Flex II Software. Click Finish to exit the wizard.

Launch EverAccess Flex 11 Software

Fig. 1-9 Installation Complete

The installation is now complete. Click “Finish” to exit. If “Launch EverAccess Flex II
Software” is checked, the system will automatically launch the Software after installation (a
USB dongle needs to be inserted before the Software can be launched; each Software
package comes with a different dongle). To launch the program, the user can also double
click the shortcut icon I3 on the desktop or choose “Start” = “Programs” = “EverFocus”
=> “EverAccess Flex II Software” to launch the Software.

1.6.3 Uninstall the Program

To uninstall the program, enter “Control Panel” and double click “Add/Remove Programs”
and select “EverAccess Flex II Software” from the program list. Click “Modify/Remove”
button to operate.
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i EverAccess Flex II Software — InstallShield ¥Wizard |?|
Program Maintenance - t‘

Maodify, repair, or remove the program.

) Modify

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are
installed.

Repair installation errors in the program. This option fixes missing or
corrupt files, shortouts, and registry entries,

@ Remove EverAccess Flex I Software from your computer.
& |

[ < Back “ MNext = ] [ Cancel

Fig. 1-10 Uninstall the Program

Select “Remove” and click “Next”. The Software will prompt the user to confirm the intent
to uninstall the program, as in Fig. 1-11.

i'-.%l‘ EverAccess Flex IT Software — InstallShield Wizard

Remove the Program

You have chosen to remove the program from your system,

Click Remove to remove EverfAccess Flex I Software from your computer. After removal,
this program will no longer be available for use.

If you want to review or change any settings, dids Back.

[ < Back ]| Remove | [ Cancel

Fig. 1-11 Prompt to confirm uninstalling the Program

Click “Remove” to confirm. An “uninstall succeeded” dialog box will be shown (Fig. 1-12).
Click “Finish” to exit. All programs related to the Software are removed from the computer.
(The .Net Framework and Crystal Reports won’t be removed, they must manually uninstall if
you want.)
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i'-_a EverAccess Flex II Software — InstallShield Wizard r>_(|

InstallShield Wizard Completed

The Installshield Wizard has successfully uninstalled
EverAccess Flex II Software. Click Finish to exit the wizard.

Finish

Fig. 1-5 Removal Complete

1.7 Use of Different Types of Database

Users need to configure their database engine before using it in the Software. There are 4
types of database systems supported by the Software:

MS SqlServer: can be directly used in the Software without special configuration.
Database IP (Computer IP of the data source), login name and password are needed.
Oracle (version 91 or higher): can be directly used in the Software without
configuration. Database server name, login name and password are needed.

Access (version 2003 or higher): can be directly used in the Software without
configuration. Users can create a database password.

Mysql: it is necessary to first configure the ODBC data source. Computer IP of the
data source, database login name and password are needed.

R

To configure an ODBC data source:

1. Create Database: create an empty database in MySql database with the name
“AccessMSDatabase”

2. Open data sources (ODBC): through “Start” =» “Settings” =» “Control Panel” =»
“Administrative Tools” =» “Data sources (ODBC)”.

3. Create a data source: select tab “User DSN” and click “Add”.
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€' ODBC Data Source Administrator |E| [E'

Uszer DSN ] Syztem DSH ] File DSH ] Drivers] Tracing] Connection F'u:u:-ling] About ]

Uszer Data Sources:

M ame | Criver ] Add...

An ODBC User data zource stores information about how to connect to
the indicated data provider. & Uzer data source iz anly wizible bo you,
and can only be uzed on the curment machine.

k. ‘ Cancel Al Help

4. Select the driver “MySQL ODBC 3.51 Driver”, and click “Finish”. If the driver

cannot be found, download the “MySQL ODBC driver” and install before proceeding
with database configuration.

Create New Data Source E|

Select a driver far which vou want to 28t up a data zource.

M are ] Yersion A
Microgzoft ODBC for Oraclhe 28781115
kizrozaft Paradox Driver [*.db ] 4.00.6304.
Mizrozoft Parados-Treiber [*.db ] 4.00.6304.
Microzoft Text Driver [kt “cav] 4.00.6304,
Mizrazaft Text-Treiber [7.tet: " cav) 4.00.6304.
Microsoft Wigual FoxPro Driver 1.00.02.00
Microsoft Wisual FoxPro-Treiber 1.00.02.00
MpSAL ODBC 357 Driver 251.27.00
SOL Server 20008511 e
£ | >

| Finizh | Cancel
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Click “Test”, if the success dialog box pops up, the configuration of the data source is

Configure data source: the “data source name” must be “AccessMSDSN”. Enter the
appropriate information in “server”, “user” and “password” fields. Those will be the
database computer’s IP, login name

and password

“AccessMSDatabase” in “Database” field, as shown below:

Culmet:tun"()DBC J.b1.16 — Add Data Source Name

Connector/0DBC

AN

MySsaL

Lozin

Connect Options ]Adva.nced ]

Data Source Hame |ﬁ;ccessMSDSH

Dezeription |

Paszword

The password for the
server uzer combinatien.

Dptional Tes

Server 127.0.0.1
Defanlt [empty]
User |rm:-t
Pas=word |******
Databaze |acce55msdataba5e ﬂ
al v
Test | Diagnostics >>| Cancel | Help ‘

complete.

Otherwise, edit the content according to any error messages until the success dialog box pops
up.

Connector/0DBC

@ Success; commection was made!
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Chapter

2 Start to Use Software

This chapter describes how to quickly set up a controller in the Software (the example is
based on the user having the authority level of a super administrator) and using the controller
to control doors and collect attendance records. Please follow these steps to get familiar with
the software. For a more comprehensive understanding of each function, please refer to
chapters on related topics.

2.1 Quick Start
2.1.1 Add and Configure a Controller

Click “Access Control Management” =» “Controller Setting” to access the controller setting
window. Follow the steps described below to add a controller. Refer to Section 5.1 Add a
Controller for details.

Operation Steps:

1. Click “Add” button on the upper right corner. Enter controller serial port, address, type
and location.

2. If the controller is online, click “Search and Save” button.

3. If the controller is offline, click “Save”. Search the controller by “Search” button after
the controller is connected.

2.1.2 Set Access Rule
2.1.2.1 Date Setting

Click “Access Control Management” =» “Access Rule” =» “Date Setting” to open the
window for setting date. Follow the steps described below to add a date. Refer to Section 6.1
Date Setting for details.

Operation Steps:

1. Click “Add” button on the upper right corner.

2. Select type or frequency of recurrence, date and date type, and click “save” to add the
new date. The setting will be downloaded to all controllers. Priority of date types:
floating holiday> day off > legal holiday.

3. If a controller is offline, the setting will be saved in the database. You will need to
download the new setting manually to the controller when the controller is connected.
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2.1.2.2 Door Schedule Setting

Create door schedules first, and then assign a door schedule to each door in the door setting
window. Click “Access Control Management” = “Access Rule” =» “Door Schedule Setting”
to open the window for door schedule setting. Follow the steps described below to add a door
schedule. Refer to Section 6.3 Door Schedule Setting for details.

Operation Steps:

1. Click “Add” button on the upper right corner.

2. Enter a name for the door schedule in the text box, and click “save” to add the new
door schedule.

3. Click the “Edit” button'i. Set time zone and door verification mode in the pop up
dialog box. Click “Save” and close the dialog box.

2.1.2.3 Door Setting

Click “Access Control Management” =2 “Access Rule” =» “Door Setting” to open the
window for door setting. Follow the steps described below to add a door. Refer to Section 6.2
Door Setting for details.

Operation Steps:

1. Select a controller from the controller list on the left.

2. On the right panel, name each door zone and assign a door schedule for each door
zone under the controller.

3. Click “Save” and the door setting will be downloaded to the controller.

2.1.2.4 Access Group Schedule Setting

Create access group schedules first, and then assign an access group schedule to each door in
the door setting window. Click “Access Control Management” =» “Access Rule” = “Access
Group Schedule Setting” to open the window for access group schedule setting. Follow the
steps described below to add an access group schedule. Refer to Section 6.5 Access Group
Schedule Setting for details.

Operation Steps:

1. Click “Add” button on the upper right corner.

2. Enter a name for the new access group schedule in the text box, and click “save” to
add the new access group schedule.

3. Click the “Edit” button'ﬁ. Set time zone and access permission in the pop up dialog
box. Click “Save” and close the dialog box.

2.1.2.5 Access Group Setting
Click “Access Control Management” =» “Access Rule” = “Access Group Setting” to open

the window for access group setting. Follow the steps described below to add an access group.
Refer to Section 6.4 Access Group Setting for details.
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Operation Steps:

1. Click “Add” button on the upper right corner.

2. Enter the name of the new access group in the text box, and click “save” to add the
new access group.

3. Click “Access group Schedule” buttonl 4 , and a dialog box for access group
schedule setting will pop up.

4. Select a controller from the controller list on the left.

5. Assign a controller group for the access group.

6. Assign an access group schedule to each door zone under the controller.

7. Click “Save” button and the door schedule setting will be downloaded to the
controller.

2.1.3 Add Cards to the System

The Software provides multiple ways to add a card to the system. Users can choose any of
them. Follow the instruction below to add a card to the system and assign an access group for
the card. The Software will automatically set the card properties to the default setting when
adding cards to the system except in the method described in 2.1.3.2. The default access group
is “Full Granted” (Refer to Section 6.4 Access Group Setting for details); the default PIN is
“000000”; the options of “First Card” and “Enable Card” are enabled. Select card index from
the pop-up dialog box for the card format selection window (the card Index will be shown in
the “card number” text box after selecting a card format). The validation date is the current
time (accurate to the minute).

2.1.3.1 Quick Add a Card

If controllers have been added to the Software, they will be shown in the resources list located
on the left of the main window. If one presents a card to a controller, an event will be shown
in the event report list. Users can quick enroll that card into the Software and all controllers
by following the steps described below. Refer to Section 2.3.8.1 Granted Access Record for
details.

Operation Steps:

1. If necessary enter the “controller setting” window and add a controller (Refer to

Section 5.1 Add a Controller for details). The added controller will be shown in the

resources list located on the left of the main window.

2. Swipe the card to be added through a reader managed by the controller.

3. The swiped card will be shown in the system event record (granted access record or

denied access record), choose “Enroll card” from the right-click menu.

4. Choose card format based on the card number, click “Save” to complete the

operation.

2.1.3.2 Card Setting Window

Click “Access Management” =» “Card Setting” to enter the card setting window. Follow the
steps described below to add a card and assign an access group to the card. Refer to Section
7.1 Add a Card for details.
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Operation Steps:

Click “Add” button on the upper right corner to open the window for adding a card.
Select card format and enter values for each card property item.

If there are cardholders in the system, users can assign the card to a cardholder.

Select an access group for the card from the “access group” drop-down menu.

5. Alternatively, click “Card Schedule” and assign a special access schedule for the card.
If a “Card Schedule” is applied to a card, the card schedule will be used for that card, i.e.
the card schedule has the highest priority.

6. Click “Save” to complete the operation.

=

2.1.3.3 Import Card Information from Excel File

Enter card information in an Excel file (there is no limit on the number of cards), and save the
Excel file. Import the cards to the Software and associated controllers by the “import card
information” operation (whether a card is registered to a controller depends on the access
group setting of the card. If no access group is assigned for the card, the default access group
"Full Granted” will be assigned to the card. Refer to Section 13.4.2 Import Card Information
for details).

Click “Database Management” =» “Import Data” =» “Import Card Information”

Operation Steps:

1. Click the "Browse" button, and select the Excel file to be imported.
2. Select the related data fields

3. Click “Import”, select card format, and enter contents for each option

4. Click “Save” to finish the operation.
2.1.3.4 Upload Card Information from Controllers

If a card has been enrolled to the controller, users can upload card information from the
controller to the Software (the default access group is “Full Granted”. Refer to Section 8.1
Upload Data to Computer for details). Click “Access Control Management” =» “Data
Communication” =» “Upload data to Computer” to open the window for uploading data to
computer (If there have other cards in the controller, they will be uploaded.)

Operation Steps:

1. Enroll the card to a controller

2. Select the address of the controller, and card setting

3. Click “Save” button, select card format and enter contents for each items.

2.1.4 Department and Cardholder Setup
2.1.4.1 Department Setting

Click “Cardholder Management”=» “Department Setting” to open the window for department

setting. Follow the steps described below to add a department (Refer to Section 4.1
Department Setting for details).
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The first you use the Software to add a department, the Software prompts that the first-level
parent department is the company. Click “Yes” if users need to edit company information,
otherwise, click “No”.

Operation Steps:

1. Click the “Add” button on the upper right corner
2. Select a parent department.

3. Enter department name.

4. Click “Save” to complete the operation.

2.1.4.2 Cardholder Setting

Click “Cardholder Management” =» “Cardholder Setting” to open the window for setting the
cardholder. Follow the steps described below to add a cardholder. Refer to Section 4.2.1 Add
a Cardholder for details.

Operation Steps:

1. Click the “Add” button on the upper right corner to open the window for adding a
cardholder.

2. Enter cardholder number, full name and department etc, upload the cardholder’s
photo and fingerprint.

3. User can choose to assign a card to the cardholder.

4. Click “Save” to complete the operation.

2.1.5 Configure and Manage Attendance
2.1.5.1 Holiday Setting

Click “Attendance Management” =» “Holiday Setting” to open the window for holiday
setting. Follow the steps described below to add a holiday. Refer to Section 12.1 Holiday
Setting for details.

Operation Steps:

1. Select workdays and holidays for each department on the right panel.
Select a department, and click “Add” on the upper right corner to add a holiday for the
department.

3. Select date and attendance type.

4. Click “Save” to complete the operation.

2.1.5.2 No-Access-Attendance Enrollment

If an employee cannot swipe cards for reasons of business travel or others, a
“no-access-attendance” should be recorded to reflect the actual attendance.

Click “Attendance Management” =2 “Event Management” =» ‘“No-Access-Attendance
Enrollment” to open the window for no-access-attendance enrollment. Follow the steps
described below to add a no-access-attendance record. Refer to Section 12.2.1
No-Access-Attendance for details.

Operation Steps:
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1. Click “Add” on the upper right corner to open the window for adding a
no-access-attendance record.

2. Enter the cardholder manually, or select the cardholder from department.

Enter enrollment time and remarks.

4. Click “Save” to complete the operation.

(98]

2.1.5.3 Overtime Enrollment

If an employee cannot swipe cards for reasons of business travel or others, an “overtime
enrollment” should be recorded to reflect the actual overtime.

Click “Attendance Management” =» “Event Management” =» “Overtime Enrollment” to open
the window for overtime enrollment. Follow the steps described below to add an overtime
record. Refer to Section 12.2.2 Overtime Enrollment for details.

Operation Steps:

1. Click “Add” on the upper right corner to enter to window for adding an overtime
record.

2. Type in the cardholder manually, or select the cardholder from department.

3. Enter overtime date, hours and remarks.

4. Click “Save” to complete the operation.

2.1.5.4 Time-off Enrollment

If an employee cannot swipe cards because of time off, a “time off enrollment” should be
recorded to reflect the scheduled time off.

Click “Attendance Management” =» “Event Management” =» “Time-off Enrollment” to open
the window for time-off enrollment. Follow the steps described below to add a time-off record.
Refer to Section 12.2.3 Time-off Enrollment for details.

Operation Steps:

1. Click “Add” on the upper right corner to enter to window for adding a time-off record.
2. Type in the cardholder manually, or select the cardholder from a department.

3. Enter time-off start time, end time, hours and remarks.

4. Click “Save” to complete the operation.

2.1.6 Real-time Monitoring

Click “Real-time Monitoring” on the upper right corner of the window. The real-time status of
E-maps in the system is shown on the upper panel. Click the E-maps on the left to view
details.

On the lower panel, the real-time system status is shown in “system status bar”; click each
item to view details.
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2.2 First Time Program Use
2.2.1 Launch the Program

Before launching the program, make sure that the program is installed in the computer. Refer
to Section 1.6.2 Main Program Installation Process for installation. In addition, make sure the
dongle included in the Software package has been inserted in a USB port on the computer
(dongles from different Software package cannot be interchanged). Refer to dongle user
manual for details. Double click the shortcut icon on the desktop ¥3 or choose “Start” =
“Programs” =» “EverFocus” = “EverAccess Flex II Software” to launch the Software.

2.2.2 Database Configuration

Upon starting, a database configuration dialog box will pop up as shown below. The
Software supports 4 types of commonly used database. Refer to Section 1.7 Use of Different
Types of Databases for details.

Type of database: IZ|

MEERLE exvar

Oracle
Serwer namefhddress: MyS0L

Access

Databaze user: | |

Fassword of DB user: | |

H Save # Close

Fig. 2-1 Database Configuration Window

Select the right database type and fill in data fields for each item. Click “Save”. If there are
errors in database configuration (Fig. 2-2), a message will pop up (Fig. 2-3). Correct the errors
according to the message and enter the login window.
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Type of databasze: |HSSQT.5erver IZ"

Serwer namefhddress: |12'-Ir.|:|.|:|.1 |

Databaze user: |5& |

Paszword of DB user: |**** |

H Save

Fig. 2-2 Database Configuration

System Inmformation

"1 An error has oceurred while establishing a connection to the serwer. When

] cormecting to SHL Serwer 20035, this failure may be caused by the fact that
under the default zettings SHL Serwver doss not alloew remote conmections.
(provider: Hamed Fipes Prowider, error: 40 — Could not open a connection to

SAL Server)

Fig. 2-3 Database Configuration Fail

The login window requires users to enter user name and password (Fig. 2-4)

ex IT Scoftware

Login Hame: || | | Login |

Passwnrd:| | | Cancel |

Fig. 2-4 Enter User Name and Password

The factory default login name is “admin” and password is “admin”.

Note: admin is a “Super administrator”. It is used for installation and restoration of the system.
Admin can execute all the functions of the software; it cannot be modified or deleted. Users
can only change the password for admin. Change the password after initial login and keep the
password in a safe place. Create individual user IDs and passwords for day to day operation
and maintenance of the system.
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To change the password for admin: click “Basic management” =» “User Setting” = “Edit”.
Admin can add users and change users’ authority through “Basic management” =» “User
Setting” =» “Add”. If all other users are deleted and the password for “admin” is lost, the
Software cannot be used!!.

After entering the login name and password, click “OK” to open the Software, or click
“Cancel” to exit. If the wrong login name and/or password are entered, an illegal login dialog
box will pop up (Fig. 2-5).

' Tllegal login
T

Fig. 2-5 Illegal login

2.3 Software Interface
2.3.1 Main Window

The Software is based on a Vista program interface style and supports customized window
color schemes. The interface is user-friendly and easy to use. Users can customize the quick
access toolbars at the top of the window. After login, the main window will be shown as in
Fig. 2-6.
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2.3.2 Start Menu

2.3.2.1 Company Information

The Software supports uploading a customized company logo and change the Software titles.

Click the n icon on the upper left corner of the window and select “Company Information
Setting” from the drop-down menu. A dialog box as in Fig 2-7 will be shown. Click on the
logo and an upload dialog box will pop up. Select the picture file (the maximum supported
size 1s 32x32 pixels) and click on the “Open” button to complete the upload. When the cursor
is placed on top of the company logo located on the upper left corner, the content in the
“company name” field will be shown. Content in “Software title” field is shown on the title
bar of the Software.

C ompAany Information Settin

/SR AN

R

ST A L L L L b

* ['BasicNanagement | Card Holder Management  Access Control Management  Atiendance Management  Database M

@

Real-ime Monitoring  Option - UlStyle -

o : S) :
5+ Authority Group Settin User Settin
S5 ity p g3 9

2.3.2.2 Language Selection

Upon initial login, the the Software will automatically check the language used by the
computer and set it as the language for the Software. To change the language setting, click
“Start menu” > “language setting” and select the language. The new language selection will
be in effect upon the next login. If the language used by the computer is not supported by the
Software, English will be used.
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L Language Option

-

0 About

Language file editor
Afrikaans

Albanian

Arabic

Armenian

Fig. 2-8 Language Setting

The Software also provides an option for “Editing language”, by which users can edit the
language file in the Software. Click “Language Setting” > “Edit language file” and a dialog

box will pop up (Fig. 2-9).

Language file editor

| Load | | Apply | |Save Az .. =
‘ Comment Defanlt Current FEiE) =
=]
3 EABSENTDJ\YS éNum'ber of Perzonal Leave Fumber of Perzonal Leave
ACCESSLEVELNILIEEOVERRTDED The access rule is applied ... The access rule is applied ...
ACCESSWAT Verification Mode Verification Mode
ACCOMEAHT rards access cards access
AGROUFUSEDEYCARD The accesz group cannet be ... The access group canmet be ...
ALAEMCODE Mlarm Type flarm Type
ALAEMMETHOD Mlarm Jutput Alarm Outpuat
ALARMTYPENC H.C. H.C.
ALARMTYPEND .0 .0
ALATMYARHTHEFORM Marm Warning Fop—up M arm Warning Fop—up
ATMMODULEOUTEUTL Mm Outpat 1 Mm Output 1
ATMMODLEOUTEUTZ Mm Output 2 Am Output 2
ALMMODULEOUTEUTS Mm Outpat 3 Mm Output 3
ALMMODULEOUTEUT4 Alm Output 4 Hlm Output 4
ALMMODULEOUTEUTS Mm Output 5 &lm Output 5
ALMMODULEOUTEUTE Mm Output & Mm Output & -
| | |

Fig. 2-9 Edit Language File

Load: to edit language package to use in the Software. Click the “Load” | L= | bytton
and select the language file with an extension of .DLL.

Apply: after editing the current file, click the “Apply” | **% | putton and a dialog box
will pop up to confirm whether to overwrite the current language file, as in Fig. 2-10.
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" E English. 411
. iz exist, overwrite 1t7

| Tes | | Ho |

Fig. 2-10 Confirm overwrite of the language file

Save as: to generate another language file, edit each item in the current dialog box, click the

button j on right of “Save as” and select the language from the drop-down menu. Click the

“Save as” button 5** - 7| 5 save the language file with a new name. The selected
language will be used upon the next login.

Swstem Information

“:/‘ It will tale effect at next login. Do wou want to exit?
e

Fig. 2-11 New Language Selection is saved

Search: to search items by keywords. All three columns are included in searching field.

2.3.2.3 About (Software Information)

Click “Start menu” -> “about” and a dialog box showing the Software name, version,
copyright and EverFocus website etc, as Fig. 2-12, will be displayed.

About Ewerhccess Flex IT Software

EverhccessFlexIISoftware

Yer=zion:Z. 5 090505 Eeleas=e

Copyright 2009 EwerFocus Electronics Corp. A1l rights reszerwed.

wxw. everfocus. com. cn

Fig. 2-12 about the Software
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2.3.3 Quick Access ToolBar

The Quick access toolbar contains a set of intuitive graphic buttons representing commonly
used commands (Fig. 2-13). Though the most commonly used commands are included in the
Quick access toolbar, users can also customize the toolbar by adding or deleting commands.

T T FL L L EE I Y s

Fig. 1.13 Quick Access Toolbar

Click the button H at the end of the quick access toolbar. From the drop-down menu (as in
Fig. 2-14), users can add, delete, self-define commands and hide menu items.

Custom Shortcuts Toolbar
Add/Remove Shorcuts

Place Shortcut Toolbar Below The Menu Panel

Hide Sub-menu Panel

Fig. 2-14 Customize Quick Access Toolbar

2.3.3.1 Add/Delete Shortcuts

From the drop-down menu in Fig. 2-14, select “Add/delete shortcuts™. A selection dialog box
will pop up (Fig. 2-15). Select commands from the main menu for each functional module on
the left and add the shortcuts to the list on the right. Users can also delete unused shortcuts
from the shortcut list.

fAdd/Remove Shorteuts

Zelect Function Module
||J'kcr_'ess Control Manageme |E||

-Eontroller Setting : l_l Uzer Setting -
Ilate Type Setting _'g;g.]]epartment Setting
Eai #ecess Door Setting # Card Holder Basic In
Eﬂoor Sehedule Setting -Controller Setting

Addsr
& hocess Gromp Setting [:I ]]ate Type Setting
%G‘roup Schedule Settin Remowe Eai hecess Door Setting

i Card Setting & horcess Group Setting
1 Tpload Data Toe Comput L Card Setting
1 Download Data To Cond| | 1 Dawnload Data Te Cont
Edit E-N Edit E-N
HEi [ HEi |

|:| Flace Shorteut Toolbar Below The Menu Fan

[ 0K, | [ Cancel

Fig. 2-15 Add/Delete Shortcuts
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2.3.3.2 Move the Quick Access Toolbar to the bottom

From the drop-down menu in Fig. 2-14, select “Move the quick access toolbar to the bottom
of the window” or check the box on the lower left corner of the “Add/delete shortcuts”
window. The quick access toolbar will be moved from top of the window for the bottom (Fig.
2-16).

£ EverAecess Flex IT Software
=

“é’éé}’c’i\ﬁnagemer‘i‘f' Card Holder Management Access Control Management Attendance Management Database Management Realtime Monitoring  Option ~ UlStyle - @

Authority Group Setting 3) User Setting

¥

(L cEHEWN® : AEaE b v L -

Fig. 2-16 Move the quick access toolbar to the bottom of the control Panel

2.3.3.3 Hide Submenu

From the drop-down menu in Fig. 2-14, select “Hide submenu” or double click any main
menu, all submenus will be hided (Fig. 2-17).

f-\.

— Basic Management Card Holder Management Acce ontrol Management & anac & Database Management Real-ime Monitoring Option ~

(L cHER® - AEas b @8 -

Fig. 2-17 Hide Submenus

2.3.4 Menu

The main window contains 5 main menus: basic management, cardholder management,
access control management, attendance management and database management (Fig. 2-18).
Clicking on any main menu item will show its submenu. Click any command in the submenu
to perform the related task. Detailed descriptions about each command will be provided in
related chapters.

™M o K SoRNuUREssA0 S

i Basic Management Card Holder Management ﬂ'ccess C ontrol .IGI-anagem ent Attendance Management

Database M

b z A i
EControHer Sefting  : .’;l\ AccessRule » ° % Card Setting .;_-.'-‘Data Tranfer = |- Edit E-Map —\“-" EventReport

Fig. 2-18 Menu Bar

If the login user does not have authority to execute certain functions, a dialog box reporting
“Insufficient authority to operate” will pop up, as Fig. 2-19.
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Fig. 2-19 Insufficient Authority to operate

2.3.5 System Selection Bar

The “system selection bar” controls real-time monitoring, alarm warnings and user interface
style. Click “real-time monitoring”, the interface changes to real-time monitoring of E-maps
and event record. User can monitor the system status in real time.

Real-time Monitoring Option = Ul Siyle ~ @

Fig. 2-20 System Selection Bar

2.3.5.1 System Selection

Users can choose whether to enable “real-time communication” and “alarm warning message”
in the system selection (Fig. 2-21).

Real-time Monitoring Uistle ~ @

E] Realtime Communication

Alarm Warning Pop-Up

Fig. 2-21 System Selection

Real-time communication: when enabled (as in Fig. 2-21), the Software is in continuous
communication with the controllers. The real time status of devices in the system will be
shown on E-maps and all real time events will be shown in the “event record” at the bottom of
the window.

Access Granted | Access Denied | Operation Record | Alarm Record | System Record ! Systern Log
‘ Date/Time Controller Addreszs Event =
089-06-25 14:36:48 oo Systern menu entered
09-06-25 14:36:48 o011 Systern menu enterad
09-06-25 14:36:48 o011 System menu entered
08-06-25 14.36:48 oo Systern menu entered
09-06-25 14:36:48 o011 System menu entered
03-06-25 14:36:48 oot Systern menu entered
08-06-25 14.36:48 oo Systern menu entered
09-06-25 14:36:48 o1 Systern menu entered =]
4 09-06-25 14:36:48 o011 Systemn menu enterad -

Fig. 2-22 System Record

Alarm Warning Message: when enabled (as in Fig. 2-21), an “Alarm warning” dialog box will
pop up for any alarm input in the system (Fig. 2-23). A warning sound is also generated (the
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default setting is speaker enabled). Users can choose to disable future “alarm warning
message” and “alarm sound warning” in the dialog box.

7 A o
ﬁé Card Seting -y Data Tranfer Edreuap ;

./ EventReport

Control Panel «

Electrical Map %

4. EverFocus

----- [ Shenzhen
..... [ Shenzhen2
[ EverFoens

Tlevice List

TY Y YT YT YYVYY

2.3.5.2 Interface Style

[ 0354
H ossz
! 0858
! 0808
H 0828
B 250
[ o4
H oot
! 9963
! 0008

oL

== Il ==

Access Granted | Access Denied | Operation Record | Alarm Recard | Systern Record | Syster Log

4 DatefTime Full Name

09-07-0914.43.58
03-07-0414:44:00
09-07-0914:44:02
09-07-0914:4410
03-07-0914:44:56
09-07-0914:44:59
08-07-0816:18:33
03-07-0916:18:38
09-07-0916:18:41

Controller Addre..

0006 )
0006 )
0006 )
0006 )
0006 )
0006 )
0006 )
0006 )
{

Door Location

Type of Entry/Exit
In
In
In
In
In

2009-T-100 15:40: 2

Card Murmber
0x0041CB41
Ox0041CB41
0x0041CB41
0x0041CB41
0x0041CB41
Ox0041CBM
Ox0041CB41
0x0041CB41
Ox0041CEM

[FEE 7 5 000505 Releaze

Fig. 2-23 Alarm Warning Message Display

The Software provides for user-friendly customized user interface style setting (Fig. 2-24).
The default interface style is Vista Classic. The interface color scheme can be changed to
users’ preference. A few customized interface styles are shown below.

Theme Colors

Standard Colors

1% More Colors...

Blue
Black

Realtime Monitoring Option ~ QU I @

Vista

Jser Defined Colol

Fig. 2-24 Interface Style
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Some customized interface styles as follow:

Tviaser focer iew
O . e r—

I

fHla

l""llli

P T m—c—

Black Green Silver

2.3.6 Control Panel

Control Panel “ |

If a user clicks the “Control Panel” button underneath the menu,
“E-map list” and “resources list” on the left of the window will be hidden (Fig. 2-25). Click
the “Control panel” button area or double click the hidden bar, the hidden lists will be
displayed.
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M et EsOEIREAa=s- @

ftoring Option ~ UlStyle ~ @

- —
Access Granted | Access Denied | Opsration Record | Alarm Record | System Record | System Log

i A DateTime Full Mame Caontroller Address Door Location Type of Entry/Exit Card Number

Employee Mo

|
1

\ 08-07-08 14 43:58 0008 ) In D:0041 CB41 4

: 03-07-09 14:44:00 0006 ) In Ox0041CH41
I 09-07-00 14:44:02 0008 ) In 0:0041C841 B ITere

I 06-07-00 14:44:10 0006 i) In DH0041 CB41 =

-
0 03-07-09 14 44:56 0008 o) In 00041 CH41

b 09-07-00 14:44:59 nooe ) In 0041 CB41
: 08-07-09 16:18:33 0006 1) In Ox0041CH41

f 09-07-0916:18:38 0006 3] In 00041 GB41
|

4 08-07-08 16:18:41 0006 0=0041CGB41

o] 2008-T-13 2 o

adni.

2.3.6.1 Electronic Map (E-Map) List

The E-map list contains the E-map structure of all E-maps in the system (Fig. 2-26). Refer to
Electronic Map (E-Map) Management to add, delete and edit E-maps.

Electrical Map #

... E EverFocus
:- ﬁ Shenzhen

Fig. 2-26 E-Map List
2.3.6.2 Resources List

The Resources list contains all valid controllers in the system (Fig. 2-27). Valid controllers
refer to controllers that are found by the Software. Refer to Section 5 Controller Management
to add, delete and edit controllers.
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Dewice List & |

.. E 0354

O} Daor1il)
[ Door? (2)
[} Door3(3)
[} Doord (4)

Fig. 2-27 Resources List

2.3.7 Real-time Monitoring

This function shows the real-time status of the system on the E-maps. Click “E-map list” on
the left to display E-maps and view it’s the graphical status display. Refer to Section 9
Electronic Map (E-Map) Management to add, delete and edit E-maps.

2.3.8 System Event Record

This area shows all event records in the system, including granted access records, denied
access records, operation records, alarm records, system records and system log entries. On
top of the panel is a button to hide the panel. When the cursor is placed on top of the bar,
“click to hide panel” is shown (Fig. 2-28). Click the bar to hide the event record panel and
click it again to show the event record panel when needed. Right click the first column of the
list to select whether to show line numbers. Click the first title line, and the events will be
sorted in ascending or descending order. The operation is similar for other parts in the
Software and will not be described again.

e PP p =P
Accese Granted | Access Denied | Operation Recard | Alarm Recard | System Record rS—\fs\ T
Controller Address Door Locati Type of Entry/Exit Tllegal Event Card Humber
”””””””””” 0286 Door2id___ Iretoenter — Unknowncard 0240872
Doordid . e . Unknown card 0x002A0872
Door il $‘t{j|§%mﬁ+ﬁ Unknown card Ox002A0872
Door2i Unknown card 0x002A0872
0256 Door3dd) Try to enter Unknown card 0x002A0872
0356 Doorl 1) Try ta enter Unknown card 0x002A0872
1254D256] Doorziz) Tryto enter Unknown card 0x00240872
0256 Door3i3) Try ta enter Unknown card 0x002A0872
0256 Doordid) Try to enter Unknown card 0x002A0872

Fig. 2-28 Hide panel
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2.3.8.1 Granted Access Record

Granted access records include regular card read records, PIN door open records and APB
(Anti-Pass Back) doors opened. Refer to Section 14.1  Area Anti-Passback for details.

The content of granted access records includes the event time, cardholder name, controller
address, door No., In/Out type and card number. Select an event record to view details on the
right panel.

Access Granted | Access Denied | Opetation Record | Alarm Record | System Record | System Log
A DateTime Full Marme Controller Addre... | Door Location Type of EntrgExit | Card Mumber H

> 08-07-0810:48:01 0006 i) In {00041 B4 — — Employee No
09-07-00 10:49:13 0006 ) In 0x0041CB4q | ¥ Register Card Index#x0041CH41
09-07-08 10:49:19 0006 ) in 0%0041 CB41
08-07-0910:49:35 0006 i1 In 00041 CB4H
09-07-09 10:46:03 9969 Doort 1) in 0%0041 CB41
08-07-08 10:46:08 4968 Doort {1 In 0x0041 CB41 Dmeila
08-07-00 1004613 4968 Doart (1) in mmn4 GB41
09-07-09 10:46:20 9969 Doart (1) In 0x0041 CBA1
08-07-00 10:53:45 0006 ) In %0041 CB41

Fig. 2-29 Granted Access Record

Access granted using cards that have been enrolled in controllers, but not in the Software, will
be shown in the event record list. Users can easily add the card to the Software through the
right click menu as described in “Quick Add a Card”. In addition, users can employ this
method to check whether a card is registered in the Software.

Access Granted ' Access Denied | Operation Record | Alarm Record | Systern Record | Systern Log

4 Date/Time Full Mame Controller Addre... | Door Location Type of EntrwExit | Card NMumhber
4 03-07-03 10:43:01 n00g (11 It 0x0041CB41
09-07-0910:49:13 0oos ‘ 4  Regizter Card Index#0x0041CE41 Ox0041CB41
an AT an4n-4n-1n nnne M (B M A4 044

Fig. 2-30 Quick Add a Card

If an operator choses registering the card, the card is then added to the Software. The default
access group is “Full Granted” and the card setting is downloaded to all valid controllers in
the system.

ter Card Index

Card Format: |1'|]'|]‘[ .. |Z||

Card Humber: |0xu|:|41c341 |

éDUsing the card format until next login.
0K

Fig. 2-31 Select Card Format

Note: There are two other methods to add cards to the system (See Sections 7.2 Import Card
Information and 8.1Upload Data to Computer) for similar methods. The option of “Use the
same card format setting until next login” is available in all three methods.
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2.3.8.2 Denied Access Record

Denied access records include unknown card, expired card, invalid card, card PIN fail, PIN fail
more than allowed attempts, cancel waiting, invalid door, invalid time, card APB fail, interlock,
door left open (propped door), unregistered fingerprint, attempting access by unregistered
fingerprint and no fingerprint information for the cardholder. Refer to Section 5.5.6 Alarm output
Setting for details.

The content of a denied access record includes event time, cardholder name, controller
address, door No., In/Out type, event type and card number.

Denied access resulting from cards that have been enrolled in controllers, but not in the
Software, will be shown in the event record list. Users can add the card to the Software from
the right click menu as described in “QuickAdd a Card”. The process is similar to that for the
“Granted Access Record” described above.

Access Granted | Access Denied ' Operation Record | Alarm Record | System Record | System Log

‘ Date/Time Full Hame Controller Address Door Locatioen Type of Entry/Exit Illegal Event Card Humber
08-07-08 15:52:05 0256 Door2(2) Tryto enter Unknown card 0:002A0872

4 08-07-08 15:52:.06 0256 Doordid) Tryto enter Unknown card Ox002A0872
08-07-08 15:52:.06 0256 Doort i1} Tryto enter Unknown card Ox002A0872
08-07-08 15:52:06 0256 Dioor2{2) Tryto enter Unknown card 0:002A0872
09-07-08 15:52:06 0258 Door3(3) Tryto enter Unknown card 0x002A0872
08-07-08 15:52:07 0256 Doort (1) Tryto enter Unknown card 0:002A0872
08-07-08 15:52.07 0258 Door2id) Tryto enter Unknown card Ox002A0872
08-07-08 15:52:07 0256 Door3i3) Tryto enter Unknown card 0x002A0872
09-07-08 15:52:07 0256 Doord(4) Tryto enter Unknown card 0:002A0872

Fig. 2-32 Denied Access Records

2.3.8.3 Operation Records

Operation records include remote operation of controllers via the Software, arm/disarm
controllers, and reset alarm, door open by request-to-exit button and interlock. Refer to
Section 5.5.6 Alarm output Setting for details.

The content of an operation record includes event time, operator, controller address, door
number and event type.

Access Granted | Access Denied | Operation Record | Alarm Record ! Systern Record ' Systern Log

Al DatefTime Operator Controller Address Door Lecation Event.
09-07-09 14:42:46 0oos Disarm fram controller
4 09-07-09 14:42:48 0006 Arm from controller

Fig. 2-33 Operation Records

2.3.8.4 Alarm Records

Alarm records include armed zone alarm, fire alarm, system PIN fail, arm PIN fail, tamper
alarm, remote alarm, door opened without prior access nor request to exit (forced door),
door left open (propped door), door held open and reader communication lost. Refer to
Section 5.5.6 Alarm output Setting for details.
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The content of an alarm record includes event time, controller address, arm zone number and
event type.

Access Granted | Access Denied | Operation Record | Alarm Record | System Record | Systern Log
‘ Date/Time Controller Address Arm Ho. Ewvent

09-07-0917:54:21 o004 Reader#! lost

4 :08-07-0817:54:21 o004 Reader#? lost
09-07-0917:54:25 noo4 Reader#1 lost
08-07-0917:54:25 noo4 Reader#? lost
09-07-0917:54.:28 o004 Reader# lost
09-07-0917:54.28 o004 Reader#? lost
09-07-0917:54:3 o004 Reader#? lost
09-07-0917:54:31 ooo4 Reader#1 lost
09-07-0917:54:34 noo4 Reader#1 lost

Fig. 2-34 Alarm Record

2.3.8.5 System Records
System records are for events related to controller setting, including access to the controller
menu, add/delete/edit cards in controllers, controller online/offline, controller power-off and

controller communication lost etc.

The content of a system record includes event time, controller address and event.

Access Granted | Access Denied | Operation Record | Alarm Record | System Record ' System Log
A TatefTine Contreller Address Event

08-07-08 22:03:36 0852 JUIEN: 5 o2

4 09-07-00 22:27.38 0852 mAiiEFee2
09-07-09 22:29:25 0852 MAEFERE2
08-07-08 23:44:25 0852 BN
09-07-10 00:47:04 0852 JUIEN: 5 o2
08-07-10 02:04:48 0852 JUIEN: 3 o2
09-07-10 15.08.57 0854 HATRIRRES
09-07-10 15:09:03 0852 HAIERIR R
09-07-1015:09:13 0858 System menu entered

Fig. 2-35 System Record

2.3.8.6 System Log

System log refers to the login and logout records for the Software. The content of the
system log includes login/logout time, login name and event type.

Access Granted | Access Denied | Operation Record | Alarm Record | System Record | System Log
‘ Log DateTime Login Hame Log Type

09-07-1311:22:16 admin Lagin System

4 09-07-13 11:22:62 Sadmin Logout System
08-07-13 11:23:32 admin Login System
09-07-1311:32:37 admin Logout System
08-07-13 11:34.00 ey Lagin System
08-07-13 11:34:43 viewy Logout System
09-07-1311:34:54 admin Lagin System
08-07-13 14:38:20 adrnin Logout Systerm
08-07-13 15:05:00 admin Login System

Fig. 2-36 System Log

2.3.9 System Status

System status includes login name, current time, and displayed language and Software version
information.
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2009-T-13 15:26:15 g3l 2757090505 Releace 5

Fig. 2-37 System Status
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3 Basic Management

This chapter introduces the concept of managing users and authority groups in detail.

Authority Group Setting: adding, deleting and editing authority groups in the software. There
is no limit to the number of authority groups and users can define authority groups based on
needs.

User Setting: adding, deleting and editing users who operate the software. The software default
user “admin” belongs to super authority group, which can execute all the functions of the
software. Users can only change the password for a super user.

3.1 Configure Users and Authorities

A User of the Software is a person who operates the software at any user interface. Each user
is defined by four properties: name, login name, password and the authority group to which
the user belongs.

The “name” should be the real name of the user. The “login name” is the identity that users
need to type into the login dialog to enter the system. The “password” is the password that
users need to provide when they login the system. The “authority group” is discussed in
details below.

Note: users are different from cardholders. Cardholders are the people who enter or exit
through points monitored by the physical access control system, such as employees of the
company. But users operate the software to monitor or configure the physical access control
system.

The authority group defines the user’s access level to control the operation of the Software.
Different authority groups have different operating privileges in the Software.

Click the menu bar “Basic Management”=>» “Authority Group Setting” to enter the authority
group setting window. Please refer to Section 3.2 Authority Group Setting for details. The
Software will automatically initialize authority groups upon first entering “Authority Group”

The Software offers four authority group types: Super, System, Operate and View. There is
no limit to the number of users in each group.

Super: Users in the super group can execute all the functions of the software, including basic

management, cardholder management, access control management, attendance management
and database management etc.
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System: Users in the system group have access to all functions except basic management.

Operate: Users in the operate group have access to all functions except basic management
and database management.

View: Users in the view group can view the event list and monitor the system in real-time.

The following table gives the detailed authority list for each group. “+/” in the cells indicates
the function is available to this group.

Functionality Super | System | Operate | View

Basic Authority group VA
Management | Setting
User Setting

Cardholder | Department Setting
Management

Cardholder Information

Access Controller Setting

Control Date Setting
Management

Door Setting
Door Schedule Setting

Access group Setting

Access group Schedule
Setting
Card Setting

Upload Data
Download Data
Edit E-Map
Event Report

Attendance | Holiday Setting
Management

No-Access-Attendance
Enrollment
Overtime Enrollment

Time-Off Enrollment

Attendance Statistics

N ANANAN BN ANAN AN AN AN AN BN AN AN AN ANAN

Attendance Reports

Create Database

Backup Database

Database

Management Restore Database

Import Cardholder
Information

N ANANAN ANAN AN AN ERN AN AN ANAN AN AN ERN AN AN AN AN AN AN AN AN
N AN ANAN ANAN AN AN ERN AN AN AN AN AN BN AN AN AN AN AN AN AN
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Import Card V4 V4
Information
Purge out-of-date data VA \/

Table 3.1 Functionality Map for Authority Groups

Except for Super, the other 3 authority groups can be modified or deleted.

3.2 Authority Group Setting

To access “Authority Group Setting”, right click to open the operation box (Fig.3.1). The
commands in the operation box are the same as those in the “function editing area”. All other
operation windows have the same format, and thus will not be described again.

Ev Flex IT Software

Ml =EH

Basic Management | Ca Real-time Monitoring Option - Ul Style -

ThREg X

i 20+ -
... [ EverFocus E%ﬁ‘ﬁ‘i Hj _____________
i [ Shenzhen ‘ User Group
i [[5) Shenzhenz Super _\
i[5 EverFocus s S

Operate
Vien

Fig. 3-1 Authority Group Setting

3.2.1 Add an Authority Group

Click the “Add” button ‘¥ in the “function editing area” (Fig. 3-5) to open the window for
add an authority group (Fig.3.6). Fill in the name of the new authority group in the
“Authority Group Name” (Fig.3.2) and choose the functions that the new group will have
access to. When finished, click the “Save” button and a dialog box indicating “Operation
succeeded” will pop up (Fig. 3-3).
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M e xwKe

-

ERSJRUE%x= -

Basic Management Card Holder Management Ac

) Authority Group Settin User Sefting
yrememeem{y—

ontrol Management  Aftendance Management

Real-ime Monitoring  Option - UlShyle ~ @

| Current Nodule: Authority Group Setting. .. Add

Control Panal «
Hlectricd M & |

4[5 EverFoens
i [ Shenzhen User Group
i~ [ Shenzher?

H [[]Basic Menagement
L[] EwerFoems
[[Jauthority Group Setting
[C]Card Holder Management
[[]Card Holder Basic Information
[C]Access Control Management
[[JController Setting
[[Jhecess Group Setting
[[]Download Date To Controller
[[]Attendance Management

[[JHoliday Setting

Deviee List Py [[Jittendance Statistics Report

= =t [[]Database Management
B 0552
- g 0858

[ 0808 [[]Import Card Information

[[JConfiguration

[[]User Setting

[C]Dspartment Setting

[[JDate Type Setting

[[]6roup Schedule Setting

[[]Edit E-Map

[[]Attendsnce with no access

[[]Attendance Report

[[] Baclmp

[[]Purge Out-of-date Data

[[JDoor Schedule Setting
[[]Card Setting

[[]EventReport

[[]Time DEE Enrol

[[JRestore

[[Jheeess Door Setting

[C]VUpload Data To Computer

[]overtine Earal

[[JInport Card Holder Information

[Eg 0828
- ) 0256
[Eg oooe
- [ 0011
==t
[Eg 0ooe

2008-T-13 11

| save

Fig. 3-2 Add An Authority Group

Fig. 3-3 Operation succeeded

3.2.2 Edit an Authority Group

Click the “Edit” button ' in the “function editing area” (Fig. 3-5) to open the window for
editing authority groups (Fig.3-4). A user can edit the name as well as the functions that an
authority group has access to. When finished, click “Save” button and a dialog box indicating
“operation succeeded” will pop up. Users can choose other authority groups to edit by using
the navigation buttons “BW” and “FW” at the bottom of the window.

Note: Make sure to save the changes before using any of the navigation buttons. Otherwise,

the changes will not be saved.
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Basic Management Card Holder Management Acces:!

ontrol Management  Attendance Management  Database Realime Monitoring  Option - UlStyle - @

-
E%i Authority Group Sefting 3) User Setting

sl “ | Current Nodule: Authority Group Setting...Vier Details
Electrical Map & R
+ = -
4[5 EverFocus
+- ] Shenzhen Vser Group
- [[3) Shenzhen?

Basic Management
L[ EverFocus

huthority Gromp Setting User Setting
Card Holder Wanagement

/Card Holder Basic Information [/|Depariment Sstting

Access Control Menagenent

/Controller Setting 7|Date Typs Setting ZDoor Schedule Setting 7|Aeeess Door Setting
7 hecess Group Setting 7|Group Schedule Setting /Card Setting 7]Upload Data To Computer
7 Dowrload Dats To Controller  [/]Edit E-Map 7| EventRaport

Attendance Management

7| Holiday Setting 7 Attendance with no access 7Tine DEE Enrcl 7 0vertine Enrcl
Device List Py ~ Attendance Statistics Report v httendance Report
-~ [ 0854 Datshase Manazement
- B ves2
Confi guration Backup Restors Inport, Card Holder Information
==
- [ 0808 Inport Card Information Purge Dut-of-date Data
- ] 0828
oo CE T
- [ 0004
-~ B 0011
- ] 9963
- ] 0008

Fig. 3-4 Edit an Authority Group

3.2.3 View Authority Groups
3.2.3.1 View All

Click “Basic Management” =» “Authority Group Setting” to view all authority group settings
(Fig. 3-5).

Current Nodule: futhority Group Setting . Browse All

=8+ =

‘ User Group

Super
System
3 Operats

View

Fig. 3-5 View All Authority Groups

3.2.3.2 View Details

Click the “View Details” button = in the “function editing area” (Fig. 3-5) to open the
window for viewing details of an authority group (Fig. 3-6). Users can choose to view details
of a different authority group by using the navigation buttons “BW” and “FW” at the bottom
of the window.
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Electrical Map Py

4[5 EverFocus
b [ Shenzhen e B R
i [[7] Shenzhenz

L[] BverFocus

Basic Management
Autherity Group Setting User Setting

Card Holder Managsment

/|Card Holder Basic Information |/ Department Setting

Access Contrel Management

7|Controller Setting 7|Date Type Setting /|Door Schedule Setting 7|Access Door Setting
7|Access Group Setting 7|6roup Schedule Setting /lCard Setting 7|Upload Data To Conputer
7| Download Data To Controller [/ Edit E-Map /|EventReport

Attendance Management

/|Holidsy Setting /|httendance with no access /|Time DEE Exrol /|0vertine Enrol
Device List & /| Attendance Statistics Report /| Attendance Report
- [ 0854 Databass Management
- B 0852
Configuration Backup Restore Inport Card Holder Information
- [Eg) 0858
- B 0808 Inport Card Information Furge Out-of-dats Data
- [Eg) 0828
- ] 0256
- B 0004
- [Eg) 0011
- B 9989
[

'DDDE ﬁg 4% i,a

Fig. 3-6 View Details of an authority Group

3.2.4 Delete an Authority Group

Select the authority group to be deleted in the “View All” window for Authority Groups (Fig.
3-5), then click the “Delete” "= button in the “function editing area”. A dialog box will be
shown to prompt users to confirm the deletion (Fig. 3-7). Click “Yes” to delete the authority
group and another dialog box confirming “Operation succeeded” will pop up.

Note: The authority group that is currently in use cannot be deleted.

\:g/ Do you want to delete the current record?

| Ok | Cancel |

Fig. 3-6 Delete the selected Authority Group

3.3 User Setting

User Setting is used to add, edit, delete users and assign authority groups for users. The User
here refers to the person who can login and operate the Software. It is different from
cardholders. User properties consist of user name, login name, password and the authority
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group to which the user belongs. The software default user “admin” belongs to the super
authority group and cannot be deleted.

Click “Basic Management” =» “User Setting” to open the window for setting users (Fig. 3-8).
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Fig. 3-8 User Setting

3.3.1 Add a User

Click the “Add” button '# in the “function editing area” (Fig. 3-8) to open the window for
adding users (Fig. 3-9). In the user property area, fill in the login name, password, the
authority group and user name, then click the “Save” button and a dialog box confirming
“operation succeeded” will pop up.

Current Bodule: Uzer Setting . Add

b ] s
Usor Grouw: Contirm Pasmwarts [ |
s ———

It

Fig. 3-9 Add a User

Definitions:
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Login name: login name is the identity that users need to type into the login dialog to enter
the system. It can be numbers, letters, spaces and any combination of the above. The
maximum length of a login name is 20 characters. The login name is case-insensitive. It
cannot be the same as login names that already exist in the system and cannot be left blank. If
user enters a login name that already exists, the system will report “login name already
exists”.

Password: a password can be numbers, letters, spaces and any combination of the above.
The maximum length is 20 characters. Password is case-sensitive. It cannot be blank.
Confirm Password: The same password has to be entered here. If the two passwords are
different, the system will prompt “Passwords do not match”.

Authority Group Name: The authority group to which the user belongs. Administrators can
assign any authority group for a new user. A Super user can execute all the functions of the
Software.

User Name: The user name should be the actual name of the user. This item is for system
management and cannot be left empty.

3.3.2 Edit a User

Select the user to be edited in the “User Setting” window (Fig. 3-8) and click the “Edit”

button = in the “function editing area” (Fig. 3-9) to open the window for editing a user
(Fig.3-10). The login name, password, authority group name and user name can all be
modified. When finished, click “Save” button and a dialog box reporting “operation
succeeded” will pop up. Otherwise, click “Cancel” to return to “User Setting” window.

Current Bodule: User Zetting .. Update

Login Hame: |system Fassword: |#ekoe:

User Group: |System E| Confirm Passwerd: |FHeses

User Hame: |system

| b save | X cancel |

Fig. 3-10 Edit a User

3.3.3 Delete a User

Select the user to be deleted in the “User Setting” window (Fig. 3-8), then click the “Delete”

button in the “function editing area”. A dialog box will be shown to prompt users to
confirm the deletion. Click “Yes” to delete the user and another dialog box confirming
“Operation succeeded” will pop up. Otherwise, click “Cancel” to exit.
Note: The default user “admin” cannot be deleted.

45



Flex II Software

4 Cardholder Management
4.1 Department Setting

Department setting has no effects on the operation of the system. However, to use functions
such as search and attendance management etc., it is recommended to create departments as
they exist in real situations, and assign cardholders to their department accordingly.

Click “Cardholder Management” =» “Department Setting” to open the window for setting

departments (Fig. 4-1).
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Fig. 4-1 Department Setting

4.1.1 Add a Department
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Departments in the Software can be structured into three levels (not including the company
level). The highest level is the company. The first time a user adds a department, the system

will prompt whether to change the company information.
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Click the “Add” button ¥ in the “function editing area” to open the window for adding a
department (Fig. 4-2). Fill in the name of the “parent department” and the name of the newly
added department in the related field. When finished, click “Save” button and a dialog box
confirming “operation succeeded” will pop up.

Note: Subsidiary departments under the same parent department cannot have the same name.
Departments under different parent department can have same name.

Current Nodule: Department Setting. .. Add

Superior Department |EverFocus E”

| b seve | X cameal |

Fig. 4-2 Add a Department

4.1.2 Edit a Department

Select the department to be edited in the “Department Setting” window (Fig. 4-1) and click

the “Edit” button ¥ in the “function editing area” to open the window for editing a
department (Fig.4-3). Both the name of the department and the parent department can be
modified. When finished, click the “Save” button and a dialog box reporting “operation
succeeded” will pop up. Otherwise, click “Cancel” to return to “Department Setting”
window.

Current Module: Department Setting. . Update

Superior Depariment: ‘Everl’ocus\Sales E|

| seve | X cencal |

Fig. 4-3 Edit a Department

Note: A Department cannot be its own child department; a department cannot be edited if it
contains child departments.

4.1.3 Delete a Department

Select the department to be deleted in the “Department Setting” window (Fig. 4-1), then click

the “Delete” "= button in the “function editing area”. A dialog box will be shown to prompt
users to confirm the deletion. Click “Yes” to delete the department and another dialog box
reporting “Operation succeeded” will pop up. Otherwise, click “Cancel” to exit.

Note: A department that contains child departments or cardholders cannot be deleted. The
system will prompt “Contains child departments” or “Contains cardholders” respectively.
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4.2 Cardholder Setting

This Section covers the concepts and management of cardholders. Click “Cardholder
Management” =» “Cardholder Setting” to open the window for cardholder setting (Fig. 4-4).
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Fig. 4-4 Cardholders’ Profile

Function editing area: To view all, view details, add, edit and delete cardholders.

Search toolbar: To search cardholders using search criteria and keywords. It also provides
options of advanced search, refreshing the view, exporting and printing of cardholders. As all
other search functions in the Software, the simple search function is based on exact match.
Advanced search is used for more complicated search tasks and will be described in detail
below.

Browsing toolbar: To view cardholder information using the navigation buttons “First Page”,
“Backward”, “Forward” and “Last Page”. The system default setting is to display 15
cardholders per page.

Right-click menu: The system provides a right-click menu for quick editing options. Right
click on the item to be edited, and a menu that contains the same commands as those in the

“function editing area” will pop up.

Cardholders are the people who enter or exit from the physical access control system. Each
cardholder will be assigned at least one card and will be registered in the system. Click
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“Cardholder Management” =» “Cardholder Setting” to open the window for cardholder
setting (Fig. 4-4).

Note: The access rights of a card are determined by the access group to which it belongs. It is
recommended to configure access groups before assigning cards to cardholders. Click
“Access Control Management” =» “Access Rule” =» “Access Group Setting” to open the
window for access group setting (Refer to Section 6.4 Access Group Setting)

4.2.1 Add a Cardholder

Click the “Add” button "# in the “function editing area” (Fig. 4-4) to open the window for
adding a cardholder (Fig. 4-5). Cardholder information includes employee number, name,
department, gender, position and employment date etc.

The Software provides an window to quickly assign cards to a cardholder. This function
includes assigning one card or multiple cards to a cardholder, setting card properties and
selecting access groups etc. When finished, click the “Save” button.
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Fig. 4-5 Add a Cardholder

4.2.1.1 Cardholder Information

An employee number can be any printable character. The employee number is a unique index
number, and so MUST BE UNIQUE for each cardholder in the system. When adding or
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editing cardholder information, if the employee number is the same as an employee number
that already exists in the system, the system will prompt “Employee number already exists”.

Employee number and name must be entered. The other properties are optional. It is
recommended to enter all properties to facilitate searching.

4.2.1.2 Upload Cardholders’ Photo

Click “Upload Photo” | S utestrate | and a photo selection dialog box will pop up (Fig.

4-6). Choose the photo file (supporting formats: BMP, JPG, GIF, ICO, PNG) and click
“Open” to upload the photo to the cardholder’s profile.
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Fig. 4-6 Upload a Cardholder’s Photo

4.2.1.3 Quick Add Cards

The “Quick Add Cards Area” is for quickly assigning cards to the cardholder when adding a
new cardholder. Adding cards can also be performed at “Access Control Management” =»
“Card Setting” (Refer to Section 7. Card Setting).

Card Format: | ddd. .. |z| %‘ [#]Enable Card [#]First Card [[]Defended Effective

Card Humber: L | [[]Enstle 4FE [JCard Expiration [C]Faz=zword Status

D Enable Fingerprint

T hecess Group: |Full Granted |z|| Card Schedule: | [%]

Fig. 4-7 Quick Add Cards

This function may be used to assign one card or multiple cards to the cardholder. The card
number can be entered manually (the card number digits or symbols are typically printed on
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the card) or by swiping the card through a desktop card reader (such as ERS-871 desktop
reader or ERU series USB desktop reader). Please refer to hardware manuals for details.

Steps to use ERS-871 desktop card reader:

a) Install drivers for ERS-871 desktop reader
b) Connect ERS-871 desktop card reader to the computer

c) Press the icon for desktop card readetl = |, the following dialog box will pop up (Fig.
4-8).

Enrol Fingerprint. ..

';é:'Fingerprintl | |

':;:'FingerprintE | |

Fig. 4-8 Acquire Card Number from a Card Reader

d) Select serial port and card format
e) Put the cursor on the “card number” text box and swipe the card through the card reader.
f) Press OK to confirm.

Card Format: The Software supports 3 card formats: ddd-ddddd (8 decimal), dddddddd (8
decimal) and HHHHHH (six hexadecimal). Refer to section 7.1 Add a Card for details.
Add a Card: Choose the approproiate card format, enter card number and the click “add” * |
The card is now added to the card list. If the card number already exists in the system, the
system will prompt “card number already exists”. A cardholder can have one or multiple
cards.

Delete a Card: Select the card to be deleted in the card list, click “delete”|?|, and the card
will be deleted from the list.

Card Property: Card property includes 8 items: _ Check the check box in
front of the item to enable the function. Refer to Section 7.1 Add a Card for details.

When finished, click “save” and the new card(s) will be registered to all valid controllers to
which the cardholder is permitted access (defined by the access group to which the card
belongs). A dialog box reporting “Operation succeeded” will pop up. If other dialog boxes
pop up during the process, please check the controller based on the information contained in
the message. For example, if the controller is not connected to the computer, a dialog box
will pop up to show “Timeouts when connecting to controller”. Verify the connection from
the controller to the computer and then click “Yes”. The user can register other cards with the
controller. Otherwise, click “No” and the card will not be registered to the controller.
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4.2.2 Fingerprint Information

Fingerprint information is part of cardholder description. Each cardholder can have 2
fingerprints stored in the system.

4.2.2.1 Acquire Fingerprints

There are two methods of acquiring fingerprints:

< Capture fingerprint from a fingerprint scanner.
< Ifa fingerprint controller is installed in the system, user can upload a fingerprint
from the controller via the Software.

Capture from a fingerprint scanner

Click “Enroll ﬁngerprint”| Fa Ewol Fingsrprint | o0 the enroll fingerprint window will pop up
(Fig. 4-10).

Enrol Fingerprint...Thomas LU

(@ Fingerprintl | |

':;lFingerprintZ | |

Fig. 4-10 Enroll Fingerprint Window

Select the fingerprint to capture (such as fingerprint 1), and click “capture fingerprint” | & |
to open the window for capturing fingerprints (Fig. 4-11).
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ﬂ EverAccess®

Fig. 4-11 Capture Fingerprint

Click “Next” button to open the window as shown in Fig. 4-12, click the dot on top of the
finger from which a fingerprint will be collected (the right index finger is selected in this

example).

Fingerprint Registration

[ ]
e ® o °® b
@ [
e @

» Select the finger you wish to enroll by clicking once
on the corresponding fingertip.

F EverAccess®

_

Fig. 4-12 Select a Finger

The system will then open the window for registering fingerprints (Fig. 4-13).
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Fingerprint Registration

Place your finger
on the sensor

41st Scan #

»|f your fingerprint appears too
bright or dark, click "ADJUST",

4 2nd Scank

ﬂ EverAccess®

Fig. 4-13 Place the finger

Place the selected finger on the scanner. When finished scanning, the system will prompt to
remove the finger (Fig. 4-14).

Fingerprint Registration

Remove your finger

| —
41st Scan b

»|f your fingerprint appears too
bright or dark, click "ADJUST",

4 2nd Scank

B3 EverAccess®

Fig. 4-14 Remove the Finger

After removing the finger, the system will prompt to place the finger on the scanner for a
second time.

After finishing the second fingerprint collection, the system will prompt “In process of
establishing fingerprint features” (Fig. 4-16).
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Fingerprint Registration

‘ﬂ'.: Creating secure code
.sq from fingerprint image

|—
41st Scan »

42nd Scank

ﬂ EverAccess®

Fig. 4-16 Establishing Fingerprint Features

After finishing, the system will return to the enroll fingerprint window (Fig. 4-16).

Fingerprint Registration

% e >
° @
e @

» Select alternate finger to enroll by clicking once on the
corresponding fingertip.
» To finish fingerprint registration, click "NEXT",

B3 EverAccess®

Fig. 4-17 Enroll Fingerprint

Click “Next” button to finish enrolling the fingerprint (Fig. 4-18).
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Fingerprint Registration

Fingerprint Registration
Successfully Completed

ﬂ EverAccess®

Fig. 4-18 Fingerprint Enrolled

Click “Finish” button to return to the window for enrolling fingerprint (Fig. 4-19). Repeat the
process to enroll the 2™ fingerprint of the cardholder. Or, choose the corresponding finger at
the step associated with figure 4-17 above.....

Enrol Fingerprint...Thomas LU

I:é':lFi:l.'uger]:;ri:l.'utl | |

&
I::lFi:l.'uger]:;ri:l.'utZ | | @
|

Fig. 4-19 Enroll Fingerprint 1 Complete

Note: If the fingerprint scanner is not connected to the computer or if drivers are not installed,
a dialog box will pop up as shown in Fig. 4-20.

-
y Flea=e check the connection between the the fingerprint USE reader and the

computer.

Fig. 4-20 To Confirm that the Fingerprint Scanner is connected to the Computer

Upload from a fingerprint controller
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When a fingerprint controller is installed in the system and the cardholder has registered
fingerprint information in the fingerprint controller, the fingerprint information can be
uploaded from the fingerprint controller.

In a fingerprint controller, each card can be associated with 2 fingerprints, which can be
either identical or different. Fingerprint information is part of card information. Therefore,
in order to use this function, the cardholder needs a fingerprint card. If a cardholder has
multiple cards or if multiple fingerprint controllers are installed in the system, the latest
fingerprint information will overwrite the previous data. Click “Access Control
Management” =» “Data Communication” =» “Upload data to computer”. Select the
fingerprint controller from the controller list on the left, check “Upload from a fingerprint
controller” on the right and click“Save”. All the fingerprint information from the controller
will be uploaded to the computer (Fig.4-21).

Corrent Bodule: Upload Jata Ta Computer

Contrel. .. Type

[[] bas4 ELASSY
[] oasz ELASSY
[] o&sa ELASEY

[[JController Setting

[] naos ELASZY []Card Setting
[[] oszs ELAZZY
I:l 0256 EFC-IT ;Upload Fingerprint

[] ooo4 EFC-Lift
[] oot1 EFC-Lift
petell EL4590/EBCE30

[] oooé  EFC-II bl Save

Fig. 4-21 Upload All Fingerprints from the Controller

User can also choose to upload fingerprint information from a single card. Click “Upload
from a fingerprint controller” ' to open the window as shown in Fig. 4-22

Upload Fingerprint...Thomas LU

] [ |

Controller Address: '3

Fig. 4-22 Upload one Fingerprint from the Controller in the Cardholder Window

The fingerprint is “unknown type” if it is uploaded from the controller, as shown in Fig. 4-23.
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Enrol Fingerprint. .. Thomas LI

@lFingerprintl | |

C'FingerprintZ | |

Fig. 4-23 Uploading Complete
4.2.2.2 Delete a Fingerprint

Select the fingerprint to be deleted (such as fingerprint 1), and then click “Delete
Fingerprint”| & | The fingerprint will be deleted and the fingerprint type is unregistered.

4.2.2.3 Verify Fingerprint

Select the fingerprint to be verified (such as fingerprint 1), then click “Verify Fingerprint”
@ | 1o open the window for verifying fingerprint (Fig. 4-24).

o~ ot

Place finger on the sensor

ADJUST (&) CANCEL |

B3 Everaccess®

LE————————

Fig. 4-24 Verify Fingerprint

Proceed as prompted by the instruction on the window for the cardholder to scan their
fingerprint for comparison. When finished, the system will prompt “Verification succeeded”
or “Verification Failed” to verify if the stored fingerprint is correct.

4.2.3 Import Cardholder Information

Click “Database Management” =» “Importing Data” =» “Import Cardholder Information”,
Refer to section 13.4.1 Importing Cardholder Information for details.
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4.2.4 Edit Cardholder Information

In the window for “Cardholder Setting” (Fig. 4-26), select the cardholder to be changed, and

then click “Edit” = in the “function editing area” or select “Edit” from the right-click menu
to open the window for editing cardholder information (Fig. 4-25). After editing, click “Save”
and a dialog box confirming “operation succeeded” will pop up. Otherwise, click “View All”
to return to the window for “Cardholder Setting”.
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Fig. 4-25 Edit Cardholder Information

4.2.5 Batch-Edit Cardholder Information

The Software offers the option of batch editing cardholder information. This function
provides an efficient way to edit a certain item for multiple cardholders at the same.

Drag the mouse down the cardholder list to select multiple adjacent cardholders or use the
“Ctrl” key on the keyboard to select nonadjacent cardholders. After selecting the cardholders
to be edited, right click to open the menu (Fig. 4-26) and select “Edit”. The window for batch
editing cardholder information will be shown.
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The public
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Fig. 4-26 Batch Editing

information of the selected cardholders will be shown and the item name is

highlighted (Fig. 4-27). After editing, click “Save” and a dialog box will pop up to prompt
that “The operation cannot be undone”. Click “OK” to confirm and the information for all
selected cardholders will be changed.

Update. . . Card Holder Basic Information

Department | |>(||v|| Gender: |Male El

Foasition: I:Ilnplny-ent starts: |08 - 03 - 21IZ|
Telephome: I:l Eaployment ends: 99 - 12 - 31|Z|

Email: |yang@everaccess. com |

Country: [CHIHA Zipecode: (100101
T T

Address: | |

| HS&V& | | ¥} Rezet | | # Claze |

Fig. 4-27 Batch Editing Cardholders

Note: This operation only changes the profile items for those cardholders whose names are

highlighted.

The rest of the cardholders’ information remains unchanged.

4.2.6 View Cardholder Information
4.2.6.1 View Cardholder list

Click “Cardholder Management” =» “Cardholder Setting” to view all the cardholders in the

system.
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4.2.6.2 View Details of Cardholder Information

window for viewing cardholder information details (Fig. 4-28). Users can choose to view the
details of a different cardholder by using the navigation buttons “BW” and “FW” at the

bottom of the window. Clicking the “Edit” button ¥ in the “function editing area” allows
editing of the cardholder Information (Fig. 3-10).
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= BasicManagement | CardHolder Management  Access Control Management  Attendance Management  Databas Real-ime Monitoring  Option ~ UlStyle ~ @
_gg; Department Setting _‘;) Card Holder Basic Information
Control Panel « | Current Nodule: Card Holder Basic Information . ¥iew Details
Electrical Hap &
=l e g
4 [ EverFacus
P Shencben gl = [
i[5 Shenzhenz
LB EveFocs First Name/Lest Hane: | I
Full Hane: |
Department ‘ x .‘ Gender
o Itoment stares

Enployment ends

Enail: |

_________ Addrass: | |

evi
R e

2003-7-13 16:21:07 [FEREITeR T 2. 5. 090505 Reledse o

Fig. 4-28 View Details of Cardholder’s Profile

4.2.7 Delete Cardholders
4.2.7.1 Delete Selected Cardholder(s)

Using the Cardholder Setting window (Fig. 4-4), drag the mouse down the cardholder list to
select multiple adjacent cardholders or use the “Ctr]” key on the keyboard to select

nonadjacent cardholders. After selecting the cardholders to be deleted, click the “Delete”
button in the “function editing area”. A dialog box will be shown to prompt users to confirm
the deletion (Fig. 4-29). Click “Yes” to delete the cardholder(s) and another dialog box
confirming “Operation succeeded” will pop up. Otherwise, click “Cancel” to exit.
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? 7
\‘_:‘/‘ Do wou want to delete all the selected records?

[ || Cancel |

Fig. 4-29 Prompt to Confirm Deletion of Selected Cardholder(s)
4.2.7.2 Delete All Cardholder

Using the Cardholder Setting window (Fig. 4-4), click the “Delete All” “# button in the
“function editing area”. A dialog box will be shown to prompt users to confirm the deletion
(Fig. 4-30). Click “Yes” to delete all the cardholders and another dialog box reporting
“Operation succeeded” will pop up. Otherwise, click “Cancel” to exit.

? 2
\_‘d/ Io wou want to delete all the records®

| OF, || Caneel |

Fig. 4-29 Prompt to Confirm Deletion of All Cardholders

4.2.8 Search Cardholder
4.2.8.1 Basic Search

In the “search toolbar”, select search criteria from employee number, name, department name
and position and enter the values in the “keywords” textbox(es). Click the “Search” button

2| 1o start searching. If there are cardholders matching the search criteria, they will be
shown in the cardholder list (Fig. 4-31).

Note: The search function here is exact match. For example, to search a cardholder belonging
to “Sales Department = Service Group”, select “Department Name” in the search criteria

and type in “Sales Department/Service Group” in the “keyword” text box, then click Q]
to start searching. If one needs ‘fuzzy’ searching with multiple search criteria, please use the
“Advanced Search” function (Refer to section 4.2.8.2 for details).
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Fig. 4-31 Search Cardholder

4.2.8.2 Advanced Search

Click “Advanced Search” | ® | in the “search toolbar” to open the window for advanced

search (Fig. 4-32). Fill in the search criteria, and click “Search” @ to start searching. If
there are cardholders matchinf the search criteria, they will be shown in the cardholder list.
Close

When finished, click “Close” return to the “Cardholder Setting” window.

fdvanced Query

Search Criterial Euery criterial Eeryword

R | —(E | - [haaoum |
Add (OR)
Delete

Buery
Clase |

Fig. 4-32 Advanced Search
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Search criteria: the name of search fields, including department name, employee number, last
name, first name, name, gender, position, phone, email, employment start date, employment
end date, fingerprint 1, fingerprint 2, nation, state/province, city, zip code and address.

Condition: the matching condition for the search criteria, such as “=" (equal), “<>” (not
equal), “>” (greater than), “>=" (greater than or equal”, “<” (less than”, “<=" (less than or

EE 1Y

equal), “includes (in any position)” “includes (starts with)”, “includes (ends with)”.

Keywords: enter or select the data that define the search criteria. For example, if the search
criteria is “fingerprint 1 and “fingerprint 2”, select the fingerprint type in the keywords text
box (Fig. 4-33).

hdvanced Buery

Search Criteria: Huery criteria: Eepword:

Fingerprintl |3| |= |Z|| |E| | #dd (RHD) |
Inregistered ——————
Leftglittle finger Iﬂl
teit ring finger m
eft

middle finger

Left index finger
Left thumb

Right thumb

Right index finger
Right middle finger
Right ring finger

Right little finger Query

Unkown finger
| Close |

Fig. 4-33 Keywords for search criteria “Fingerprint 1”

Add (and): search for cardholders that match two or more search criteria.

fdvanced Query

Search Criteria: Ouery criterial Keyword:
|Last Fame |3| | = |3| |lucy | EAdd [AHD) |
[] (epartment = ‘rd') Add [OR)
[[] AFD (Last Fame = *luey’') \:|
Delete
Huery
| Close |

Fig. 4-34 Advanced Search-“and”

Add (or): search for cardholders that match any of the search criteria.
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Delete: select the search criteria in the search criteria list, click “Delete” @ to delete
the selected search criteria.

4.2.9 Refresh Cardholder Information

Click “Refresh” [0 in the “search toolbar” to show the current cardholder list.

4.2.10 Export Cardholder Information

Click “Export” |52 | in the “search toolbar”; a dialog box will pop up to show that the
cardholder information is being exported as an Excel file. When finished exporting, another
dialog box will pop up to ask whether to open the file (Fig. 4-35). To open the file, Excel
must be installed on the PC.

System Information

\;:) Data iz stored into excel format. Do wou want to open 1t7?

Fig. 4-35 Open Excel File

4.2.11 Print Cardholder Information

Click “Print” [ | in the “searching toolbar” to open the window for printing cardholder
information (Fig. 4-36). The menu bar includes: export, print, refresh, switch nodes, go to the
first page, go to last page, go to next page, go to the last page, go to page N, close, search text,
zoom in/out etc.
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i T2~ == | I I S S, -2 I 2

ERE |

Card Holder Basic Information

Employee No Full Name Department Position Employment star- Employment end
ef-001 Thomas LU RD Manager 2005-08-28 2098-12-31
ef—002 Lisa Tang ED s 2005-08-28 2089-12-51
ef—003 Keary D4 Softwarel enginesr 2008-08-21 2089-12-31
ef-0M John Na RD4Software2 engineer 2008-08-21 2088-12-31
ef-008 WilliamPan Sales\SHA Manager 2008-08-21 2088-12-31
ef-006 Irene Mei Sales Aecount ant 2003-08-21 2088-12-31
ef-007 Jeff Huang Sales Engineer 2008-08-21 2099-12-31
ef-00& Jazon Li Beijing Manager 2008-08-21 2099-12-31
ef-009 Dick Wang Sales\EIN sales 2008-08-28 2088-12-31
ef-010 Tommy Tang Sales\SIN Sales 2008-08-28 2088-12-31
ef-011 Cindy Sales\SUZ Manager 2008-08-28 2085-12-31
ef-012 Allen Shenzhen Manager 2008-08-28 2088-12-31
ef-013 Liking Salesh\SHi Engineer 2008-08-28 2088-12-31
ef-014 Chair Sales\ION enginesr 2005-08-28 2089-12-31
ef-015 Peter Sales\SUL sales 2005-08-28 2089-12-31
ef-016 Susan Sales sales 2005-08-28 2089-12-31

ef-017 Color Sales sales 2008-08-28 2089-12-31
ef-01% Tuki Sales sales 2008-08-28 2089-12-31
ef-019 Tubo Sales zales 2005-11-21 2088-12-31
ef-020 Tincent Sales zales 2005-11-21 2088-12-31
ef-021 Bill Sales sales 2008-11-21 2088-12-31

ELEEHS  BmE | SERIEE 1003

Fig. 4-36 Print Cardholder Information
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Chapter

5 Controller Management

This chapter introduces how to configure a controller, including adding or deleting a
controller, door settings, reader settings, arm zone settings and alarm output settings, etc.

Controller management is the basis of access control system administration, as controllers
perform the vast majority of system functions. The Software provides a simple window for
controller management. The Software is designed to work with ELA82x, ELA85x%, Flex I and
Flex 1II series controllers developed by Everfocus. The specific products include: ELA831
single-door controller, ELA822/808/828 2/4/8-door controller, ELA852/854/858 2/4/8 door
controller, ELA890 fingerprint controller, elevator controller, EFC-02-1A 2/4/8-door
controller, EFC-01-2A single-door controller and EFC-02-2A 2/4/8-door controller.

After connecting the controller to the computer (Refer to the provided hardware manual for
details), users can use “Controller Management” to add the controller to the system and
configure controller parameters. Click “Access Control Management” =» “Controller
Setting” (Fig. 5-1).
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Fig. 5-1 Controller Setting

Sub function operation buttons:
B Door/Floor Setting
APB Setting
Reader Setting
Arm Zone Setting

Alarm Input Setting

Geba s

Alarm Output Setting
Alarm Output Time Setting

System Setting

The following table gives the detailed function list for each controller type. “+/” in the cells
indicates the function is available to this controller.

Alarm
Controller Dsilals APB | Reader Arm NG e Output System

or . . zone Input Output . .
Type Setting Setting | Setting Setting | Setting Setting Szii?rfg Setting

ELAS2X V4 \/ V4
ELA85X V4 v/ v/ VvV VvV
EFC-Lift \V V4 V
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ELA890 Vv 4 Vv Vv Vv
EFC-1 4 Vv 4 Vv Vv Vv Vv
EFC-1I 4 4 Vv v 4 v Vv

5.1 Add a Controller

Click the “Add” button EI in the “controller editing area” to open the window for adding
a controller. The “controller editing area” is displayed (Fig. 5-2). Select the serial port,
controller type, controller address and location.

P

T

L EsEBRNoRrRRAs=-a8 S w

BasicManagement  Card Holder Management | Access Confrol Management

Attendance Management  Databasi Real-time Monitoring  Option ~ UlStyle ~ @

] BN 7 A -
-Conwol\erSemng :f'ﬁhccessRu\e ~ : 2 Card Setting .!‘ Data Tranfer - Edit E-Map s;' EventReport
Control Panel % || Current Module: Controller Setting. .. Reader Setting
Electrical Map S
bd3ovO
Ao EwerFocus
_____ [ Sheazhen Contraller List Door Location | Reader Hame Keypad System Read
----- [C] Shenzhen2 ‘ [Ch T - P 7 e Reade hem I Snatms Toorl Readerl Yo Yo
| [ BverFocus
0854 ELASSY coms 4 4 8 offline Door2 Reader? Ho Ho
0852 ELASSK cons 2 2 8 offline Door3 Readerd Ho Ho
0858 ELASZY cons 8 8 5 offline Doord Readert Ho Ho
0szz | ELASSX | COML 0 0 [ offline
0805 ELASZX  COM3 4 8 [ offline
0825 ELASZX  COM3 8 8 [ offline
> se EFC-II  COM3 4 4 z offline
04 EFC-Lift  COM3 8 z [ offline
ENEAENE NS Y
""""" S e R
Device List S
1[5 0854 Save X Cancel ' Search and Save
- [ 0852
1 [Eg) 0858
1 [Eg] 0808
[ =
- [ 0258
[ 0004
1B 0011
- B 9969
- [Eg) 0008
K. i ]
2009-7-14 13:37:41 3 TREE !

Fig. 5-2 Add a Controller

Note: The door schedule is set to be “default” in a newly) added controller. Refer to Section
6.2 Door Setting to modify the door schedule.

If the added controller is offline, click “Save” @ and a dialog box confirming
“operation succeeded” will pop up. The controller is added to the system and the status is
automatically set as “offline”. The controller is not valid at the moment and will not show up
in the controller list on the left panel until communication is established.

If the added controller is online, click “Search and Save” l G Search and Save | 0 oo for

it. If found, the controller is then added to the system; If not found, a dialog box reporting
“Timeout when connecting to controller” will pop up (Fig. 5-3). Check the connection
between the controller and the computer and search again.
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Zwstem Information

"'_\ Timeout when commecting to conmtroeller. Fleasze checl the conmection.
£ Controller Address: 0822

Fig. 5-3 Timeout when connecting to controller

Note: The “Save” button is only to save the newly added data to database, but will not to
search for the controller to establish communication; the “Search and Save” button is to
search for the controller setting as well as to save thenew data to database. It serves both the
function of “Search” and “Save”. Refer to section 5.4.1 for searching controllers.

5.2 Edit a Controller

Select the controller to be edited in the controller list. Click “Edit” button | = | and the
“controller editing area” becomes editable. User can then edit the serial port, controller type,

controller address and location. When finished, click “Save” \ﬂl or “Search and
@ Search and Sawve

Save” | | and a dialog box reporting “Operation succeeded” will pop up.

5.3 Delete a Controller

Select the controller to be deleted in the controller list. Click “Delete” button | = | and a
dialog box prompting “Delete the controller?” will pop up. Click “OK” to delete the
controller and another dialog box reporting “operation succeeded” will pop up. Otherwise,
click “Cancel” to exit.

When a controller is deleted, all related data, including sub-functionality setting and schedule
settings on each door zone, are deleted as well.

5.4 Search Controller(s)
5.4.1 Search a Controller

This function is to update the controller settings including basic parameters, door settings,
reader settings, arm zone settings, APB settings, alarm output settings, alarm output time
settings and system settings etc. In the controller list, select the controller to be updated, then

click the “Search” buttonlﬂl.

5.4.2 Search all Controllers

This function is to update the settings of all controllers. Click the “Search All Controllers”

button. # |, If a controller cannot be found, a dialog box reporting “Timeout when
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connecting to controller” will pop up. Click “Yes” to continue searching other controllers,
otherwise, click “No” to exit.

5.5 Controller Setting

5.5.1 Door/Floor Setting

Select the controller in the controller list on the left, click the “Door/Floor Setting” button &
in the “sub function operation area”. All door zones associated with the selected controller
will be shown on the right. Edit door settings using functions offered in the “sub function

editing area”.

Door/Floor Setting includes door/floor No., door/floor location, door open time, door held

™K e

& Bas

c Management

ERSRNUEE ==
Card Ho

anagement

S B

Access Control Management A

open time, interlock and location of door etc. (Fig. 5-4).

anagement

s Flex IT Software

Realtime Monitoring Option ~

UlsStyle ~ @

Control Panel % || Current Module: Controller Setting. . Door Sebting
Elsctrical Map %
4[5 BverFoeus
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.. [2) Shenzhen
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Fig. 5-4 Door/Floor Setting

The following table gives the door/floor setting options available for each controller type.
“y/” in a cell indicates the option is available in this controller.

Door/floor | Door/floor Door Door Held Location to
Controller Type . . . Interlock
No. location open time | Open time door
ELA82X
| v oY v
(single-door)
ELA82X V/ \V/
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(multi-door)
ELA85X vV vV vV vV
EFC-Lift Vv \V/ vV Vv
ELA890 v \V/ Vv vV v
EFC-I v/ Vv v Vv Vv
EFC-II V/ \V/ vV vV vV

Door/Floor No.: the number of the current door/floor.
Door/Floor Location: to describe the actual location of the current door/floor.

Door Open Time: This function is used for setting the door open time when a valid card is
swiped or Request-to-Exit button is pressed. The door remains unlocked as long as the RTX
button is pressed down. The door open time does not begin until the button is released. If two
cards are swiped successively, the door open time does not begin until after the second card
has been swiped. The default time is 3 seconds. The maximum door open time is 59999
seconds.

Door Held Open Time: A door sensor monitors the open/close status of a door. If an
“unlock” state is not set by the system (door is normally considered closed), then door should
close automatically (controlled doors should be equipped with closers) after remaining open
for a nominal time. It is considered abnormal if controller does not receive the door closed
signal from door sensor within a reasonable amount of time after the door is opened. This
time period is called the door held open time (or door over time). Based on this setting, the
controller will determine when to generate an alarm after the door held open time period
elapses. The default value of door held open time is 5 seconds. The maximum door held open
time is 59999 seconds.

Interlock: If two or more doors are interlocked, they cannot both be opened the same time. If
one of the interlocked doors is open, the other door cannot be opened until the first door is
closed. In short, there can be only one door open at any time for a set of interlocked doors.
Users can set the interlock function when an interlock compatible controller operates two or
more doors. This setting is particularly suitable to an environment that requires high-level
security, such as banks and prisons. Fig. 5.5 shows a diagram of two interlocked doors.
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Fig. 5-5 Diagram of Two Interlocked Doors

In the diagram above, door 1 and door 2 are a pair of interlocked doors.
(1) Both door 1 and 2 are locked, and a cardholder enters through door 1.
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(2) Door 1 is opened and the cardholder enters through door 1. Door 2 is closed.
(3) If door 1 remains open, the cardholder cannot open door 2 (due to interlock rules).
(4) Once door 1 is closed, door 2 can then be opened.

Note: Interlocking is only applicable to doors operated by the same controller. One controller

can control interlocking among multiple doors.

The Door Setting Window for different controller types is listed below:

< ELAS82X Series Controller

An ELAS808 4-door controller is used as an example here (Fig. 5-6). An ELA808 4-door
controller can connect to 8 card readers that control one way (entry or exit) for 8 doors or two

way (entry and exit) for 4 doors.

In the “sub function editing area” on the right, users can edit door location names. Click
“Save” @ after editing the item.
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Fig. 5-6 ELA82x Controller Door/Floor Setting
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An ELAS858 8-door controller is used as an example here (Fig. 5-7). An ELA858 8-door
controller can connect to 8 card readers that control one way (entry or exit) for 8 doors or two
ways (entry and exit) for 4 doors.

In the “sub function editing area” on thelﬁfht’ users can edit door location, door open time

and door held open time. Click “Save” after editing each item.

Current Nodule: Controller Setting . Door Setting
EMABLODO
| Controller List « | oo T Door Location |Joor Unlock | Tuor Held Open
Time (sec) (z2c
‘ Contr... | Type |Seria.. |Daor ... |Reade... |Arm Z... | Status [ Doort 0 o

3 0854 ELAESE COmz 4 4 3 offline 2 Doorz 0 1]

0852 ELASSK | COMS z z a offline 3 Deor3 o 0

0ASE  ELABZY | COM3 a a a offline 4 Doord i i

082z ELASSK | COML 0 0 0 offline

Fig. 5-7 ELA85x Controller Door/Floor Setting

< Fingerprint Controller

An ELAR890 fingerprint controller is used as an example here (Fig. 5-8). An ELA890
fingerprint controller can control a single door.

In the “sub function editing area” on the right, users can edit door location, door open time,
door held open time and location of door. In the drop-down menu of “location of door”,

select interior or exterior. Click “Save” @ after editing each item.

Current Medule: Controller Setting .. Door Setting

EsELQODO
Controller List = | o T Door Location | Door Unlock Toor Held Open | Position to
Tine (sec) (sec) door
‘ Comtr...  Type  Seria.. Door ... Reade.. AemZ... | Status W) | Doerl 3 5 Outside

0803 ELABZY COM3 offline

0626 ELABZY COM3 offline
0256 EFC-II COM3 offline
EFC-Lift COM3 offline
EFC-Lift COM3 offline

IELABRD...  COW3 gamire

e = T S Y

g
&)
4
2
2
1
a

m e o o Mmoo @

EFC-II COM3 offline

Fig. 5-8 Fingerprint Controller Door/Floor Setting
< Flex Series Controller

An EFC-08-2A 8-door controller is used as an example here (Fig. 5-9). An EFC-08-2A
8-door controller can connect to 8 card readers that control one way (entry or exit) for 8
doors or two ways (entry and exit) for 4 doors.

In the “sub function editing area” on the right, users can edit door location, door open time,
door held open time and interlock. In the drop-down menu for “interlock”, select the doors
that will be interlocked with the current door. For example, if door 2, 3 and 5 are selected for
door 1, door 1 cannot be opened when any of the linked doors 2, 3 or 5 is opened. Click

“Save” @ after editing each item.
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Current Nedule: Controller Setting . Door Setting
Es@aone
Contreller List « Toor Ho. Door Locatien D22 Unleck  |Decr Held Open EENSIEN
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0808 ELABZY oz 4 8 3 ofEline 2 Doorz 3 10 E 2
3
3 Doord a 1n
0828 ELASSY O3 & & i offline 4
» 0258 EFC-IT el 4 4 z offline 4 Doord 3 10
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Fig. 5-9 Flex Series Controller Door/Floor Setting

< EFC Series Elevator Controller

An EFC-08-lift 8-floor elevator controller is used as an example here (Fig. 5-10). An
EFC-08-lift controller can connect to 8 card readers that control access to an elevator from 8
floors.

In the “sub function editing area” on the right, users can edit floor location. Click “Save”

@ after editing each item.

Current Bodule: Controller Satting . Door Setting
EsaonR
Controller List ‘ Flaor Ho Flowr Lacatiom

‘ Contr Type | Seria .. |Door Reade. . |hrm T Status » 1 Floorl

0208 ELASZX CoM3 4 ] [ offline 2 Floor2

0223 ELASZX [ ] 3 3 0 offline 3 Floor3

0256 EFC-TT COMS 4 1 2 of fline 4 Floord

3 0004 | EFC-Life  COM3 ] 2 ] offline & FlooarS

o011 | EFC-Life  COM3 z 2 ] offline & Floorf

9969 ELASOD. ..  COM3 1 1 4 offline T FloarT

0006 EFC-IT CoM3 1 0 5 offline 3 Floord

Fig. 5-10 EFC Series Elevator Controller Door/Floor Setting

5.5.2 Anti-Passback (APB) Setting

Select the controller in the controller list on the left, click the “APB Setting” button & in
the “sub function operation area”. All door zones connected to the selected controller will be
shown on the right. Edit the APB settings using the commands offered in “sub function
editing area”.

APB Settings includes Area No., Area Name, APB enabled and Exterior Area etc. (Fig.
5-11).
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Fig. 5-11 APB Setting

Area No.: the number of the current area
Area Name: name of the current area
APB enabled: “Yes” means the APB is enabled; “No” means APB is disabled.

Exterior Area: Users can define an area as an exterior area; this function is used to control
exterior doors in an emergency. Each reader has a source area and a destination area. If any
of the two areas is an exterior area, the door on which the reader is installed is an exterior
door. From the controller list on the left, users can remotely control exterior doors using the
right-click menu. (Refer to Section 14.1.2 Exterior Area and Exterior Doors for details)

Door behavior under APB event: “Open” means the door is opened when an APB event is
triggered; “Close” means the door is closed when an APB event is triggered.
Note: APB function is only applicable to EFC-I and EFC-II Series Controllers

5.5.3 Reader Setting

A card reader recognizes a card presented to it, either by users swiping their card or entering
card PIN on a keypad reader, and transmits the code to a controller. In “one door, two ways”
setting, a door is equipped with 2 readers that control entry and exit respectively. A more
common setting is “one door, one way”, in which one reader is used to control entry only.
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Reader Settings includes Reader No., door location, reader name, keypad reader or not,

system reader or not, In/Out type, source area and destination area (Fig. 5-12).
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Fig. 5-12 Reader Setting

The following table gives the reader setting options available for each controller type. “+/” in
the cells indicates the option is available when using this controller.
Controller Reader | Door Reader | Keypad | System | In/Out | Source | Destination
Type No. Location | Name | Reader | Reader | Type Area Area
ELA85X Vv vV 4 Vv Vv Vv
EFC-Lift Vv 4 Vv
EFC-I Vv Vv Vv Vv Vv Vv Vv Vv

Reader No.: the number of the current reader

Door location: description of the actual location of the door on which the reader is installed.
The default setting is that each reader is installed on the door with the same number. Users

can change this setting.

Reader name: name of the reader.

Keypad reader: whether the current reader is a keypad reader. For a keypad reader, if a card

PIN is enabled and the verification level is “card plus PIN”, one must also enter
using the keypad to gain access to the door.
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System reader: whether the current reader is a system reader. A system reader can transmit a
card number to the controller to enroll cards in the controller. Any reader connected to the
controller can be set as a system reader.

In/Out type: whether the reader is an entry reader or an exit reader.

Source area and Destination area: These settings are for APB function. Refer to Section
14.1 Area Anti-Passback (APB) for details.

The Reader Setting Window of different controller types is listed below:

< ELAS85X Series Controller

An ELAS858 8-door controller is used as an example here (Fig. 5-13). An ELA858 8-door
controller can connect to 8 card readers that control one way (entry or exit) for 8 doors or two
ways (entry and exit) for 4 doors.

In the “sub function editing area” on the right, users can edit door location, reader name,
keypad reader, system reader and In/Out type. Click “Save” @ after editing each item.
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Controller List « | ‘ Ho.
e -

hft
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Fig. 5-13 ELAS85X Series Controller Reader Setting

< Flex Series Controller

An EFC-08-2A 8-door controller is used as an example here (Fig. 5-14). An EFC-08-2A
8-door controller can connect to 8 card readers that control one way for 8 doors or two ways
for 4 doors.

In the “sub function editing area” on the right, users can edit door location, reader name,
|lﬁad reader, system reader, In/Out type, source area and destination area. Click “Save”

after editing each item.

APB Setting for the reader example: Reader 1 and Reader 2 are a pair of APB readers.
Reader 1 is an entry reader with source area “Area 1 and destination area “Area 2”’; Reader 2
is an exit reader with source area “Area 2” and destination area “Area 1” (Fig. 5-14). Refer to
Section 5.5.2 Anti-Passback (APB) Setting for APB rules.
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Fig. 5-14 Flex Series Controller Reader Setting

«» EFC Series Elevator Controller

An EFC-08-lift 8-floor elevator controller is used as an example here (Fig. 5-15). An
EFC-08-lift controller can connect to 8 card readers that control an 8-floor elevator.
In the “sub function editin% area” on the right, users can edit keypad reader and system reader

settings. Click “Save” after editing each item.
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Fig. 5-15 EFC Series Elevator Controller Reader Setting

5.5.4 Arm Zone Setting

Arm zone setting is used to edit arm zone names for the selected controller. When placing the
mouse over an arm zone in an electronic map (E-Map), the name of the arm zone will be
shown. Refer to Section 5.5.8 System Setting for details on how to enable an arm zone.

Select a controller from the controller list on the left, click the “Arm Zone Setting” button

& in the “sub function operation area”. All arm zones for the selected controller will be
shown on the right. Click “Save” @ after editing each item.
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Fig. 5-16 Arm Zone Setting

5.5.5 Alarm Input Setting

Alarm Input Setting is only applicable to Flex II Series Controllers. With alarm modules and
door modules fully installed, a Flex II controller can accommodate 1 fire alarm input, 1
general alarm input and 8 external alarm inputs. At the same time, Flex II controllers provide
very powerful configuration options. A detailed description is given below:

X/

¢ Components for Alarm Input

The main module and alarm module of Flex II controllers have several alarm input terminals. The
main module has 2 alarm inputs, corresponding to 1 fire alarm and 1 general alarm. The alarm
module has 8 alarm inputs, which can connect to external alarm input devices, such as PIR motion
sensors and glass break sensors, etc.

The above mentioned are physical devices supplied by others, providing an alarm function. Users
can freely define the allocation of any input to any output.
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Fig. 5-17 Alarm Input Setting

Alarm Input Name: Assign a name to the alarm input

Fire Alarm: “Yes” means the alarm is a fire alarm, “No” means it is not a fire alarm. The first
alarm input by default is a fire alarm and cannot be modified.

Alarm Input Mode: “Invalid” means the current alarm input is disabled. “Normally Open” means
the circuit is not connected during normal conditions (i.e. no input) and an alarm will be triggered if
circuit is closed. Normally open circuits are ‘unsupervised’, since there is no way to determine if
some portion of the wiring has been cut or broken. “Normally Closed” is the opposite; this is a
supervised circuit, in that it will be triggered if the wiring is broken for any reason.

Alarm Output Mode: “Lock” mode means an alarm output remains triggered if there is an alarm
condition. Once triggered, the alarm output remains till the alarm output time has elapsed or has
been reset manually. If the alarm input signal lasts longer than the alarm output time, a new alarm
output will be triggered. “Direct” mode means there will be an alarm output only as long as there is
an active input signal; the alarm output stops when the alarm input signal stops.

Alarm Delay Time (s): in the range of 1-59999 seconds

Alarm Qutput Time (s): in the range of 1-59999 seconds

Alarm Qutput: the terminal(s) assigned to the alarm output

Door Module Output: the terminal(s) of the door module for the alarm output

Door behavior under fire alarm: which doors will opened during fire alarm
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5.5.6 Alarm output Setting

Flex II Series Controllers are equipped with powerful alarm functions. With alarm modules and
door modules fully installed, a Flex II controller can accommodate 10 alarm inputs and 18
alarm outputs. At the same time, Flex II controllers provide flexible configuration options.
Users can freely define the allocation of any input to any output. A detailed description is given
below:

% Components for Alarm Output

A Flex II controller consists of two basic components: the main module and the door module. Users
can install up to 4 door modules and 1 alarm module into a main module.

These three types of modules are all equipped with alarm functions. The main module has 2 alarm
outputs, corresponding to a main alarm output and an auxiliary alarm output.

Each door module has 2 alarm outputs, which usually react to alarm events on the corresponding
door. However, they can be set to react to other alarm events as well. Alarm outputs on the door
module can connect up to SA external alarm devices.

The alarm module has 8 alarm outputs, which can connect to 2A external alarm devices.

The external alarm devices mentioned above are physical devices, supplied by others, providing
alarm functions. User can freely define the allocation of any input to any output. Events, alarms and
output configuration are introduced below:

% Alarm Setting Basic

Flex II controllers keep tracking all events in the access control system, whether allowed or
disallowed, normal or abnormal. For example, both all granted access events and all denied access
events are recorded.

Some events are critical which must trigger the alarm output, like a fire alarm input, a zone alarm
input, etc. However, some events are not as important and should not trigger an alarm output, like
denied access due to an invalid time, for example. These settings all depend on the users’
requirements. The Software collects all events that might trigger an alarm output and provides the
full capacity to determine whether or not to enable an alarm output based on these events.

Sometimes a user may wish to allocate a particular event to a particular alarm output, or allocate
alarm inputs in certain area to multiple alarm outputs. The Flex controller delivers all the
functionality and flexibility needed to do so. Users can define whether certain event will trigger an
alarm, and can further specify to which alarm output that event is allocated.

An alarm can be triggered by events such as fire alarm, zone alarm 1~8, unknown card, expired
card, invalid card, invalid door, invalid time, card APB fail, card PIN fail, SYS PIN fail, ARM PIN
fail, door forced open, door held open, reader lost, alarm input 0 and remote alarm.

All these events can be allocated to any alarm relay output on a main module, door module and/or

alarm module. The Alarm output setting window is presented in a table format and every column
represents an alarm output device. The alarm output is shown in a drop-down menu.
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If there are two options in the drop-down menu, it means the alarm output is not related to a door.
“Yes” indicates there is alarm output triggered (relay energized), “No” indicates there is no alarm
output triggered (relay not energized).

If there are three options in the drop-down menu, it means the alarm output is related to door. “Y”
indicates there is an alarm output (relay energized), “N” indicates there is no alarm output (relay
not energized), “R” refers specifically to alarm output relay on the door module, indicating that an
alarm output will be generated only if the events occurs on the corresponding door module.
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Fig. 5-18 Alarm Output Setting

Zone Alarm: The zone alarm reacts to one or more of 8 alarm inputs on the alarm module. Any
events in an arm zone may trigger a zone alarm event. The controller generates an alarm output
according on the settings in the “Zone Alarm” column.

Fire Alarm: A fire alarm event is generated when there is a fire alarm input. The controller
generates an alarm output according on the settings in the “Fire Alarm” column.

System PIN Fail: A user is required to enter system PIN to enter the system setting menu. If an
incorrect system PIN is entered three times consecutively, the system will generate a “system
PIN fail” event. The controller generates alarm output(s) according to the settings in the
“system PIN fail” column.

ARM PIN Fail: User is required to enter ARM PIN when pressing the “ARM” key on the
controller to arm/disarm the system. If an incorrect ARM PIN is entered three times
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consecutively, the system will generate an “ARM PIN fail” event. The controller generates
alarm output(s) according to the settings in the “ARM PIN fail” column.

Tamper Alarm: A tamper alarm event will be generated if there is a temper alarm input. The
controller generates alarm output(s) according to the settings in the “Tamper Alarm” column.

Remote Alarm: A system administrator can directly generate alarm signals using the control
software when he observes an abnormal condition through a surveillance system. This is
defined as a Remote Alarm event. The controller generates alarm output(s) according to the
settings in the “Remote Alarm” column.

Unknown Card: Unknown card refers to a card that was never enrolled in the system. An
unknown card event will be generated when an unknown card is presented to any reader. The
controller generates alarm output(s) according to the setting in the “Unknown Card” column.

Expired Card: Any card in the system is usually assigned an expiration date. After the
expiration date passes, the controller will automatically set the card as an expired card. An
expired card cannot gain access to the system. An expired card event will be generated if an
expired card is swiped on the reader. The controller generates alarm output(s) according to the
settings in the “Expired Card” column.

Invalid Card: Users can directly set a card as an invalid card to disable the card. An invalid
card cannot gain access to the system. An invalid card event will be generated if an invalid card
is swiped on the reader. The controller generates alarm output(s) according to the settings in the
“Invalid Card” column.

Invalid Door: Each card belongs to an access group. For each group, the system can assign
access rights to certain doors. An Invalid Door event will be generated when a card is presented
at any door at which it does not have the right to pass regardless of time zone. The controller
generates alarm output(s) according to the settings in the “Invalid Door” column.

Invalid Time: Each card belongs to an access group. For each group, the system can assign
access rights to certain doors during certain time zones. An invalid time event will be generated
if a card is presented during a time period in which it does not have the right to pass. The
controller generates alarm output(s) according to the settings in the “Invalid Time” column.

APB Fail: If the card APB property is enabled, and door behavior under APB is set to “unlock”.
A cardholder will be able to enter/exit any doors by swiping the card. The system generates an
APB fail event if an APB event is triggered. The controller generates alarm output(s) according
to the settings in the “APB Fail” column. Refer to Section5.5.2 APB setting for detail. Not
clear.

Card PIN Fail: A card PIN fail event is generated when a PIN-enabled card is presented at a
reader and an incorrect PIN is entered three times consecutively. The controller generates
alarm output(s) according to the settings in the “Card PIN Fail” column.

Door Forced Open: A door forced open event is generated when the door sensor indicates to

the controller that a door is opened, but no legitimate card has been presented nor has a
Request-to-Exit button been pressed. The controller generates alarm output(s) according to the
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settings in the “Door Forced Open”. In practice, a door forced open event will be generated if a
door is kicked open, or if the lock has been left unlocked or otherwise defeated.

Door panic Open: A door panic open event is generated if a cardholder enters a panic PIN to
unlock a door when under panic. The controller generates alarm output(s) according to the
setting in the “Door panic Open”. Panic means that someone is being forced by others to
unlock this door, so he/she is opening it in a way to send an alarm without revealing the alarm
to the person forcing his/her actions.

Door Held Open/Overtime: the system keeps tracking of the door status when a card is
presented to a reader or Request-to-Exit button is pressed. A door held open/overtime event
occurs when a door remains open for longer than the allowed door held open time. The
controller generates alarm output(s) according to the settings in the “Door Held Open” column.

Reader Lost: A reader lost event is generated when the controller detects that the card reader
appears to have been disconnected from the system. The controller generates alarm output(s)
according to the setting in the “Reader Lost” column.

The Alarm Output Setting Window for different controller types is listed below:

< Fingerprint Controller

An ELAS890 fingerprint controller is used as an example here. An ELA890 fingerprint
controller has alarm outputs only on the main module, corresponding to the main alarm
output and auxiliary alarm output.

In the “sub function editing area” on the right, users can edit arm zone, fire alarm, system
PIN fail, ARM PIN fail, remote alarm, unknown card, expired card, invalid time, card PIN fail,

door forced open and door held open. Click “Save” L | after editing each item (Fig. 5-19).
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Fig. 5-19 Fingerprint Controller: Alarm Output Setting
< Flex Series Controller

An EFC-08-2A 8-door controller is used as an example here.
In the “sub function editing area” on the right, users can edit arm zone, fire alarm, system
PIN fail, ARM PIN fail, remote alarm, unknown card, expired card, invalid card, invalid door,
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invalid time, APB fail, card PIN fail, door forced open, door held open, reader lost and panic door
open. Click “Save” L after editing each item (Fig. 5-20).
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5.5.7 Alarm Output Time Setting

Select the controller from the controller list on the left, click “Alarm Output Time Setting’
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Fig. 5-20 Flex Series Controller: Alarm Output Setting
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button . The list of alarm output times for the selected controller will be shown on the right.
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Fig. 5-21 Alarm Output Time Setting
The Alarm Output Time Setting Window for different controller types is listed below:

<> Fingerprint Controller

An ELAS890 fingerprint controller is used as an example here.
In the “sub function editing area” on the right, users can edit fire alarm, system PIN fail,
ARM PIN fail, remote alarm, unknown card, expired card, invalid time, card PIN fail, door

forced open and door held open. Click “Save” = after editing each item (Fig. 5-22).
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Fig. 5-22: Fingerprint Controller: Alarm Output Time Setting

< Flex I Series Controller

An EFC-08-1A 8-door controller is used as an example here.
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In the “sub function editing area” on the right, users can edit arm zone, fire alarm, system
PIN fail, ARM PIN fail, tamper alarm, remote alarm, unknown card, expired card, invalid
card, invalid door, invalid time, APB fail, card PIN fail, door forced open, door held open,

reader lost and panic door open. Click “Save” L= after editing each item (Fig. 5-23).

5.5.8 System Setting

Select the controller from the controller list on the left, click “System Setting” button . The
sub-functionalities of the selected controller will be shown on the right. Edit each
sub-functionality in this field.

System Setting is for the overall setting of the controller. System setting includes overall
APB, door behavior under APB; alarm input 0 type, First Card-In, arm delay time, time zone,
and arm zone, door behavior under fire alarm, time synchronization server, date type and
daylight saving time (Fig. 5-23).
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Fig. 5-23 System Setting

Overall APB: This setting applies to all readers connected to the current controller. Only
when overall APB is enabled, individual APB setting can be enabled.

Door behavior under APB: The options are “door open” and “door lock”. This function is

related to APB Fail event. When “door open” is selected, a cardholder may normally enter or
exit doors under APB event. The system generates a granted access event record of
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“enter/exit (APB fail)”. When “door lock™ is selected, a cardholder cannot enter or exit doors
under APB event. The system generates a denied access record of “APB”.

Alarm input 0 type: choose from Normally Open or Normally Close. This setting applies to
alarm input 0 on the main module. Alarm input signal is controlled by an external alarm input
device.

First Card-IN: choose from enabled or disabled. When First Card-in is enabled, in a door
zone of which the schedule is set as “normally open”, only after a First Card enabled card has
been presented to the reader, will other cards be able to unlock the door.

Arm delay time: When an arm operation is executed, all active arm zones will enter ARM
enabled status only after a certain time delay called “arm delay time”. This time period is for the
administrator who arms the system to leave the arm zone without triggering an alarm. Arm delay

time is in the range 1~59999 seconds. Users can use button | = to change the time or enter the time
directly. Also, when an ARM enabled card is presented to the reader, the cardholder can enter
or exit the arm zone during the arm delay time without triggering an alarm.

Time zone: Choose based on the time zone where the controller is located.

Arm zone: The arm zones are listed according to the selected controller. Click the arm zone

button to change its status. Indicates the arm zone is valid and indicates the arm
zone is invalid. An arm zone can be armed only when it is a valid arm zone.

Door behavior under fire alarm: The controller allows users to choose which doors to open
and close during a fire alarm. “Open under fire alarm” means the door is automatically
opened during a fire alarm and “Close under fire alarm “means the door is closed during a

fire alarm. Click the door button to change its setting. Indicates the door is opened under
fire alarm and indicates the door is closed under fire alarm.

Time synchronization server: indicates whether the controller is the time synchronization
server in the system. All controllers in the system will automatically adjust their date and
time setting to match that of the time synchronization server. There can be only one time
synchronization server in the system and the last assigned time synchronization server will
replace any previous settings. If the controller is connected to a PC with Flex software installed,
the software will automatically modify the controller date and time to match the PC setting. If
the controller date and time are found to be incorrect, check the date and time on the control
PC.

Date format: the system offers two date formats: “YYYY-MM-DD” and “MM-DD-YYYY”
and users can choose the desired format.

Daylight saving time: Choose whether auto Daylight Saving Time (DST) is enabled. When
auto DST is enabled, users need define the start and end dates for DST, including month,
week, date, and time, forward or backward. When auto DST is enabled, the controller will
default to automatically adjusting DST one hour forward from 1:59:59am to 3:00:00am on
the first Sunday in April, and adjusting it backward one hour from 1:59:59am to 1:00:00am
on the last Sunday in October.
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The System Setting Window for different controller types is listed below:

< ELAS82X Series Controller

An ELAS8O08 4-door controller is used as an example here (Fig. 5-24).

In the “sub function editing area” on the right, users can edit time zone. Click “Save” L

after editing the item.
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Fig. 5-24 E1A82X Series Controller: System Setting

< ELAS85X Series Controller

An ELAS858 8-door controller is used as an example here (Fig. 5-25).

In the “sub function editing area” on the right, users can edit time zone, arm delay time, arm

zone, date format and door sensor status. Click “Save” L | after editing each item.
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Fig. 5-25 EIA85X Series Controller: System Setting

< Fingerprint Controller

An ELAB890 fingerprint controller is used as an example here (Fig. 5-26).

In the “sub function editing area” on the right, users can edit title, time zone, date format,
time synchronization server, arm delay time, arm zone, First Card-in, door behavior under
fire alarm, time zone mode, time zone setting mode and auto daylight saving. Click “Save”

L | after editing each item.
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Fig. 5-26 Fingerprint Controller: System Setting

<> Flex I series Controller

An EFC-02-1A 2-door controller is used as an example here (Fig. 5-27).
In the “sub function editing area” on the right, users can edit time zone, date format, time
synchronization server, arm delay time, arm zone, First Card-in, door behavior under fire

alarm and auto daylight saving. Click “Save” |E| after editing each item.
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Fig. 5-27 Flex I Series Controller: System Setting

<> TFlex II series Controller

An EFC-08-2A 8-door controller is used as an example here (Fig. 5-28).
In the “sub function editing area” on the right, users can edit time zone, date format, time

synchronization server, First Card-in and daylight saving time. Click “Save” L | after
editing each item.
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Fig. 5-27 Flex II Series Controller: System Setting

< EFC Series Elevator Controller

An EFC-08-lift 8-floor elevator controller is used as an example here (Fig. 5-28).

after editing the item.

In the “sub function editing area” on the right, users can edit time zone. Click “Save” | |
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Fig. 5-29 EFC Series Elevator Controller: System Setting
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6 Access Rules
6.1 Date Setting

Chapter

Click “Access Control Management” =» “Access Rule” =» “Date Setting” to open the
window for date setting (Fig. 6-1).
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Fig. 6-1 Date Setting

[ERZITER T2

There are 3 types of dates defined in the Software: legal holiday, day off and floating holiday.
Users can customize date type settings according to their needs. “Floating holiday” has the
highest priority in the system, followed by “day off” and finally “legal holiday”.

Legal holiday: refers to the holidays authorized by law or custom
Day off: can be recurrent date types, such as a company anniversary
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Floating holiday: a temporary occurrence, such as a company organized travel event.

6.1.2 Recurrent Type

There are three recurrent types defined in the software: one-time holiday, date holiday and
day of week holiday. Users can customize the setting according to their needs.

One-time holiday: A one-time holiday is a holiday that will occur once, and will not recur in
subsequent years. An example is a company organized travel event during Oct. 10, 2008 to
Oct. 15.

Date holiday: A date holiday is a recurrent holiday that occurs on the same date every year.
For instance, the New Year holiday, which occurs on January 1, is a date holiday.

Day of week holiday: Day of week holiday is another recurrent holiday type. It defines a
certain day of a certain week, in a certain week of a month. Thanksgiving is an example of a
Day of Week holiday, falling on the 4™ Thursday of November.

6.1.3 Add a Date

Click the “Add” button ¥ in the “function editing area” to open the window for adding a
date (Fig. 6-2). In the “Date selection field” on the left, select year, month and date. Click the
“forward” * or “backward” * button beside “year” and “month” to select year and month,
and click the date in the field to select a date. The selected date will be highlighted in yellow

[1T]. Click the triangle button [~ at the right of “date type” and “recurrent type” to open a
drop-down menu to select the corresponding date type and recurrent type. Remarks can be
added for easy viewing and management. After setting each item, click the “save” button

|5 | anda dialog box reporting “Operation succeeded” will pop up.
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Fig. 6-2 Add a Date

6.1.4 Edit a Date

Select the date to be edited from the date list, click the “Edit” button £ in the “function
editing area”. Users can edit date type, recurrent type, date and remarks. When finished, click

the “Save” button @I and a dialog box reporting “Operation Succeeded” will pop up.

6.1.5 Delete Date(s)
6.1.5.1 Delete a Date

Under the “Date Setting” window (Fig. 6-1), drag the mouse across the date list to select
multiple adjacent dates, or use the “Ctrl” key on the keyboard to select nonadjacent dates.

After selecting the dates to be deleted, click the “Delete” *= button in the “Function editing
area”. A dialog box will be shown to prompt users to confirm the deletion. Click “Yes” to
delete the date and another dialog box reporting “Operation succeeded” will be shown.
Otherwise, click “Cancel” to exit.

6.1.5.2 Delete All Dates

Under the “Date Setting” window (Fig. 6-1), click the “Delete All” "* button in the
“Function editing area”. A dialog box will be shown to prompt users to confirm the deletion.
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Click “Yes” to delete all dates and a dialog box reporting “Operation succeeded” will be
shown. The number of deleted dates will also be shown in the dialog box. Otherwise, click
“Cancel” to exit.

6.2 Door Setting

Click “Access Control Management” =» “Access Rule” =» “Door Setting” to open the
window for door setting.

Select a controller in the controller list on the left, and contents of door setting of the selected
controller will be shown on the right, which includes door No., door location and door
schedule (Refer to section 6.3 Door Schedule Setting for details on door schedule). The
system default door schedule for all doors is “Default”. The system default verification level
for all doors is “Card” (Refer to section 6. 3. 5 edit a Door Schedule for details on verification
level). Under “Schedule Name”, select the desired door schedule from the drop-down menu

(Fig. 6. 3). When finished editing door schedule, click “Save” button LS | apda dialog
box reporting “Operation succeeded” will pop up.
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If the controller is not connected to the computer, a dialog box reporting “Timeout when
connecting to controller” will pop up. Click “Yes”, the setting will be saved to the database,
but not to the controller. To update the controller, users need to download data to the
controller manually after the controller is connected (Refer to section 8.2 Download data
from Computer to Controller for details). The current setting will be applied only after the
data is downloaded to the controller.
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Note: The “Save” function applies only to those of which the door schedule is changed. This
is illustrated in the following example. Suppose, a user wants to change door schedule for
“Door 17 from “default” to “A”, but timeouts when connecting to controller, therefore the
door schedule for “Door 17 is still “Default” on the controller. If the user does not change the
door schedule for “Door 1” next time he enters the window, direct click “Save” will not
change the setting for “Door 1”. In this situation, even the Software shows that “Door 1” is
under schedule “A”, it is actually under schedule “Default” in the controller. One has to
download the data to the controller manually to activate the new setting.

6.3 Door Schedule Setting

Click “Access Control Management” =» “Access Rule” =» “Door Schedule Setting” to open
the window for door schedule setting (Fig. 6-4)
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Fig. 6-4 Door Schedule Setting

In the detailed view of door schedule setting, each time zone is marked by start time, end
time and verification level encoded by bars of different colors. If the start time and end time
are not shown, place the cursor on top of the color bar and the time information will be
shown.

Note: The default door schedule “Default” cannot be renamed, but user can edit its content.
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6.3.1 Advanced Setting

For Flex II series controllers, user can choose different verification level for entry (In) and
exit (Out). Check “Advanced Setting” on top of the page to open the window for advanced
setting (Fig. 6-5).
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Fig. 6-5 Advanced Setting

Each date is divided to two parts with the upper part corresponding to “In” and the lower part
corresponding to “Out”.

6.3.2 Add a Door Schedule

Click the “Add” button ‘¥ in the “function editing area”, and enter the name of the door

schedule in the field of “Schedule Name”. Click “save” button @ and a dialog box
reporting “Operation succeeded” will pop up. Schedule name must be unique.

6.3.3 Rename a Door Schedule

Select the door schedule to be renamed in the schedule list, click the “Edit” button ‘= in the
“function editing area”, and enter the new name in the field of “Schedule Name”. Click
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“save” button | = 5% | apnd a dialog box reporting “Operation succeeded” will pop up.
Schedule names must be unique.

Note: The default door schedule “Default” cannot be renamed.

6.3.4 Delete a Door Schedule

Select the door schedule to be deleted in the schedule list, and click the “Delete” button
in the “function editing area”. A dialog box will be shown to prompt users to confirm the
deletion. Click “Yes” to delete the door schedule.

Note: The default door schedule “Default” and door schedules that have been assigned to a
controller cannot be deleted.

6.3.5 Edit a Door Schedule

The Software provides two setting modes: door verification and advanced setting. ELA82x,
ELAS85X, EFC-I series controller can only be configured in the door verification setting. Flex
IT series and fingerprint controllers support advanced setting in which different verification
levels can be chosen for entry and exit.

For each door schedule, there are 10 date types that belong to either special types or normal
types. Special types include legal holiday, day off and temporary change; Normal types
include Monday to Sunday. Each date type can be divided into multiple time zones and
different verification levels can be assigned to each time zone.

Note: The maximum number of time zones is 10 for each date type. The minimum duration
of each time zone is 1 minute for Flex II series controller and 5 minutes for other types of
controller.

6.3.5.1 Labeling for Door Verification

The Software offers 4 different levels for door verification: ElUnlocked (red); EECard or
PIN (blue); ICard (yellow); BECard plus PIN (green). The default verification level is
“Card”.

6.3.5.2 Labeling for Advanced Setting
There are 5 types of security level in the advanced setting windows: EBtrusting (green); 1
level 1 (light green); [level 2 (yellow); [level 3 (orange); BElNo permission (red). The
default verification level is level 1.

5 types of security level:

Bl Trusting: unlocked
[ Level 1: one item required for verification, such as Card
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CLevel 2: two items required for verification, such as Card plus PIN or Card plus
fingerprint

CLevel 3: three items for verification, such as Card plus PIN Plus Fingerprint

ElNo permission: no access permitted

6.3.5.3 Add/Edit Door Verification

To add: In the door schedule editing window (Fig. 6-8), click the “Add” button ¥, and

select the verification level, start and end time. Click “save” button | seve | to save the
new Time zone.

To edit: select the time zone from the list on the left, click “Edit” L2 o modify. After

editing, click “Save !l S== |

The Software will automatically divide or combine time zones according to the users’
settings. For example, if an added time zone “13:00-14:00 is set to “unlocked” and the time
zone “15:00 —16:00 is edited to be “Card Plus PIN”. The new time zone is shown as in Fig.
6-6.

Date Type. .. Honday

Time Zone
00:00-12:59

Smmoty Wi |:| End Time:
011155 12 =

/| Advanced Setting

Door Verifw: | |

16:01-23:591

Entry Mode: |

Exit Mode: |

Lock 1: | (@ =
Lock 2: | T =
Lock 3: | %y =
Lock 4: | Ty =

Save 2 Cancel

Fig. 6-6 Edit “Monday” Time Zone

Note: Using a Flex I controller as an example, the minimum time zone duration is 5 minutes.
The system default start time of each time zone is 00s and the end time is 59s. Therefore, for
the time zone 9:00-18:00, the system treats the time zone as 9:00:00-18:00:59. If editing a
time zone makes a time zone duration less than 5 minutes, the system will automatically
combine this time zone to the time zone that follows it until the combined time zone is longer
than 5 minutes; If the start time of a time zone is later than 23:54, the system will combine it
with the time zone that proceeds it until the combined time zone is longer than 5 minutes.

6.3.5.4 Advanced In/Out Setting

If different verification level is required for entry (In) and exit (Out), check “Advanced
Setting” in the window. Select “In” type and “out” type individually from the drop-down
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menu. If the controller is a fingerprint controller, the system offers 13 types of verification

levels. Click “Save” |l 52 | afier editing.

Date Type. .. Honday

Time Zone .
Door Verify: |

. . =]
Start Time: m;l

Adva.nced Setting

. . =]

Entry Mode:

Fingerprint Only

]

Exit Mode:

Fingerprint Plus PIN

g

Lack 1:

Lack 2:

Inlacked

Card Onls
Fingerprint Only
Card Flus FIH

Card Flus Fingerprint

Lack 3:

Fingerprint Flus FIN

Laclk 4:

A

Card Flus FIH Flus Fingerprint
Card or Fingerprint or PIN

Card or Fingerprint

{Card Flus FIN) or Fingerprint
(Card Plus FIN) or (Card Flus Fin
(Fingerprint Flus Card) or (Finge
[Card Fluz FIN) or (Fingerprint F
Hormally closed

TT

Fig. 6-7 Advanced In/Out Setting

If a door schedule has been assigned to a door zone, the system will automatically update the
controller setting when a time zone is added or edited. If the controller is offline, the user
needs to download the data to the controller manually.

6.3.5.5 Advanced Unlock Level Setting

Under “Door Schedule Setting” window (Fig. 6-4), select a door schedule from the list on the
right, and the detailed setting of the selected door schedule will be shown on the left. Click

G‘Edit”| %

, and the door-schedule editing window will pop up (Fig. 6-8).
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Date Type...

Time Zone

Door Verify: | |

Start Time: m End Time: m

Advanced Setting

Entry Mode: |Fingerprint Ordly E”

Exit Mode: |Fingerprint Flu=z FIN E“

4 HIFI]

AT
PR SZ £
4 R

Fig. 6-8 Monday Time Zone Setting

Users can choose different verification levels for entry (In) and exit (Out) by checking
“Advanced Setting”. If a fingerprint controller is used, the system offers 13 types of
verification levels.

“Lock” here indicates the access authority that can be assigned to each door. Each door can
be assigned up to 4 groups of access authority and each access authority supports up to 4
levels. In other words, a door can have 4 locks and each lock can have 4 keys. The related
setting is described in “Access Group Schedule Setting”. Refer to 6.4.4 Edit Access Group
for details.

For example, if a door is assigned to 4 access authorities (4 locks) and each lock has 4 levels,
suppose each cardholder in an access group has authority level 1; then 16 cards have to be
presented to the reader successively before the door can be opened.

Note: Only Flex II series controllers support different verification levels for “In”” and “Out”.

6.3.5.6 Door Setting and Conversion for Fingerprint Controllers

Note: Users can choose only one setting mode, either “Door Verification” or “Advanced
Setting” by checking the box labeled “Advanced Setting”. The conversion between these two
settings is described below. Different setting modes can be applied to different time zones
with the same date type.

Under “Door Verification” mode, when a door schedule is applied to non-fingerprint
controllers, the selected verification level is used as the verification level for door access;
when a door schedule is applied to fingerprint controllers, conversion for fingerprint
controllers is needed, as described in the table below.
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Door Verification (non-fingerprint | Advanced Setting (fingerprint
controllers) controllers)

Card Card

Card Plus PIN Card Plus PIN Plus fingerprint
Card or PIN Card or PIN or fingerprint
Unlocked Unlocked

Table 6-1 Conversion of verification levels for fingerprint controllers

Under “Advanced Setting” mode, when a door schedule is applied to fingerprint controllers,
the selected verification level is used as the verification level for access; when a door
schedule is applied to non-fingerprint controllers, the conversion for non-fingerprint
controllers is described in the table below.

Advanced Setting (fingerprint
controllers)

Door Verification
(non-fingerprint controllers)

Card

Card

Fingerprint

Card Plus PIN

Card Plus PIN

Card Plus Fingerprint

Fingerprint Plus PIN

Card Plus PIN Plus fingerprint

(Card Plus fingerprint) or PIN

(Card Plus PIN) or (Card Plus
Fingerprint)

(Fingerprint Plus Card) or
(Fingerprint Plus PIN)

(PIN Plus card) or (PIN Plus
Fingerprint)

Card or PIN or Fingerprint

Card or PIN

Card or Fingerprint

Unlocked

Unlocked

Table 6.2 Conversion of verification levels for non-fingerprint controllers

6.3.6 Quick Door Schedule Setting

Fig. 6-9 Copy and Paste
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If the time zone setting among different date types under a door schedule is the same, users
can copy and paste the time zone settings by clicking the '~ button on the right of the “Edit”

button % (Fig. 6-9). Users can also copy and paste time zone settings between different
door schedules. The copy and paste function is valid as long as one entry remains in the door
schedule setting window.
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6.3.7 View Details of a Door Schedule

Select a door schedule from the list on the right, and the details for non-fingerprint controllers
of each date type under the selected door schedule will be shown on the left panel. Click on
the name of a date type, such as Thursday, and the details for fingerprint controllers of the
selected date type will be shown at the lower panel (Fig. 6-10). When selecting a door
schedule, the details of “Legal Holiday” will be shown at the lower panel by default.

ex IT Software

M suvEsFRIRUR2s- AR S - Everhc
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=

Contrel Fanel % | Current Nodule: Door Schedule Setting

Elsctrical Map S

4. [ EverFoeus
[ Shenzhen Hame: [ Advenced Setting L Sawe X Cancel ‘ Inde Hame

w[7] Shenzhen?

1 default
L EwverF. H |
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Day 0f£|nn 00-23:58 | W - 3 Sales
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Floating Heliday | 00:00-23:58 | M .
5 SH
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7 08:00-14:00 W -
Tussday 08:00-14:00 W -
Hednezdsy 08:00-14:00 W -
Thursdsy 08:00-14:00 W -
Fridey 08:00-14:00 W -
Device List N =
Saturdey O8:On-14 00 -
Fl

-
- [ 0852 Door Verify [ Cerd Flus PIN [N Card or FIN Card Only [N Urdocked
-~ g 0650 Time Zone Door Yeri fy Door Veri fy (EL Entry Mode Exit Mode Lock Lewel

1~ [ DB08 00 00-07:58 Card Plus PIN  Fingerprint Flus- Fingerprint Fluz- Card Only 1,0,0,0

- [ 0828 08 00-14:00 Card Only Card Only Card Only Fingerprint Flus 1,0,0,0

- [ 0256 14:01-23:58 Card Flus PIN  Fingerprint Flus- Fingerprint Flus-- Card Only 1,0,0,0

- [ oon4

- [ 0011

- [ 9969

- [ oooe

2009-7-14 15 [“Erelish [ 2.5.0

Fig. 6-10 View Details of a Door Schedule

6.4 Access Group Setting

Click “Access Control Management” =» “Access Rule” =» “Access Group Setting” to open
the window for access group setting (Fig. 6-11).
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Fig. 6-11 Access Group Setting

Note: There are two default access groups defined in the Software: access group “Full
Granted”, which is authorized to all controllers, and access group “Full Denied”, which is
unauthorized to all controllers.

“Full Granted”: cards in the access group “Full Granted” are authorized to all controllers. A
card will be enrolled to all valid controllers if it is assigned to access group “Full Granted”, In
the event log of the main window, the quick added cards belong to this group (Refer to
section 2.3.8). In addition, when importing card information, if the access group to which
the card belongs cannot be found in the Software, the card will be assigned to “Full Granted”
(Refer to section 13.4.2 Importing Card Information).

“Full Denied”: cards in the access group “Full Denied” are unauthorized to all controllers. A
card will not be enrolled to any valid controllers if it is assigned to access group “Full
Denied”. If a card is not to be used in the system right away, the card can be assigned to “Full
Denied”.

6.4.1 Add an Access Group

Click the “Add” button '* in the “function editing area”, and enter the name of the access

group in the field of “Group Name”. Click “save” button LS | and a dialog box
reporting “Operation succeeded” will pop up. Schedule names must be unique.
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6.4.2 Rename an Access Group

Select the access group to be renamed in the group list, and click the “Edit” button = in the
“function editing area”. Enter the new name in the field of “Group Name”. Click “save”

button | === | and 2 dialog box reporting “Operation succeeded” will pop up. Access
group names must be unique.

Note: The two default access groups cannot be renamed.

6.4.3 Delete an Access Group

Select the access group to be deleted in the group list, and click the “Delete” button "= in
the “function editing area”. A dialog box will be shown to prompt users to confirm the
deletion. Click “Yes” to delete the access group.

Note: The two default access groups and any access groups that contain cards cannot be
deleted.

6.4.4 Edit an Access Group

Select the access group to be edited in the group list, click “Edit” '€ and the access group
editing window will pop up (Fig. 6-12). In the window, user can edit the corresponding
controller group and the access group schedule for each door zone (Refer to section 6.5
Access group schedule setting for details).

Note: The Software supports a maximum of 2048 groups. Controllers other than the Flex II
series controllers support a maximum of 64 groups. As a result, the controller group and the
Software group may not be a one-to-one match. Except for the default access group, the
Software will display the corresponding relationships between the controller group and the
Software group.
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Schedule. . . BD
Controlle. .. Type

0354 ELASSX
ass2 ELASEX
0355 ELASEX
0205 ELASZY
0325 ELASZY
0Z56 EFC-IT
Q004 EFC-Lift
ao11 EFC-Lift
9269 ELABYO/ER ==+
Q008 EFC-IT

.S
feocezs Group in Controller: |2 |3|
H Save
‘ Tlaor Ho. Tloor Location Hame
[ 1 EIIoorl Full Acce=s

Fig. 6-12 Edit Access Group Schedule

The default access group “Full Granted” can only be viewed, but cannot be edited (Fig. 6-13).
Specifically, the corresponding controller group is “1” for all controllers; the door schedule is
“Full Access” for all door zones; the access permission is “Entry/Exit” (Refer to section 6.5)

Schedule. . . Full Granted
Controlle. .. Type
0s54 ELASSI
ngs2 ELASSI
0855 ELASSI
0s0s ELASEN
oszg ELASZN
0256 EFC-IT
0004 EFC-Lift
o011 EFC-Lift
99649 ELASSOSEE -+
0oos EFC-II

fecess Group in Controller: |

Schedule: |

Fig. 6-13 Access Group “Full Granted”

The default access group “Full Denied” can only be viewed, but cannot be edited (Fig. 6-14).
Specifically, the corresponding controller group is “Unauthorized” for all controllers; the
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door schedule is “Full Access” for all door zones; the access permission is “No Entry/No
Exit” (Refer to section 6.5)

Schedule. . Full Denied A
Controlle. .. Type
Da5e ELASSE Bhecess Group in Contreller:
ogsz2 ELASSH
08ss ELASSY
0g05 ELASZX
DB2s ELABZE ‘ Door Ha. Dloor Location Hame
0256 EFC-II
ooo4 EFC-Lift » 1 Doorl Full Access
oo11 EFC-Lift
9969 ELAST0/ER -+
Q00 EFC-II

Fig. 6-14 Access Group “Full Denied”

Under the access group editing window, select a controller from the controller list on the left,
and the content of access group schedule will be shown on the right, which includes the
corresponding controller group, Door No., Door location and Access group schedule. There
are two types of corresponding controller groups: Authorized (group 2-64, group 1 is preset
as the default access group “Full Granted” for all controllers) and Unauthorized. If
“unauthorized” is selected, the cards in the access group will not be enrolled to the
corresponding controller and the access group schedule cannot be edited. If the selected
controller group has been assigned to another access group in the Software, the system will
prompt users to confirm whether to replace the previous setting for the Software access group
(Fig. 6-15)

Swztem Information

f"_\ The access rule is applied to other cards or aceess group too. The changes on
* it will affect ather cards or access groups. Do you want to contimme?

Fig. 6-15 Replace previous setting

This is illustrated in the following example. Suppose there are two access groups in the
Software, Group A and Group B. The corresponding controller group for Group A on
controller 0858 is “10”. When editing access group schedule for Group B on controller 0858,
if the corresponding controller group is set to “10”, the system will prompt users to confirm
whether to replace the access group schedule for Group A. Select “Yes” and the access group

108



Flex II Software

schedule for Group A on controller 0858 will be replaced to be the same as that for Group B.
The process is shown in Fig. 6-16, 6-17 and 6-18.

Contrelle. .. Type
0854 ELASSY
0352 ELASSY
0858 ELABSY
0303 ELASZY
0aza ELASZY
0256 EFC-II
0004 EFC-Lift
oot EFC-Lift
3969 ELAZ90/EE---
000& EFC-II

Access Group in Controller: “10 j[:]

Schedule: |Full hecess |Z||

Fig. 6-16 Group A Setting on Controller 0858 (Before editing Group B)
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Fig. 6-17 Group B Setting on Controller 0858
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Fig. 6-18 Group A Setting on Controller 0858 (After Editing Group B)
The Access group schedule setting Window of different controller types is listed below:

< ELAS82X Series Controller

An ELAS8O0S8 4-door controller is used as an example here (Fig. 6-19). In an ELA808 4-door
controller, access group schedules are shared among all door zones. Therefore, users only
need to configure an access group schedule for one door zone, and this setting will be applied
automatically to all the other door zones. Edit “Access group schedule” for one of the

corresponding controller group, and click “Save” L | after editing.
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Fig. 6-19 ELA82X Series Controller: Access Group Schedule

< ELAS85X Series Controller

An ELAS858 8-door controller is used as an example here (Fig. 6-20). Similar to the ELA82X
series controllers, access group schedules are shared among all door zones in an ELA85X
controller. Edit “Access group schedule” for one of the corresponding controller groups, and

click “Save” | = | after editing.

Schedule. . . Sales x

Controlle. .. Type
0854 ELARSY Aecess Group in Controller: |T IZH
g5z ELAREY £
0asa ELASSY Schedule: |!—BI E|
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0256 EFC-II I—I
aoo4 EFC-Lift
o1l EFC-Lift
Q9E9 ELAS90,ER -
Q006 EFC-II

Fig. 6-20 ELA85X Series Controller: Access Group Schedule
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< Fingerprint Controller

An ELAS890 fingerprint controller is used as an example here (Fig. 6-21). Edit “Access group

schedule” for one of the corresponding controller groups, and click “Save” L | after
editing.

Schedule. .. Sales x
Controlle. . . Type
0E54 ELASSY Access Group in Controller: |3 |Z||
0gsz ELAGSY
0855 ELARSY W
0505 ELASZY
0gz2s ELARZY .
o FFC-II ‘ Door Ho. Daor Location Hame
0004 EFC-Lift » 1 T | SH El]l
ooil EFC-Lift
q9e9 ELASQ0,/ER---
Q0o& EFC-II

Fig. 6-21 Fingerprint Controller: Access Group Schedule

< Flex I Series Controller

An EFC-08-1A 8-door controller is used as an example here (Fig. 6-22). Flex I series
controllers support different “Access Group Schedules” for different door zones. Edit
“Access group schedule” for each of the corresponding controller group, and click “Save”

L | after editing.
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Fig. 6-22 Flex I Series Controller: Access Group Schedule

< EFC Series Elevator Controller

An EFC-08-Lift 8-floor elevator controller is used as an example here (Fig. 6-23). There are
two controller groups: Authorized and Unauthorized. If “unauthorized” is selected, the cards
in the access group will not be enrolled to the controller (see earlier descriptions in this
section). As this type of controller determines whether each floor is authorized or not, there is
no access group schedule setting. The cards in the access group will not be enrolled to the
controller unless at least one of the floors is set to “Authorized”. “PIN required” means the

verification level is “Card Plus PIN”. This setting applies to all floors. Click “Save” L |
after editing.
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Fig. 6-23 EFC Series Elevator Controller: Access Group Schedule

<> Flex II Series Controller

An EFC-08-2A 8-door controller is used as an example here (Fig. 6-23).

There are two types of verification: door verification and access group verification. The
system default setting is door verification. If “access group verification” is selected, special
verification levels are applied to the access group at the current door zone, and thus the door
verification levels otherwise set for the door zone will not be applied. “Schedule Name” is set
in “Access Group Schedule Setting”. Both Door verification and access group verification
share the total of 2048 schedules that may be set in the controller. “Unlock level” corresponds
to the door verification level in “Door Schedule Setting”. If the door verification level is set
to 2 locks, and each lock has 2 levels, the unlock level can be indicated as 2, 2, 0, 0. If the
unlock level of an access group at the current door is 1, 1, 0, 0. The door will be unlocked

after two cards are presented to the reader successively. Click “Save” L= after editing each

item.
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Fig. 6-24 Flex II Series Controller: Access Group Schedule

This is of the procedure for setting up unlocking. Setting up unlocking is described in “Door
Schedule Setting” (Refer to section 6.3.5.5 Advanced unlock level Setting).

6.5 Access Group Schedule Setting

Click “Access Control Management” =» “Access Rule” = “Access Group Schedule Setting”
to open the window for access group schedule setting (Fig. 6-25).
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Fig. 6-25 Access Group Schedule Setting

There are two setting modes: Basic Setting and Advanced Setting. Under “Advanced Setting”
mode, each date is divided into two parts with the upper part corresponding to “Entry (In)”
and the lower part corresponding to “Exit (Out)”.

Basic Setting is based on access permission. There are 4 types of access permission:
Entry/Exit (green), Entry/No Exit (blue), No Entry/Exit (yellow), No Entry/No Exit (red).
The default access permission for a new schedule is “Entry/Exit”

Advanced Setting is based on security level. There are 4 types of security level: level 1 (light
green), level 2 (yellow), level 3 (orange) and No permission (red). The default verification
level for a new schedule is “Card” (level 1).

4 types of security level:
ElLevel 1: one item for verification, such as Card
Level 2: two items for verification, such as Card plus PIN, (Card plus PIN) or
fingerprint
[CLevel 3: three items for verification, such as Card plus PIN plus Fingerprint
ENo Permission: access permitted.

For each access group schedule, there are 10 date types that may belong to either special
types or normal types. Special types include legal holiday, day off and temporary change;
Normal types include Monday to Sunday. Each date type can be divided into multiple time
zones and different verification levels can be assigned to each time zone.

116



Flex II Software

Note: The maximum number of time zones is 10 for each date type. The minimum time zone
duration is 5 minutes.

In the detailed view of access group schedule setting, each time zone is marked by start time,
end time and access permission displayed by bars of different colors. If the start time and end
time are not shown, place the cursor on top of the color bar and the time information will be
shown.

Note: The default access group schedule “Full Access” cannot be renamed or edited. The
access permission for “Full Access” is Card for both Entry and Exit.

6.5.1 Add an Access Group Schedule

Click the “Add” button '* in the “function editing area”, and enter the name of the access

group schedule in the field labeled “Schedule Name”. Click the “save” button bl Seve |
and a dialog box reporting “Operation succeeded” will pop up. Schedule names must be
unique.

6.5.2 Rename an Access Group Schedule

Select the access group schedule to be renamed in the schedule list, click the “Edit” button
< in the “function editing area”, and enter the new name in the field labeled “Schedule

Name”. Click “save” button |5 | and a dialog box reporting “Operation succeeded”
will pop up. Schedule names must be unique.

Note: The default access group schedule “Full Access” cannot be renamed.

6.5.3 Delete an Access Group Schedule

Select the access group schedule to be deleted in the schedule list, and click the “Delete”

button = in the “function editing area”, A dialog box will be shown to prompt users to
confirm the deletion. Click “Yes” to delete the access group schedule.

Note: The default access group schedule “Full Access” and access group schedules that have
been assigned to a controller cannot be deleted.

6.5.4 Edit an Access Group Schedule

Under “Access Group Schedule Setting” window (Fig. 6-25), select an access group schedule
from the list on the right, and the detailed settings of the selected schedule will be shown on

the left. Click “Edit” & , and the schedule editing window will pop up (Fig. 6-26).
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Fig. 6-26 Edit Access Group Schedule

In the window as shown in Fig. 6-26, click the “Add” button '* or “Edit" £ |, choose an

access permission, start and end time. Click the “save” button @ to save those
settings. The Software will automatically divide or combine time zones according to the
setting for access permission. For example, if an added time zone “13:00-14:00” is set to
“Entry/No Exit” and an edited time zone “15:00 —16:00 is set to “No Entry/No Exit”. The
new time zone is shown as in Fig. 6-27.

Date Type. .. Honday

heocess Permission: | |

Hewrt, Wi |:| ol T |:|

Advanced Setting

Entry Mode:

20:01-23:59

Exit Mode:

Fig. 6-27 Edit “Monday” Time Zone

If an access group schedule has been assigned to a door zone, the system will automatically
update the schedule to the controller when a time zone is added or edited. If the controller is
offline, users need to download the data to the controller manually.

Note: The system default start time of each time zone is 00s and the end time is 59s.
Therefore, for the time zone 9:00-18:00, the system treats the time zone as 9:00:00-18:00:59.
If editing a time zone makes a time zone duration less than 5 minutes, the system will
automatically combine this time zone to the time zone that follows it until the combined time
zone is longer than 5 minutes; If the start time of a time zone is later than 23:54, the system
will combine it with the time zone that proceeds it until the combined time zone is longer
than 5 minutes.
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6.5.5 Advanced Setting

In the access group schedule setting, the system offers advanced settings, in which different
verification levels can be assigned to entry (In) and exit (Out). Users can also choose In/Out
verification levels for fingerprint controllers in the advanced setting mode. Fingerprint
controllers support 13 types of verification level. Check “Advance Setting” and open the
drop-down menu under “In mode” or “Out mode” (Fig. 6-28).

Note: Only Flex II series controllers support different In/Out verification level.

Date Type. .. Honday

Time Lome o
Aecess Permission: |

Soesrt Tlnes End Time: |08 : 23 [2

[#] Adwanced Setting

Entry Mode: |Card Only |EJ ‘

Card Only

Exit Mode! [Fingerprint Only
Card Flus FIN

A Card Flus Fingerprint
Finsernrint Flu=s FTH

Fig. 6-28 Advanced Access Group Schedule Setting

6.5.6 Quick Access Group Schedule Setting

If the time zone setting among different date types under an access group schedule is the
same, users can copy and paste the time zone settings by clicking the "~ button on the right

of the “Edit” button | % (Fig. 6-29). Users can also copy and paste time zone settings
between different access group schedules. The copy and paste function is valid as long as one
entry remains in the access group schedule setting window.

Fig. 6-29 Copy and Paste

6.6 Control Rules for new Controllers

The system offers flexible configuration options to achieve users’ specific needs under
complex situations. Two conditions must be satisfied to open a door: control rules and unlock
condition(s).
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6.6.1 To satisfy Control Rules

Fig. 6-30 shows a flowchart to determine the priority level of control rules:

R

L it
I
PR T T3
LAl IS

Fig. 6-30 Flowchart of Access Rule Priority

To determine priority level:

1)

2)

3)

4)

Whether "card schedule" in "card property" is enabled. Card schedule setting is shared
with access group schedule setting. To select a special card schedule for a card, users
need to add a new schedule in “access group schedule setting” and then apply the
schedule for the card in “card schedule”.

If "card schedule" is enabled, the system will follow the card schedule. In this
situation, door verification control will not apply to this card.

If "card schedule" is disabled and “access group schedule” is enabled, the system will
follow the access group schedule to which the card belongs, i.e. the access group to
which the card belongs is authorized in the controller and the verification mode is
“access group verification”.

If “access group schedule” is disabled, the system will follow the “door schedule” for
verification.

6.6.2 To Satisfy Unlock Condition(s)

To unlock a door, the unlock level of the access group to which the card belongs must be
greater than or equal to the access authority level.

The Lock setting is related to unlock authority levels in “Door Schedule Setting”. Refer to
Section 6.3.5.5 Advanced Unlock level Setting.

The Unlock setting is related to unlock level in “Access Ground Schedule Setting”. Refer to
Section 6.4.4 Edit Access Group.

120



Flex II Software

7 Card Setting

Click “Access Management” =» “Card Setting” to open the window for card setting (Fig.7.1)
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Fig. 7-1 Card Setting

: Eneli=h e

Function editing area: To view all, view details of, add, edit, delete and delete all cards.

Search toolbar: To search cards using search criteria and keywords. It also provides

advanced search, refreshing, exporting and printing functions.

Browsing toolbar: To view card list using navigation buttons “First Page”, “Backward”,
“Forward” and “Last Page”. The system default setting is to display 15 cards per page.

Right-click menu: The system provides right-click menu for quick editing functions. Right
click on the item to be edited, and a menu that contains the same commands as those in the
“function editing area” will pop up.
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7.1 Add a Card

Click the “Add” button '* in the “function editing area” to open the window for adding a
card (Fig. 7-2).
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Fig. 7-2 Add a Card

7.1.1 Card Format

<> ddd-ddddd: indicates an 8-digit decimal card number where each d represents a
decimal number between 0-9. The form is divided into two parts with the first part consisting
of a 3-digit decimal number (high), and the latter part consisting of a 5-digit decimal number
(low). The two parts are spaced by symbol "-" or a space. Examples of this type are "075
09039 " and “154-58742”.

< dddddddd: indicates an 8-digit decimal card number where each d represents a
decimal number between 0-9. The form is a continuous 8-digit decimal number. An example
of this type is "00492423".

< HHHHHH: indicates a 6-digit hexadecimal card number where each H represents a

hexadecimal number between 0-F (0-9, A-F). The form is a continuous 6-digit hexadecimal
number. Examples of this type are "44EAS5B" and “256871.
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7.1.2 Register Cards

Register Cards Manually: register cards manually by typing in a card number or swiping
the card through a reader, and then assign the card to a cardholder. To assign the card to a
cardholder, enter the cardholder’s employee number and/or name, and click the “Search

Cardholder” button|£| If the cardholder is not found in the database, the system will prompt
that the cardholder does not exist. Check the search criteria to make sure it is correct. When
the cardholder is found, the employee number and name will be shown in the related field.

Note: When a cardholder is found, the employee number and name will be shown in the
related field. Editing the employee number and/or name without clicking the “search
cardholder’ button will not change the card assignment. In other words, the system will
assign the card based on the last search result of “search cardholder”. This rule also applies to
search functions under other functional modules in the Software.

Registering cards manually is suitable when registering multiple cards with non-continuous
numbers and assigning each card to a cardholder. If users do not assign the card to a
cardholder, when clicking “Save”, the system will prompt that the cardholder information is
empty for the registered card (Fig.7-3).

\:‘i}‘ The card iz not assigend with any emplowee wet. Do you want to continue to

leave?

Fig. 7-3 Reminder Message: no cardholder assigned

Batch Register Cards: type in the card number or swipe the first card in a series of cards to
be registered, and enter the number of cards in the series. The system will automatically
register all the cards in the series to the database. Batch registering cards is suitable when
registering multiple cards with continuous card numbers. However, this method does not
assign cards to cardholders, which can be achieved by editing card information (Refer to
section 7.3 Edit Card Information).

Note: To register cards by swiping cards, a card reader (such as ERU series USB desktop
card reader) needs to be connected to the computer. ERU desk card readers support different
card formats. Before swiping the card, put the cursor on the field where the card number
needs to be entered, and swipe the card through the card reader, the card number will then be
inserted in the field.

7.1.3 Card Property

Card properties include Card Enabled, First Card, Arm Enabled, APB Enabled, Card
Expiration, PIN Enabled, Administrator and Fingerprint Enabled. Check the item to enable
the property.
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Card Enabled: whether the registered card is valid. Check the check box to enable the card.
The assigned card properties will work only if the card is enabled. Swiping a card
that is not registered with the controller generates an “unknown card” record.
Swiping a card that is registered but disabled generates an “invalid card” record.
Note: Card is optional for fingerprint controllers. Card Enabled does not affect
fingerprint controllers.

First Card: whether the card is a “First Card” that can trigger unlocking based on door
setting options (Refer to Section 6.2 door setting) and the “First Card-in” function
in controller setting (Refer to Section 5.5.8 system setting). For example, suppose
door 1 under controller 0001 is set to “unlock” in time zone 9:00-11:00. During
this time period, swiping a First Card enabled card unlocks the door. In addition,
if “First Card-in” function is enabled for controller 0001, only after a First Card
enabled card has been presented to a reader under controller 0001, will other (First
Card disabled) cards be able to unlock the door, even though those (First Card
disabled) cards satisfy all other conditions to unlock the door.

Arm Enabled: whether the cardholder has the right to arm/disarm the system by using a
keypad reader. When an arm enabled card is presented to the reader, the system
will be disarmed for brief a time period so that the cardholder can enter/exit the
arm zone to enter the code at the keypad without triggering an alarm. This time
period is defined by arm delay time in the system.

APB Enabled: whether anti-passback (APB) is enabled for the card. If APB Enabled is
enabled for a card, and the controller APB function is enabled, the APB setting is
in effect for the card. Refer to Section 5.5.2 Anti-Passback (APB) Setting for
details.

Card Expiration: whether the card has an expiration date. If Card Expiration is checked, the
card can only be used within the expiration date. An expired card cannot gain
access to the system and an “expired card” event will be generated if an expired
card is swiped on a reader. The time set in the expiration date is the end of the
expiration date. It can be accurate to the minute. This function is not applicable to
ELAS82x series controllers.

PIN Enabled: for ELA82x, ELA85x and Flex I series controllers, this function refers to

whether a personal PIN is enabled. If PIN Enabled is checked, PIN entry is
enabled for the cardholder, and the cardholder will be required to input their
personal PIN when swiping the card to enter/exit the door. PIN is a number from 4
digits to 8 digits. ELA82x and ELA85x series controllers support a 4-digit PIN
and Flex I series controllers support a 6-digit PIN. When enrolling a card to
controllers, ELA82x and ELA85x series controllers will truncate a PIN longer
than 4 digits, and Flex I series controllers will add “0” at the end if the PIN is
shorter than 6 digits.
For Flex II series controllers, this function is used to set the card PIN. Flex II
series controllers support an 8-digit PIN. To enable/disable card PIN for a Flex II
series controller, use the functions in door setting, access authority setting or card
schedule setting.

Administrator: whether the cardholder is an administrator for fingerprint controllers. When
the administrator function is checked, the cardholder has the authority to manage
fingerprint controllers in the system.

Fingerprint Enabled: whether the registered fingerprint is valid. Similar to the “Card
Enabled” property, if a registered fingerprint is disabled, the registered fingerprint
is treated as invalid. Attempting to gain access with an invalid fingerprint
generates a “no registered fingerprint for the cardholder” record.
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Panic PIN: this function is only applicable to Flex I and Flex II series controllers. The panic
PIN is a 2 digit number. When a cardholder is forced to unlock a door, the
cardholder can enter the panic PIN. For Flex I controllers, use the card PIN (6
digits) plus the 2-digit panic PIN. For Flex II controllers, use the first 6 digits of
the card PIN plus the 2-digit panic PIN.

Access Group: access authority setting. The system applies different access control rules for
different access groups (Refer to Section 6.4 Access group setting).

Card schedule: refers to the verification mode for cardholders to enter/exit doors. Card
schedule setting is shared with access group schedule setting. To select a special
card schedule for a card, user needs to add a new schedule in “access group
schedule setting” and then apply the schedule for the card in “card schedule”. If
"card schedule" is enabled, the system will follow the card schedule. In this
situation, door verification control will not be applied to this card. This function is
only applicable to Flex II series controllers.
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Fig. 7-4 Card Schedule

7.2 Import Card Information

Click “Database Management” =» “Import Data” =» “Import Card Information”. Refer to
Section 13.4.2 Import Card Information

7.3 Edit Card Information

In the window for “Card Setting” (Fig. 7-1), select the card to be edited, then click “Edit” =
in the “function editing area” or choose “Edit” from the right-click menu to open the window
for editing card information (Fig. 7-5). After editing, click “Save” and a dialog box reporting
“Operation succeeded” will pop up. Otherwise, click “View All” to return to the window for
“Card Setting”.
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Fig. 7-5 Edit Card Information

7.4 Batch Edit Card Information

The Software offers the option of batch editing card information. This function provides an
efficient way to modify a certain item of multiple cards to be the same.

Drag the mouse across the card list to select multiple adjacent cards or use the “Ctr]l” key on
the keyboard to select nonadjacent cards. After selecting the cards to be edited, right click to
open the menu (Fig. 7-6) and select “Edit”. The window for batch editing card information

will be shown (Figure 7-7).
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Fig. 7-6 Batch Edit Card Information
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The public information of the selected cardholders will be shown and the selected
cardholders are highlighted (Fig. 7-6). After editing, click “Save” and a dialog box will pop
up to prompt that “You will not be able to undo this operation, do you want to continue?”
Click “OK” to confirm and the information of all selected cards will be changed.
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Fig. 7-7 Batch Edit Cards

Note: This operation only changes the items whose titles are highlighted. The rest of the card
information remains unchanged.

7.5 View Card Information
7.5.1 View Card List

Click “Access Control Management” =» “Access Rule” ” =» “Card Setting” to view all the
cards in the system (Fig. 7-1).

7.5.2 View Details of Card Infromation

Click the “View Details” button = in the “Function editing area” (Fig. 7-1) to open the
window for viewing the details of card information (Fig. 7-8). Users can choose to view
details of a card using the navigation button “BW” and “FW” at the bottom of the window.

Click the “Edit” button < in the “function editing area” to edit the card information in view
(Fig. 7-5).
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Fig. 7-8 View Details of Card Information

7.6 Delete Card(s)
7.6.1 Delete a Card

In the window for Card Setting (Fig. 7-1), select the card to be deleted, and click the “Delete”

button in the “Function editing area”. A dialog box will be shown to prompt users to
confirm the deletion. Click “Yes” to delete the card and another dialog box will be shown to
confirm that the deletion is successful. Otherwise, click “Cancel” to exit.

7.6.2 Delete All Cards

In the window for Card Setting (Fig. 7-1), click the “Delete All” "# button in the “Function
editing area”. A dialog box will be shown to prompt users to confirm the deletion. Click
“Yes” to delete all cards and another dialog box will be shown to confirm that the deletion is
successful. The number of deleted cards will also be shown. Otherwise, click “Cancel” to
exit.

7.7 Download Card Information

1) Download one card to multiple controllers
During the process of downloading, if any controller cannot be found, the system will show a
pop-up window as below. Click “Yes” and the system will continue to download the card
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information to other controllers. Click “Cancel” and the system will cancel the operation. The
card information will not be downloaded to other controllers.

Sy=ztem Information

'E Timeout when connecting to controller. Do you want to continue?
z Comtroller Address: 0854

| Betry | | Cancel |

Fig. 7-9 Download one card to multiple controllers: Timeout Warning

2) Download multiple cards to one controller
During the process of downloading, if that controller cannot be found, the system will show a
pop-up window as below. Click “Retry” and the system will try to reconnect to the controller.
Otherwise, click “Cancel” and the remaining card information will not be downloaded to the
controller.

System Information

'E Timeout when conmecting to controller. Do you want to continue?
2 Controller Address:0554

| Betry | | Cancel |

Fig. 7-10 Download multiple cards to one controller: Timeout Warning

3) Download multiple cards to multiple controllers
During the process of downloading, if any controller cannot be found, the system will show a
pop-up window as below. Click “Cancel” to cancel the download and remaining cards will
not be downloaded. Click “Retry” and the system will try to reconnect to the controller. Click
“Ignore” and the system will continue to download the card information to other controllers.

System Information

'E Timeout when connecting to contreller. Do you want to continue?
< Controller Address:0854

| Abort | | Retry | | Igmore |

Fig. 7-11 Download multiple cards to multiple controllers: Timeout Warning

7.8 Search Card
7.8.1 Basic Search
In the “search tool bar”, select search field from card number, card Index, employee number,

employee name and access group and enter the search criteria in the “keyword” text box.

Click the “Search” button | 2 | to start searching. If there are cards matching the search
criteria, they will be shown in the card list (Fig. 7-12).
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Note: The search function here is exact match. If one needs complex or ‘fuzzy’ searches for
multiple search fields, please use the “Advanced Search” function (Refer to section 7.8.2 for
details).
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Fig. 7-12 Search Card

7.8.2 Advanced Search

Click “Advanced Search” | % | in the “searching toolbar” to open the window for advanced
search (Fig. 7-13). Fill in the search criteria, and click “Search” @ to start searching.
If there are cards matching the search criteria, they will be shown in the card list. When
finished, click “Close” ‘ﬁ/

to return to the “Card Setting” window.
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Advanced Huery

Search Criteria: Buery eriterial Keyword:

= -] | [paatum |

Card Index i BR)
Employee Ho Telete
Full Hame \—/
hecess Group
First Card

Fazzword Status
Defended Effective

Card Fumber

Enable APE

Enable Card

Enable Fingerprint Query
Administrator \—/
Card Expiration | Close |

Expire on

Fig. 7-13 Advanced Search

Search criteria: the name of search items, including card Index, card number, employee
number, employee name, access group, Card Enabled, First Card, Arm Enabled, APB
Enabled, Card Expiration, PIN Enabled, Administrator and Fingerprint Enabled..

Condition: the matching condition to the search criteria, such as “=" (equal), “<>” (not equal),
“>” (greater than), “>=" (greater than or equal”, “<” (less than”, “<=" (less than or equal),
“includes (in any position)” “includes (starts with)”, “includes (ends with)”.

Keywords: enter or select the search criteria that match the search condition. For example, if
the search field is “First Card Enabled” and “Card Enabled”, users can select “enabled” or
“disabled” from the keywords text box (Fig. 7-14). enabled

hdwaneed Query

Search Criteria: Huery criteria: Kepword:

First Card E|||= E| - |Add(AH]JJ |

Inwalid

Valid hdd (OR]
Delate

HQuersy

| Cloze

Fig. 7-14 Search Criteria: Keywords for “First Card Enabled”

Add (and): search for cards that match all conditions in two or more search fields.
Add (or): search for cards that match any of the conditions in two or more search fields.
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Delete: Select the search condition in the search field list, click “Delete” | Delete | to delete
the selected search field.

7.9 Refresh Card Information

Click “Refresh” =20 in the “search tool bar” to show the current card list.

7.10 Export Card Information

Click “Export” L& | in the “search tool bar”, a dialog box showing “Card Exporting
Format” will pop up. User can choose whether to keep the card format to be the same as in
the Software. If user wants to keep the card format, check the box “Keep card format”. User
can also choose to export the card in a desired format. For example, user can choose to export
the cards in hexadecimal format by choose export format “HHH...”

Exporting format of the cards Setting

Keep the cards format same as in the software.

Exporting format: | |

Card Hunber: II:-:IIIIIIFFFFFF |

—

Fig. 7-15 Exporting Format of Cards Setting

After selecting the export format, click “Yes” and a dialog box will pop up to show that the
card information has been exported as an Excel file. When finished exporting, another dialog
box will pop up to ask whether to open the file.

7.11 Print Card Information

Click “Print” |43 | in the “search tool bar” to open the window for printing card information
(Fig. 7-16). The menu bar includes: export, print, refresh, switch node, go to the first page, go
to last page, go to next page, go to the last page, go to page, close, search text, zoom in/out
etc.
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Fig. 7-16 Print Card Information
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8 Data Communication with Controllers
8.1 Upload Data to Computer
Click “Access Control Management” =» “Data Communication”, and select “Upload data to

Computer” from the drop-down menu to open the window for uploading data to computer
(Fig. 8-1).

| Current Bodole: Upload Data To Computer

Contrel. .. Type
[[] oas4 ELASSY
[] oasz ELAZSY
[] oass ELAZSY

DEontroller Setting

[[] oaos ELAZZX []Card Setting

[[] oamzas ELASZY

|:| 0256 EFC-II DUpload Fingerprint
[C] ooo4 EFC-Lift

[] oo11 EFC-Lift

[] =9e ELA390/ERCE90

[] ooos  EFC-II il Save

Fig. 8-1 Upload Data to computer

This operation is to upload controller-stored data, including controller setting, card setting
and fingerprint information, from the controller(s) to the management computer. Select the
controller from the controller list on the left, and then select the data to be uploaded on the

right. Click “Save” s | apda dialog box reporting “Operation succeeded” will pop up
to confirm the uploading is complete.

Controller Setting: includes door setting, reader setting, arm zone and APB setting, alarm
output setting, alarm output time setting and system setting etc. If the controller already exists
in the system, the current setting in the Software will be replaced. The operation is the same
as in section 5.25.2 “Search and Save”.

Card Setting: If a card already exists in the system, the current setting in the Software will
not be overwritten. If the controller is a fingerprint controller and the card has been assigned
to a cardholder, the fingerprint information will be uploaded. The cardholder’s fingerprint
information and fingerprint type (“unknown type”) will be updated in the Software. This
operation is the same as the second method of acquiring fingerprint information as described
in section 4.2.2.1. If a card does not exist in the system, the card will be registered to the

134



Flex II Software

Software automatically. The default access group is “Full Granted”; the default PIN is
“000000’; the default setting for “First Card Enabled” and “Card Enabled” is enabled; the
default card index is the same as card number; the default valid date is the current time (to the
minute). Even if the controller is a fingerprint controller, because the card has not been
assigned to a cardholder, fingerprint information will not be uploaded.

Acquire fingerprint from controller: this function only applies to fingerprint controllers.
Only when a card exists in the Software, and the card has been assigned to a cardholder, will
the card information stored in the controller be uploaded. The cardholder’s fingerprint
information and fingerprint type (“unknown type”) will be updated in the Software. As
described in the Card Setting above, this function is part of the card setting function. If
multiple fingerprint controllers are selected, the fingerprint information from the last
controller will be the information saved in the Software

8.2 Download Data to Controller

Click “Access Control Management” =» “Data Communication”, and select “Download data
to Controller” from the drop-down menu to open the window for downloading data to
controller (Fig. 8-2).

Corrent Bodole: Jownload Data To Controller

Contral. .. Type
[] oas4 ELASSY
[] oasz ELASSY
[] oasa ELASSY

[[]Controller Setting

DCard Setting

[] oana ELABZX [[]Date Type Setting

[] o828 ELageX

] o258 EFC-TT [JAccess Group Setting
0004 EFC-Lift

O ! [[]Access Door Setting

[] ooit  EFC-Lift

[[] 2983 ELAS90,/EBCS90

[] ooos  EFC-II | Seve

Fig. 8-2 Download Data to Controller

This operation is to download data from the Software, including controller setting, card
setting, date setting, access group setting and door setting etc, to controllers. Select the
controller from the controller list on the left, and then select the data to be downloaded on the

right. Click “Save” | s | anda dialog box reporting “Operation succeeded” will pop up
to confirm the downloading is complete.

Controller Setting: includes door setting, reader setting, arm zone setting, APB setting,
alarm output setting, alarm output time setting and system setting etc.

Card Setting: downloads card settings from the Software to the selected controller. If the
controller is a fingerprint controller, the fingerprint information will be downloaded to the
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controller. Note: downloading card setting to controllers is different than enrolling cards to
the controller. Whether a card is enrolled to a controller is determined by the access group to
which the card belongs. A card is enrolled to a controller only when the access group to
which it belongs is authorized to the controller. Refer to Section 6.4.4 Edit Access Group for
details.

Date Setting: downloads date setting from the Software to the selected controller.

Access Group Setting: downloads access group setting from the Software to the selected
controller.

Door Setting: downloads door setting from the Software to the selected controller.

8.3 Acquire Card and Fingerprint Information from

Controller

If a card is enrolled to a controller and the fingerprint information is set in the controller,
users can acquire card and fingerprint information from the controller by following the steps
below. Fingerprint information is part of card information in the controller, but it is stored
under cardholder information in the Software. To acquire card and fingerprint information:

1. Acquire card information: follow section 8.1 “card setting” to upload card
information from the selected controller

2. Assign cardholders: Assign cardholders to the cards acquired from the controller.
Follow section 7.3 Edit Card Information for details.

3. Acquire fingerprint: follow section 8.1 “Acquire fingerprint from controller” to
upload fingerprint information to the cardholder in the Software.

8.4 Uploading/downloading Error

During uploading or downloading data, if the controller is not connected to the computer, a
dialog box reporting “Timeout connecting controller to computer” will pop up. Check the
communication system to make sure the controller is connected to the computer.

System Information

f} Timeout when connecting to controller. Do wou want to continme?
L) Controller Address:0854

| Betry | | Cancel |

Fig. 8-3 Timeout when connecting to controller

During downloading data to controller, if the maximum number of cards allowed in the
controller has been reached, a dialog box reporting “Fail to download data” will pop up.
Check the cards in the controller and adjust accordingly.
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System Information

1 } The capacity of card to controller is masximuam.
Controller Address:0554

| Abort | | Betry | | Iznore |

Fig. 8-4 Download Data Fail

137



Flex II Software

9 Electronic Map (E-Map) Management
Click “Access Control Management” = “Edit E-Map” to open the window for editing
E-Map (Fig. 9-1).
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Fig. 9-1 Edit Electronic Map

Users can add child maps to an E-map and add links to other maps to show the layout of the
entire area controlled by the System. Users can add controllers, doors, arm zones and fire
alarms on the map to reflect their actual locations. In real-time monitoring mode, the status
of devices will be shown in real time. Users can also exercise remote control over controllers
and door zones in real time monitoring mode.

E-maps can be organized in a three-level menu (excludes the default root node). The default

root node is “EleMap”. Users can rename the default root node. All added E-maps are child
maps of the root node map.
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9.1 Add an E-Map

From the E-map list on the left, select a node as the parent map of the map to be added. Click

-

“Edit” button &) to enter editing mode. Click “Add link of child maps” button"?*', and
type in the name of the new map in the pop-up dialog box (Fig. 9-2). The default name is
“Unknown Name”. Click “Browse” button and select the picture for the map, and then click

“Save”. Child-map link icon @ will be added to the E-map, drag the mouse to
appropriate position and click “Save”. A dialog box reporting “Operation succeeded” will
pop up. The name of any E-map under the same parent map must be unique.

Map Hame:| || Browse. .. |

[ H Sawve l | }( Cancel |

Fig. 9-2 Add E-Map Link

9.2 Add an E-Map link

Select a node from the E-map list on the left, under editing mode, click “Add E-map link”

button |&'|, and select the map to be linked from the drop-down menu. A map-link icon

&9 will be added on the map; drag the icon to the desired position and click “Save”.

This feature is mainly applicable when the map is too large, or covers multiple buildings
and/or floors, and needs to be shown in multiple blocks. For example, if a company has a
large production area that cannot be shown in one map, users can make two separate maps to
represent “factory 1”” and “factory 2” respectively. These two maps can then be linked using
the above method for easy reference.

9.3 Add Devices to an E-map

Devices including controllers, door zones, arm zones and fire alarms can be added to an

E-map. After adding the devices, click “Save” L HEF | and a dialog box reporting
“Operation succeeded” will pop up.
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9.3.1 Add Controllers

Click “Add Controllers” button@, and all controllers in the system will be shown in a

drop-down menu (Fig. 9-3). Select the controller to be added and a controller icon i

will be shown on the upper left corner of the map. Drag the icon to the desired location.

R

Fig. 9-3Add Controllers

9.3.2 Add Doors

Click “Add Doors” button, and all doors in the system will be shown in a drop-down

B
menu (Fig. 9-4). Select the door to be added and a door icon will be shown on the upper
left corner of the map. Drag the icon to the desired location.

Door? (2]

Fig. 9-4 Add Doors

9.3.3 Add ARM Zones

Click “Add ARM Zones” button, and all ARM zones corresponding to controllers other
than Flex II controllers will be shown in a drop-down menu (Fig. 9-5). Select the arm zone to
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be added and an arm zone icon @ will be shown on the upper left corner of the map. Drag
the icon to the desired location.

il
Bl 0354
B ossz »
Bl 0353
B osoE

B 9969 »

CYET =[]

ArmZonel (1)
ArmZone? (2)
hrmZoned (3]
ArmZoned (4)
ArmZones (5)
ArmZoneb (B
ArmZoneT (T)
ArmZones (5]

1

).

Fig. 9-5 Add ARM Zones

9.3.4 Add Alarm Inputs

Click “Add Alarm Inputs” button, and alarm inputs corresponding to Flex II controllers
will be shown in a drop-down menu (Fig. 9-6). Select the alarm inputs to be added and an

alarm input icon ﬂ will be shown on the upper left corner of the map. Drag the icon to the
desired location.

CYE] - [[=]T°)

FireHamel (1]

Al armInputHamel (2]
Ml armInputHame? (3)
MarmInputHame3 (4)
Al armInputHamed (5)

Fig. 9-6 Add Alarm Inputs

9.3.5 Add Alarm Outputs

Click “Add Alarm Outputs” button, and alarm outputs corresponding to Flex II controllers
will be shown in a drop-down menu (Fig. 9-7). Select the alarm outputs to be added and an

alarm output icon ﬂwill be shown on the upper left corner of the map. Drag the icon to
the desired location.
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Fig. 9-7 Add Alarm Outputs

9.3.6 Add Fire Alarms

Click “Add Fire Alarms” button, and all fire alarms in the system will be shown in a

drop-down menu (Fig. 9-8). Select the fire alarms to be added and a fire alarm icon
will be shown on the upper left corner of the map. Drag the icon to the desired location.

ClEE]o ]

Fig. 9-8 Add Fire Alarms

9.4 Edit an E-Map

Select the map to be added from the E-map list on the left.
Edit name and picture file of an E-map

In editing mode, enter the name in the “Map Name” text box. Click the “Browse” button and
select a picture file from the picture selection dialog. The system supported picture formats
are BMP, JPG, GIF, ICO, and PNG. The maximum size of the image is 2048 * 1536. After
selection, click “Save” to finish editing. Map names under the same parent map must be
unique.

Map Hame: |EverFocus || Browse. .. | @@@@@@

[ g Save [ X Cancel | |Haximum dimension of pietwre 2045%1538 i

Fig. 9-9 Select E-map picture file
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Remove icons from E-map

In editing mode, select the icon to be removed on the map, and then select “Remove” from
the right-click menu (Fig. 9-10). Click “Save” when finished editing.

Map Hane: [Everfocus [ Browse ] @@

eeeee

Fig. 9-10 Remove icons from an E-map

Note: When removing a link to a child map, the child map will be deleted. If the child map is
a parent to its own child map, the link cannot be removed. If the child map does not refer to
any child map, the link can be removed. At the same time, any link to the deleted map on
other maps will be removed as well. Other icons such as controllers, doors, arm zones, fire
alarms and links can be removed directly. Removing a link to a map that is a child of another
map does not affect the linked map. For example, for map A and map B, map A contains
child maps C and D. Map B has a link to map C. When editing map A, removing the link to
map C will delete map C. Meanwhile, the link to map C on map B will be removed as well,
because map C no longer exists. Please use care when taking steps that will delete files as
well as links..

9.5 Delete an E-map

Select the map to be deleted from the map list on the left, click “Delete” button ~ in the
function editing area and a dialog box will pop up to prompt users to confirm the deletion
Note: Deleting a map will delete all icons on the map. Links on other maps that connect to
the deleted map will be removed as well. A map that contains child maps cannot be deleted.
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Chapter
10 Event Report

Event report is used to record all events in the system. Click “Access Control Management”
=> “Event Report” to open the window for event report (Fig. 10-1).
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Fig. 10-1 Event Report

10.1 View Event Report

Select the event type from the event type list, click “Search” @ button and all events
of the selected type will be shown in the event list below. If multiple event types are selected,
only search criteria shared by the selected event type will be shown in the resulted event list.

10.2 Sort Event Report

Click the title of a row at the top of the event list, and the displayed results will be sorted in
ascending or descending order based on the selected item.
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Fig. 10-2 Sort Event Report

10.3 Search Event Report

Event reports contain event types and other search criteria.
There are 5 event types: access granted, access denied, operation record, alarm report and

system record.

10.3.1

Toor Location

Type of Entry/Exit Card Fumber

In Ox=0041CE41
In Ox0041CE41
In Ox0041CE41
In Ox0041CE41
In Ox0041CE41
In Ox0041CE41
In Ox0041CE41

Search Criteria for Each Event Type

Search criteria are different for each event type. For access granted, the search criteria are:
event date/time, cardholder name, controller address, Door No., Door Location, Entry/Exit
type and card number, as shown in the figure below:

Event Type List

hecess Granted
|:| heceszs Jlenied
|:| Operation Record
|:| Alarm Becard

[[] System Record

Select Fields to Show:

DatefTime, Full Hame, Enntu

Search Criterial
Query criterial

Eeyword:

Date/Time

Full Fame
Controller Address
Door Ho.

Daor Location
Type of Entry Exit
Card Humber

=

For access denied, the search criteria are: event date/time, cardholder name, controller
address, Door No., Entry/Exit type, illegal event and card number, as shown in the figure

below:

Event Type List

|:| Aeocess Granted

Select Fields to Show:

Date/Time, Full Hame, Cnntu

Aooess Dlenied
[] Operation Record
[] Alarm Record
D Swstem BRecord

Search Criteria;
Query criteria:

Eeyword:

Date/Time

Full Hame
Controller Address
Dloor Ha.

Door Location
Type of Entry/Exit
I1llegzal Ewent

Card Humber

[
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For operation record, the search criteria are: event date/time, operator name, controller

address, door No., door location and event, as shown in the figure below:

Event Type List

I:l hecess Granted
I:l hecess Denied
Operation Record
I:l blarm BRecord

I:l Sy=tem Record

Select Fields to Show:

Date/Time, Operator, Cnntru

Search Criteria:
Huery criteria:

Keyword:

For alarm record, the search criteria are: event date/time,
event type, as shown in the figure below:

Date/Time I
Operator
Controller fddress
Daor Ho.

Door Location

Event

T

controller address, ARM No. and

Ewvent Type Lizt

|:| Access Granted

Select Fields to Show:

Date/Time, Controller Adu

|:| fecess Denied
|:| Operation Record
Alarm BRecord
I:' System Record

For system record, the search criteria are: event date/time, controller address and event type,

as shown in figure below:

Search Criteria:
Query criteria:

Eeyword:

Date/Time
Controller Address
Arm Ho.

Ewent

Event Type Lizt

|:| heoecess Granted

Select Fields to Show:

DatefTime, Controller ﬁuilll

[] Acecess Denied
|:| Operation Record
[[] Alarm Record
Swstem Record

Search Criteria:
Huery criteria:

Keyword:

10.3.2 Search Condition

Search conditions are different for each search criteria. For event time, the search conditions
include: “=" (equal), “<>" (not equal), “>" (greater than), “>=" (greater than or equal”, “<”

(less than”, “<=" (less than or equal), as shown below:
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Select Fields to Show: [DatefTime, Controller Addis

4

Search Criteria; |Date/Time

EXJER

Query criterial |= | hdd (AHD)
Keyword: [ Add (OR)
} F—
-
1
<=

Deleta |

For cardholder name, the search conditions include: “=" (equal), “<>” (not equal), “>”
(greater than), “>=" (greater than or equal”, “<” (less than”, “<=" (less than or equal),
includes (in any position), includes (starts with), and includes (ends with), as shown below:

Select Fields to Show: |Date/Time, Full Hame, Contji|| -

Search Criteria; |[Full Hame

& [

Query criteria:

hdd (AHT)

Eevword: 75 |A-:1-:1|:|:|R:| |
} —
e
<
<=

Include [(angwhere)

Include (starts with) lelete

= Includ ds with —
l .H_% Cuery li’r? Refreshl ...nit.l EIEEIL s with)

i

Search conditions for controller address, door No, In/Out type are the same as “Event Time”;
search conditions for illegal events, card number and events are the same as “Cardholder
Name”.

10.3.3 Search for Single Event Type

Steps to search for single event type:
a) Select the event type from the event type list on the left
b) Select display items and search criteria. If multiple criteria are needed, click “Add

(Andy” MWD ] or «Add (Or)” @I to add additional search criteria to the
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search box. To delete a search criteria, check the box next to the search criteria, and
click “Delete” | P22 | o delete the checked search criteria.

c) After selecting all search criteria, click “Search” |ﬂl, events that satisfy the
search criteria will be shown in the event list.

10.3.4 Search for Multiple Event Types

Steps to search for multiple event types:

a) Select (check) multiple event types from the event type list on the left

b) The system will automatically show the search criteria shared by the selected event
type. Selected search criteria and use “Add (Add)” [ AA0T) | (e ] (or)” ety
to add additional search criteria.

c) After selecting all search criteria, click “Search” M, events that satisfy the
search criteria will be shown in the event list.

10.4 Refresh Event Report
Click “Refresh” ¥ B&=|  fresh Event Report window will be populated, including the

most recent events. All previously selected event types and event search criteria will be
cleared. This operation is used to reset data.

10.5 Export Event Report
Event report can be exported in EXCEL file format. Click “Export” |5 Bart | 4 save the

file. After the file is saved, the system will prompt to ask whether to open the file. If the user
wants to view the file, click “Yes”.
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Chapter

11 Device Control
11.1 Resources List

The resources list is located at the lower left of the main window (Fig. 11-1). The resources
list contains real time information about all controllers and their attached devices in the
system. Users can remotely operate controllers and doors including remote set/reset alarm,
remote arm/disarm, remote unlock door, remote open/close/reset exterior area etc.

A---- 0a05
: []' Toorl (1)
[]' DaorZ (2]
: []' Toor3 (3)
L []' Doord (4]

Fig. 11-1 Resources List

To show information about a controller, place mouse over the controller and a pop-up
window will appear, as shown below:
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Device List *

in 461

Controller Address:0808

Type: ELASZR

Door Mumber: 4
Reader Mumbet: §
Arm Zone/&larm Inputs
Mumber: &

Status: online

Fig. 11-2 Controller Information

11.2 Remote Set/Reset Alarm

In special circumstances, operators can remotely cause a controller to generate an alarm; for
example, to warn other people in an area of an emergency situation.

Reset alarm is used to turn off al/l outputs, including alarm outputs, door-unlock control and
door sensor outputs related to controller output relays (different types of controllers have
different numbers of outputs). When a controller receives an alarm input, which can be
generated if a door sensor detects unusual door opening or if there is an external alarm input,
the controller will trigger the output relay to activate external alarm output devices and/or
unlock doors. This controller operation depends on alarm settings (no door sensor setting is
needed as door sensor detection is directly related to the door sensor output relay). When an
alarm 1is reset, all output relays reset to turn off external alarm output devices and/or
door-unlock control.

Right click on the icon for the controller to be operated, select “Remote Set Alarm” or
“Remote Reset Alarm”, as shown below:

Device List -3

[ =
i [ 0852
i [ 0658

‘.... 0303

0 Doeriil)
ToorZ (2]
Toors (3)
[ []< Toord (4]

- (B 0828

Remote Trigger Alarm
Remote Reset Alarm
Eemote frm

Eemote Dizarm

Unloclk A1l Exterior Doors
Lock 411 Exterior Doors

T

EELEDS

Fig. 11-3 Remote Set/Reset Alarm
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11.3 Remote ARM/disarm

Remote arm/disarm is used to remotely enable/disable an ARM zone to change it’s
arm/disarm setting.

Right click on the icon for the controller to be operated, select “Remote ARM” or “Remote
Disarm” as shown below:

Dewice List &

|- [ 0854
[ = =
(- [ 0858
1~ [ 0808
- [ 0828
[
[
|

. [ 0256
- [E D004
- [ 0011

Al

ﬁ Bemote Trigzer Alarm
.E Bemote Reset Alarm
% Bemote frm

% Bemote Disarm

Fig. 11-4 Remote Arm/Disarm

11.4 Remote Open Door

Users can remotely open a door through the Software. Remote operation is necessary as the
doors controlled by the Software are often at a long distance from the management computer.
Remote open door can be used in several ways. For example, in the situation that a
cardholder or visitor’s identity needs to be verified before a door can be opened, managers
can verify the cardholder’s identity through closed circuit TV monitoring devices, and then
remotely open the door once they are satisfied. Right click on the icon for the door to be
operated, and select “Remote Open Door” as shown in below:

Device List &

AE 9969
l:.: T 1017
ﬂ Remote Unlock Door

E Eemote Laock Door
i

Fig. 11-5 Remote Open Door
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Note: After a door is opened remotely, the door will be in a state of card permission access.
This is different from a forced door open. EFC II controllers cannot be remotely controlled
during a fire alarm condition; and the system returns operation timeouts

11.5 Remote Lock/Unlock Exterior Area

Users can remotely lock/unlock exterior areas on special occasions. For example, users can
remotely lock all exterior areas if an intruder enters, or unlock all exterior areas in the event
of a fire alarm. The doors can be reset to normal card permission access after the emergency
condition no longer exists. Right click on the doors that need to be operated, select “Unlock
All Exterior Doors” or “Lock All Exterior Doors”. To reset doors to normal card permission
access, select “Reset”, as shown below:

Device List E3

- (B 0854
- (B 0852
- B 085G
AE 0503

b [0 Toor1 (13

o

Femote Trigger Alarm
Remote Reset Alarm

Remote Arm

Eemote Disarm

Unloclk A11 Exterior Doors
Lock 411 Exterior Doors

)

BELEDS

Fig. 11-6 Remote Unlock/Lock exterior area

Note: This operation is only applicable to Flex I series controllers that support exterior area
operation.

152



Flex II Software

Chapter

12 Attendance Management
12.1 Holiday Setting

Click “Attendance Management” =» “Holiday Setting” to open the window for holiday
setting (Fig. 12-1).

Database Management Real-time Monitoring  Option ~

Aftendance Report ~

»
r Y Y VNV e

' '

| Mtendunes Tope l:l epar tment Sunday Monday Tuesday Yednesday Thursday Friday Saturdey |

- 1 & 7 )

o) 21 8 30 2 3 Eemark: » verFocus Holiday fork day Work day Work day Work day Work day Heliday 1

'

'

'

4 ¢ 5 68 7 & 910
B s s ad e G i rFocusiED Tollow parent department setting Follow par... Follow par... Follew par... Follow par .. Follow par. .. Follow par

43 18 19 20 21 22 23 24
44 25 76 27 28 239 30 31

1
'

'

'

'

1

'

H rFocus\RD\Softrarel Follow parent dspartment setting
'

tllssl 1+ 2 3 4 s & 7 Save ) Cancel

'

1

'

'

'

'

1

'

1

'

Follow par. .. Follow par... Follow par... Follow par. .. Follow par .. Follor par

'
'
'
+
'
'
' +Focus\RD\Sof twareZ Follow parent department sebting Follow par... Follow par... Follow par... Follow par... Follow par... Follow par...!
: '
' rFocus\Sales Tollow parent department setting Follow par... Follow par... Follow par... Follow par... Follew par... Follow par...!
‘ Tate i Renark ' '
' rFocus\Sales\SHA  Follow parent depertment setting  Follew par... Follew per... Follow par... Follow per... Follow par... Follow par...!
2009-04-01 Holiday H y
05 oL day H ¥
2009:05:01 ol e 1 wrFocusiSales\SIN  Follow parent dspartment setting Follow par Follow par. Follow par. Follow par Follow par... Follow par.. .|
» 2009-10-01 Holiday H +

+TocusiSales\SWZ  Follow parent department setting Follor par... Follow par... Follow par... Follow par... Follow par .. Follow par

»TocusiSales\WJN  Follow parent department setting Follow par... Follow par... Follow par... Follow par... Follow par .. Follow par

rFocusiBeijing Follow parent department setting Follow par... Follow par... Follew par... Follow par... Fellow par... Fellow par..

i t 3
i t 5
T, t &
T v e
T. ¢ e

erfocusiSales\BJN  Follow parent department setting Follow par... Follow par... Follew par... Follow par .. Follow par... Follow par
i t 5
i t z
7. t &

T. 4 e
T, t e

wForusi\Shenzhen  Follow pavent department setting Follow par... Follew par.. . Follow par... Follow par . Follow par. . Follow par

HMErE ISR RE | L [\

Control Fanel

AR AR A B

Fig. 2-1 oliday Setting

There are two parts in holiday setting in the Software: the first part is to set workdays and
weekends during each week for every department (right panel), and the second part is to set
special holidays for every department (left panel). The second part (special holiday setting)
has higher priority than the first part (regular holiday setting). For example, if Thursday,
April 2" is set as a workday in the first part and a holiday in the second part, it is treated as a
holiday. The default setting for the first part is: Monday to Friday is workdays and Saturday
and Sunday are weekends (holidays).

Holiday setting priority: child department > department > company. The holiday setting in
the company is the overall setting. If the setting is different for a department, the department
setting is used for attendance management.

In the above figure, The company “Everfocus” Monday to Friday is set as workdays and
Saturday and Sunday as weekend (holiday) days (the system default setting). Three
departments, Research and Development, Production Group A and Production Group B set
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Saturday as a workday. Based on the rule “department > company”, for Research and
Development, Production Group A and Production Group B, Monday to Saturday are
workdays. All other departments follow the company’s setting in which Monday to Friday
are workdays, and Saturday and Sunday are ‘holidays’ (non working days).

12.1.1 Department Week Holiday Setting

L
‘ Department | Sunday Monday Tue=zday Wedne=zday Thur=day Friday Saturday
EverFacus Holiday York day York day Work day York day Work day Holiday
3 EverFocushED , |Z| Follow pa .. Follow pa... Follew p... Follow pa .. Follow pa. .. Follow pa. ..
EverFacus. . . Follow pa. .. Follow pa... Follow p... Follow pa .. Follow pa .. Follow pa. ..
Holiday
EverFocus. .. |y 01, day Follow pa... Follow pa... Follow p... Follow pa... Follow pa. .. Follow pa...

EverFacus. .. Follow p... Follaw pa .. Follaw pa ... Follow p... Follow pa .. Follow pa .. Follow pa. ..
EverFocus. .. Follow p... Follew pa. .. Fellow pa... Follew p... Fellow pa... Follow pa. .. Follow pa ..
EverFocus. .. Follow p... Follow pa .. Follow pa... Follow p... Follow pa .. Follow pa .. Follow pa. ..
EverFaocus. .. Follow p... Follow pa... Follow pa... Follow p... Follow pa... Follow pa. .. Follow pa...
EverFocus. .. Follow p... Follew pa .. Follow pa... Follow p... Follow pa. .. Follow pa. .. Follow pa. ..
EverFacus. .. Follow p... Follaw pa .. Follaw pa ... Follow p... Follow pa .. Follow pa .. Follow pa. ..
EverFocus. .. Follow p... Follew pa .. Follow pa... Follow p... Follow pa... Follow pa. .. Follow pa...

EverFaocus. .. Follow p... Follaw pa .. Follaw pa .. Follow p Follow pa. .. Follaw pa .. Follow pa. ..

Fig. 12-2 Department Week Holiday Setting

In the above figure, below the yellow bar one sees the overall holiday setting for the company.
To change the holiday setting for a department, highlight the cell for that Department and day,
then select from “default”, “workday” and “holiday” from the drop-down menu for each day
of the week.

12.1.2 Department Special Holiday Setting

i 2009
! R L ! ' Attendance Type: |
H— = =M & &
14 =29 50 =1 2 3 4 Bemarl:
15 5 & T & 9 10 1
i 12 13 14 15 16 1T 18
1T 19 20 21 22 23 24 25
15 26 2T 28 29 30 1 2
2 4 5 B T & 1 = Sawe /% Cancel
‘ Date Attendance Type Remarlk
b 2009-04-01 Holiday
2009-05-01 Holiday
2009-10-01 Holiday

Fig. 12-3 Special Holiday Setting for current department
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The section above is to set the routine work week and weekend days off (holiday for each
department, while this section is to set special holidays for each department.

12.1.3 Add a Holiday

Select “EverFocus” from the department list. This row is used for company setting. Click the
“Add” button ¥ in the “function editing area” (the icons in & = 2 represent
add, edit, delete and delete all respectively from left to right). Select a Year, Month and Date
from the calendar on the left (Fig. 12-4). Click “forward” * or “backward” '* button
besides “year” and “month” to select year and month, and click the date in the field to select a
date. The selected date will be highlighted in yellow. Click “Attendance type” on the right
and select “holiday” from the drop-down menu. Users can enter remarks in the remark field,

such as “National Holiday” (Fig. 12-5). When finished, click the “save” button |l Seve |
and a dialog box reporting “Operation succeeded” will pop up. The setting of October, I’
2009 as a company holiday for EverFocus is now complete.

1 MA o4 2009
H — = = MM &
4 29 30 3l z 3 4
15 5 B T & 9 10 11
1 12 13 14 15 16 1T 15

1T 19 20 21 =22 23 B4 E5
15 26 27 28 29 30 1 &
3 4 5 B T & 4

Fig. 12-4 Holiday Setting: Date Selection

Attendance Type: |Holiday LZJ
Holiday
E k:
S Horle day

| H Save | X Cancel |

Fig. 12-5 Holiday Setting: Attendance Type

12.1.4 Edit a Holiday

To edit a holiday for a department, select the department and the date to be edited, click the

“Edit” button 4 . User can edit date selection, attendance type and remarks. When finished,

click “Save” button | = 5= | and 2 dialog box reporting “Operation succeeded” will pop
up.
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12.1.5 Delete Holiday(s)

To delete holiday(s) for a department, select the holiday or use the “Ctrl” key on the

keyboard to select multiple holidays, and click the “Delete” *= button. A dialog box will be
shown to prompt users to confirm the deletion. Click “Yes” to delete the holiday(s) and
another dialog box reporting “Operation succeeded” will be shown.

To delete all holidays for a department, select the department and click “Delete All”

button . A dialog box will be shown to prompt users to confirm the deletion. Click “Yes”
to delete all holidays and another dialog box reporting “Operation succeeded” will be shown.

12.2 Event Management
12.2.1 No-Access-Attendance Enroliment

If an employee cannot swipe their card due to business travel or other reasons, a
“no-access-attendance” event should be recorded to reflect the actual attendance. Click
“Attendance Management” =» “Event Management”, and select “No-Access-Attendance
Enrollment” from the drop-down menu to open the window for no-access-attendance
enrollment (Fig. 12-6).

BEEdpLETss- 88 5 @ - Everhccess Flex II Software - B X

Card Holder Management Access Control Management Attendance Management Database Management Real-fime Monitoring  Option ~ UlStyle ~ @

(™ K

Basic Management

|jome. | Holiday Sefting ....5 Aflendance Exemption - | | Atendance Report -
[ 3 e G N f2r op =)
ENIRSC AP Ll RS X
Coztuolyiel “ || Current Module: ittendsnce with no access —~— S
Electrical Map % T
| = -
4 EverF e ]
. <
]
o [5) Shenchen2 . !
B BrToms| | Department :
e | :
! 1
I
Save X Cancel 5
‘ Enployee Ho Full Fame e et Fagn am Tare R
» £-001 Thonas LU ED 03-07-13 03:58
+£-002 Lizs Tang ED 09-07-13 09:59
«£-003 Keary ED\Softwarel 08-07-14 10:00
Device List P
- 0854
[ =
- 0853 . _ _
=g Search Criteria: [Enpleyes Bo [+ Q@4 [E[&] EAERAEREN  roosie 2 [
L [@ Do
- [ 0028
[ = ==
- [E 0004
- 0011
- 9969
- 0008

2009-T-15 10:00° 48 [“ErzIish | 2.5 090505 Releaze .-

Fig. 12-6 No-access-attendance Enrollment
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12.2.1.1 Add a No-Access-Attendance enrollment

Click the “Add” button ‘¥ in the “function editing area” (Fig. 12-6), and the window for
no-access-attendance enrollment will be shown (Fig. 12-7).

\!:I Employee Ho: Full Fame: |E
3 Department: El@

Sign in Time: (09 - 07 - 15 10 : 0Z E

Remarlk:

| H Sawve I >< Cancel |

Fig. 12-7 Add a No-Access-Attendance

< Search by employee’s information
Check the button ® in front of “employee number”, and enter the employee number and/or

employee name in the related field. Click “search employee” button' 2. If the employee
cannot be found based on the search criteria, the system will return “employee not found or
incomplete information”. Check to make sure the information entered is correct. When found,
employee number and name will be shown in their respective fields.

Note: When an employee is found, the employee number and name will be shown in the
related field. Editing the employee number and/or name without clicking the “search
employee’ button will not affect the change result. In other words, the system will show the
results of the last click of “search employee” button. This rule also applies to search function
under other functional modules in the Software.

<> Search by a employee’s department
Check the button *® in front of “department”, and select a department from the drop down

menu, and then click “search employees by department” button 2. A dialog box showing
the employee list of the selected department and its child departments will pop up. Double
click an employee or click on an employee and then click close to close the window. The
employee number and name will be shown in the related text field. Users can only select one
employee at a time from the employee list dialog box.

Note: If the ® button on the line with ‘Department’ is not checked, clicking 4] will not
perform the task. This rule also applies to all types of functions under other modules in the
Software.

Edit Attendance Time: click on the item in the time field to be edited, enter the new time

from the keyboard or by using the up-and-down buttons = on the right to choose a time.

When finished, click “Save” Ll s | o the right and a dialog box reporting “Operation
succeeded” will pop up.
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12.2.1.2 Edit a No-Access-Attendance Enrollment

Select the no-access-attendance to be edited, click the “Edit” button = to edit the time

and/or remarks. When finished, click “Save” button | s | and a dialog box reporting
“Operation succeeded” will pop up.

12.2.1.3 Delete No-Access-Attendance Enrollment(s)

< Delete specific no-access-attendance enrollment(s)
Select one no-access-attendance enrollment from the list, or drag the mouse across multiple
adjacent enrollments, or use the “Ctrl” key on the keyboard to select nonadjacent enrollments.

After selecting the enrollments to be deleted, click the “Delete” *= button in the “Function
editing area”. A dialog box will pop up to prompt users to confirm the deletion. Click “Yes”
to delete the enrollment(s) and another dialog box reporting “Operation Succeeded” will pop
up. Otherwise, click “Cancel” to exit.

<> Delete all no-access-attendance enrollments

-

Click the “Delete All” "# button in the “Function editing area”. A dialog box will pop up to
prompt users to confirm the deletion. Click “Yes” to delete all no-access-attendance
enrollments and another dialog box reporting “Operation Succeeded” will pop up. The
number of the enrollments deleted will also be shown. Otherwise, click “Cancel” to exit.

12.2.1.4 Search No-Access-Attendance Enrollments

Users can search, export and print no-access-attendance enrollments using the search tool bar
located at the bottom of the window (Fig. 12-8).

’Empl oyee o
Full Hame

Department

Search Criteria: [[Enployes Ho _EJ lQ|®]| 4 |@E]|&]|

Fig. 12-8 Search, Export and Print No-Access-Attendance Enrollments

There are 3 search criteria for no-access-attendance enrollments. Select a search criterion
from the drop-down menu and enter related keywords. This quick search function does not
support inexact or ‘wildcard’ search. See Advanced Search below for those capabilities. Click

“Search” button | 4 | and the employee’s enrollment records will be shown on the event list
in the middle.

12.2.1.5 Advanced Search of No-Access-Attendance Enrollments

To search by multiple search criteria, click “Advanced Search” LR to open the window
for advanced search (Fig. 12-9).
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Advanced Huery

Search Criteria: Query criterial Keyword:

El |= E||| | |Add (AHD) |
B AAGE)
Full ¥ e—
Sign i:m;ime Delete

Remark

[fep

Fig. 12-9 Advanced Search

Search criteria: the name of search items, including department name, employee number,
name and attendance time.

Condition: the matching condition to the search criteria, such as “=" (equal), “<>” (not
equal), “>" (greater than), “>=" (greater than or equal”, “<” (less than”, “<=" (less than or
equal), “includes (in any position)” “includes (starts with)”, “includes (ends with)”.

Keywords: enter or select the contents that match the search criteria.

Add (and): search for enrollments that match all conditions in two or more search criteria.
Add (or): search for enrollments that match any of the conditions in two or more search
criteria.

Delete: to delete the search condition in the searching criteria list. Check the search criteria to
be deleted and click “Delete”.

Click on the selection box of search criteria and condition, and select the search criteria and
condition from the drop-down menu. Enter keywords matching the search criteria. Then click
“Add (and)” or “Add (or)” on the right to add additional search criteria. The search criteria

will be listed on the box at the lower left. Click “Search” | Gnery | and enrollments that
satisfy the search criteria will be shown in the event list. To delete search criteria, check the
box before the search criteria, and click “Delete”.

12.2.1.6 Refresh No-Access-Attendance Enrollments

Click “Refresh” |“_?| in the “search tool bar” to show the current no-access-attendance
enrollment list.

12.2.1.7 Export No-Access-Attendance Enrollments

Click “Export” %3 | in the “search tool bar”, a dialog box will pop up to show that the
employee information is being exported as an Excel file. When finished exporting, another
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dialog box will pop up to ask whether to open the file. Click “Yes” to view the file, otherwise,
click “No”.

12.2.1.8 Print No-Access-Attendance Enrollments

Click “Print” | %8| in the “search tool bar” to open the window for printing
no-access-attendance enrollments (Fig. 12-10). The menu bar includes: export, print, refresh,
switch node, go to the first page, go to last page, go to next page, go to the last page, go to
page, close, search text, zoom in/out etc.

FEE
~
Attendance with no access
Employee Ho Full Name Department Sign in Time Remark

ef-001 Thomas LT FD 2008-07-1302:58

ef-002 Lisa Tang RD 2009-07-1309:59

ef-003 Keary EInSoftwarel 2009-07-14 10:00

ef-005 WilliamPan Sales\5HA 2008-07-1510:0%9
ot

A | ¥
EREEEE EWE 1 SERTRE: 100%

Fig. 12-10 Print No-Access-Attendance Enrollments

12.2.2 Overtime Enrollment
Click “Attendance Management” =2 “Event Management”, and select “Overtime

Enrollment” from the drop-down menu to open the window for overtime enrollment (Fig.
12-11).

160



Flex II Software

™ L Ke

-

PN Everhccess Flex IT Software O X
@

Basic Management d Holder Management ontrol Management | Aflendance Management | Database Management Real-ime Monitoring Option - Ul Style ~

.- Holiday Setting , Atendance Exemption ~ | Atendance Report -

INEEE L B Lhhe g4 X

Control Panel “ || Current Module: Overtine Enrol ~—— S
Elactrical Map EY H D —
= =
4[5 EverF Al
[ EverFocus ——— ]
' yZ g
o[ Shenzherz 1 0
' -
W~y Depatnant :
I
! 1
: S — :
' '
'
' ] Save ¥ Cancel 1
' I
‘ Enployes No Full Fame Departnent Overtime Date/Tine Overtime Hours Renark
» £-001 Thenas LU KD 08-06-15 1
£-005 #illiam Pan Sales\SHA 08-07-13 1
ef-008 Tason Li Beijing 08-07-15 0.5
ef-012 Klen Shenzhen 03-07-15 0.5

Device Ligt ES

' 0354
' 0asz

= Search Criteria: [Boples B0 [1] ([Ala% [2]a] FAFmEEEN s [ 0

b [ Dosr1 1)
DaarZ (2)
Door3(3)

AT VY

L [ Dosrata)
- [E U828
=
- 5 0004
- [ 011
- [ 9969
.- [ 0008

2008-7-15 10

Fig. 12-11 Overtime Record

12.2.2.1 Add Overtime Enrollments

Click the “Add” button ¥ in the “function editing area” to open the window for adding
overtime enrollment (Fig. 12-12). Users can select a department and add overtime
enrollments for all employees in the selected department and its child department.

Corrent Bodole: Overtime Enrol. .. Add

l':l;-:l Emplowvee Ho: | | Full Name: | "E|

CI Department: | |>(|| - ||| @ |
Overtime Date/Time: |D'E| - 07T - 15 HL" Owertime Hours: | u} E|
Remark: | |

[ H Save I x Cancel |

Fig. 12-12 Add Overtime Enrollment(s)

<> Search by employee’s information
Similar as “Add a non-access-attendance enrollment”. Refer to Section 12.2.1.1 for
details.
< Select one or multiple employees from a department
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Check the button *® in front of “department”, and select a department from the drop-down

menu, and then click “search employees by department” button 2. A dialog box showing
the employee list of the selected department and its child departments will pop up (Fig.
12-13). Check the boxes in front of the employees to be added or double click an employee.
Click the title row of employee number will select/deselect all employees.

Note: If no boxes are checked, it will be treated as if all employees are selected from the
department.

Search Employee in the Department...Sales

Full Hame lepartment
William Fan Zales'SHA
Irene Mei Sales

Jeff Huang Sales

Dick Yang SaleshEIN

Tommy Tang SaleshIIN
Cindy Salesh3UE
Liking SaleshSHA
Chair Sales \HIN
Feter SaleshSUZ
Susan Sales
Color Sales
Tulei Sales
Tuba Sales

=
3
L=]
[
L=}
=]

<]

Fig. 12-13 Search Specific Employees

Overtime Date: click on the item to be edited, i.e. click Month if to change month, type in

the date from keyboard or using the up-and-down buttons = to select dates.
Overtime Hours: the minimum value is 0.5 hour and the maximum is 24 hours. Overtime
hours cannot be left empty.

When finished, click “Save” |l s=e | o the right and a dialog box reporting “Operation
succeeded” will pop up.

12.2.2.2 Edit an Overtime Enrollment

Select the overtime enrollment to be edited, click the “Edit” button = to edit the date,

hours and remarks. When finished, click “Save” button s | and a dialog box
reporting “Operation succeeded” will pop up.

12.2.2.3 Delete Overtime Enrollment(s)

< Delete specific overtime enrollment(s)
Select one overtime enrollment from the list, or drag the mouse across multiple adjacent
enrollments, or use the “Ctr]” key on the keyboard to select nonadjacent enrollments. After

selecting the enrollments to be deleted, click the “Delete” button in the “Function editing
area”. A dialog box will pop up to prompt users to confirm the deletion. Click “Yes” to delete
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the enrollment(s) and another dialog box reporting “Operation Succeeded” will pop up.
Otherwise, click “Cancel” to exit.

<~ Delete all overtime enrollments

Click the “Delete All” "# button in the “Function editing area”. A dialog box will pop up to
prompt users to confirm the deletion. Click “Yes” to delete all overtime enrollments and
another dialog box reporting “Operation Succeeded” will pop up. The number of the
enrollments deleted will also be shown. Otherwise, click “Cancel” to exit.

12.2.2.4 Search Overtime Enrollments

Users can search, export and print overtime enrollments using the search tool bar located at
the bottom of the window (Fig. 12-14).

Search Criteria: EmplnyeeHn """"" |Z|

QR |4 |B|& |

Employee Ho
Full Hame

Department

Fig. 12-14 Search, Export and Print Overtime Enrollments

There are 3 search criteria for overtime enrollments. Select a search criterion from the
drop-down menu and enter related keywords. This quick search function does not support
inexact or ‘wildcard’ search. See Advanced Search below for those capabilities. Click the

“Search” button | % | and the employees’ enrollment records will be shown on the event list
in the middle.

12.2.2.5 Advanced Search of Overtime Enrollments

To search by multiple search criteria, click “Advanced Search” LR o open the window
for advanced search (Fig. 12-15).
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Advanced Query

Search Criteria: Query criteria; Eerwword:

Feere |- gl || ddoam) |
ji] ti t

E:iy: Znﬂo Add (OR)
Full ¥

Dvertir::e]]ate,fTime Delete

Owertime Hours

Remarlk

CDuery

!

| Clase |

Fig. 12-15 Advanced Search

Search criteria: the name of search items, including department name, employee number,
name, overtime date, overtime hours and remarks.

Condition: the matching condition to the search criteria, such as “=" (equal), “<>” (not equal),
“>” (greater than), “>=" (greater than or equal”, “<” (less than”, “<=" (less than or equal),

b 1Y

“includes (in any position)” “includes (starts with)”, “includes (ends with)”.

Keywords: enter or select the contents that match the search criteria.

Add (and): search for enrollments that match all conditions in two or more search criteria.
Add (or): search for enrollments that match any of the conditions in two or more search
criteria.

Delete: to delete the search condition in the searching criteria list. Check the search criteria to
be deleted and click “Delete”.

Click on the selection box of search criteria and condition, and select the search criteria and
condition from the drop-down menu. Enter keywords match the search criteria. Then click
“Add (and)” or “Add (or)” on the right to add additional search criteria. The search criteria

will be listed on the box at the lower left. Click “Search” | ®=% | and enrollments that
satisfy the search criteria will be shown in the event list. To delete search criteria, check the
box before the search criteria, and click “Delete”.

12.2.2.6 Refresh Overtime Enrollments

Click “Refresh” 2 in the “search tool bar” to show the current overtime enrollment list.

12.2.2.7 Export Overtime Enrollments

Click “Export” 5@ | in the “search tool bar”, a dialog box will pop up to show that the
employee information is being exported as an Excel file. When finished exporting, another
dialog box will pop up to ask whether to open the file. Click “Yes” to view the file, otherwise,
click “No”.
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12.2.2.8 Print Overtime Enrollments

Click “Print” | % | in the “search tool bar” to open the window for printing overtime
enrollments (Fig. 12-16). The menu bar includes: export, print, refresh, switch node, go to the
first page, go to last page, go to next page, go to the last page, go to page, close, search text,
zoom in/out etc.

~
Overtime Enrol
Employee No Full Name Department Overtime DatefTi Owertime Ho Remark
ef-001 Thomas LIT RD 2008-06-15 1.0
ef-005 WilliamPFan Sales\SHA 2008-07-13 1.0
ef-008 Jazon Li Beijing 2008-07-18 0.5
ef-012 Allen Shenzhen 2008-07-15 0.5
&,
< >
ECTELEHS f=E ) SERUREL: 100%

Fig. 12-16 Print Overtime Enrollments

12.2.3 Time-off Enroliment

Click “Attendance Management” =» “Event Management”, and select “Time-off Enrollment”
from the drop-down menu to open the window for time-off enrollment (Fig. 12-17).
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12.2.3.1 Add a Time-off Enrollment

Click the “Add” button ¥ in the “function editing area” to open the window for overtime
enrollment (Fig. 12-18).

Current Modole: Time Off Envol. .. Add

(O] Employee oo | | Full Hame: | |@
C: Department : | |x||'|||ﬁ

Start: ||:|9 -7 -15 13 : 20 E| End: ||:|9 -aT-16 13 : 20 E|

Hours: | DEl Femark: | |

[ H Save I }( Cancel |
Fig. 12-18 Add Excused Leave Record

< Search by employee’s information
Similar as “Add a non-access-attendance enrollment”. Refer to Section 12.2.1.1 for details.

<> Search by a employee’s department
Similar as “Add a non-access-attendance enrollment”. Refer to Section 12.2.1.1 for details
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Start time/End time: click on the item to be edited, type in the date from keyboard or using

the up-and-down button = to select dates.
Hours: the minimum value is 0.5 hour and the maximum is 24 hours. Time-off hours cannot
be left empty.

When finished, click “Save” | 5= | o the right and a dialog box reporting “Operation
succeeded” will pop up.

12.2.3.2 Edit a Time-off Enrollment

Select the time-off enrollment to be edited, click the “Edit” button = to edit the start time,

end time, hours and remarks. When finished, click “Save” button |m and a dialog
box reporting “Operation succeeded” will pop up.

12.2.3.3 Delete Time-off Enrollment(s)

< Delete specific time-off enrollment(s)
Select one time-off enrollment from the list, or drag the mouse across multiple adjacent
enrollments, or use the “Ctr]” key on the keyboard to select nonadjacent enrollments. After

selecting the enrollments to be deleted, click the “Delete” button in the “Function editing
area”. A dialog box will pop up to prompt users to confirm the deletion. Click “Yes” to delete
the enrollment(s) and another dialog box reporting “Operation Succeeded” will pop up.
Otherwise, click “Cancel” to exit.

< Delete all time-off enrollments
Click the “Delete All” "# button in the “Function editing area”. A dialog box will pop up to
prompt users to confirm the deletion. Click “Yes” to delete all time-off enrollments and
another dialog box reporting “Operation Succeeded” will pop up. The number of the
enrollments deleted will also be shown. Otherwise, click “Cancel” to exit.

12.2.3.4 Search Time-off Enrollments

Users can search, export and print time-off enrollments using the search tool bar located at
the bottom of the window (Fig. 12-19).

lQ|® |4 |&E]| & |

Search Criteria: |

Employee Ho
Full Hame

Dapartment

Fig. 12-19 Search, Export and Print Time-off Enrollments

There are 3 search criteria for time-off enrollments. Select a search criterion from the
drop-down menu and enter related keywords. This quick search function does not support
inexact or ‘wildcard’ search. See Advanced Search below for those capabilities. Click

“Search” button % | and the employee’s enrollment records will be shown on the event list
in the middle.
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12.2.3.5 Advanced Search of Time-off Enrollments

To search by multiple search criteria, click “Advanced Search” LR to open the window
for advanced search (Fig. 12-20).

Bdwvanced Husry

Search Criteria: Query criteria: Keyword:

- == -] [ Addm) |
Department

Emiloyee Ho Add (OR)
o e

End

Hours

Eemarlk

Query
| Clase |

Fig. 12-20 Advanced Search

Search criteria: the name of search items, including department name, employee number,
name, start time, end time, time-off hours and remarks.

Condition: the matching condition to the search criteria, such as “=" (equal), “<>” (not equal),
“>” (greater than), “>=" (greater than or equal”, “<” (less than”, “<=" (less than or equal),

99 C6y

“includes (in any position)” “includes (starts with)”, “includes (ends with)”.

Keywords: enter or select the contents that match the search criteria.

Add (and): search for enrollments that match all conditions in two or more search criteria.
Add (or): search for enrollments that match any of the conditions in two or more search
criteria.

Delete: to delete the search condition in the searching criteria list. Check the search criteria to
be deleted and click “Delete”.

Click on the selection box of search criteria and condition, and select the search criteria and
condition from the drop-down menu. Enter keywords match the search criteria. Then click
“Add (and)” or “Add (or)” on the right to add additional search criteria. The search criteria

will be listed on the box at the lower left. Click “Search” | Gnery | and enrollments that
satisfy the search criteria will be shown in the event list. To delete search criteria, check the
box before the search criteria, and click “Delete”.

12.2.3.6 Refresh Time-off Enrollments

Click “Refresh” 2 in the “search tool bar” to show the current time-off enrollment list.
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12.2.3.7 Export Time-off Enrollments

Click “Export” | & Bwert | the “search tool bar”, a dialog box will pop up to show that the
employee information is being exported as an Excel file. When finished exporting, another
dialog box will pop up to ask whether to open the file. Click “Yes” to view the file, otherwise,
click “No”.

12.2.3.8 Print Time-off Enrollments

Click “Print” [ 8 izt | ip the “search tool bar” to open the window for printing time-off
enrollments (Fig. 12-21). The menu bar includes: export, print, refresh, switch node, go to the
first page, go to last page, go to next page, go to the last page, go to page, close, search text,
zoom in/out etc.

FPrint . Time Off Enrol

e
Time Off Enrol
Employee No Full Name Department Start End Hours Remark
ef-001 Thomas LT D 2008-04-10 11:28 2009-04-1111:28 &0
ef-005 WilliamPan Sales\SHA 2008-07-15 11:28 2009-07-1611:28 &0
ef-013 Liking Sales'\JHA 2008-07-15 11:30 2009-07-1611:30 a0
ef-008 Jazon Li Beijing 2008-06-10 11:30 2009-06-1211:30 16,0
ef-012 Allen Shenzhen 2008-07-15 11:30 2009-07-1611:30 2.0 T
ef-012 Allen Shenzhen 2008-07-15 11:31 2009-07-16 11:31 2.0
ef-011 Cindy Sales\5M2 2008-07-15 11:31 2009-07-1611:31 0.5
ef-008 Jaszon Li Beijing 2009-07-15 11:31 2009-07T-1611:31 2.0
ef-008 Jazon Li Beijing 2008-07-15 11:31 2009-07-1611:31 2.8
ef-002 Dick Wang Sales \HIN 2008-07-15 11:32 2009-07-1611:32 2.0
ef-008 Jazon Li Beijing 2008-07-15 11:32 2009-07-1611:32 4.0
b
4 | >
ELNEEER S 1 SERTEE. 100

Fig. 12-21 Print Time-Off Enrollments

12.3 Attendance Report

12.3.1 Attendance Statistics Report

Click “Attendance Management” = “Attendance Report” and select “Attendance Statistics
Report” from the drop-down menu to open the window for attendance statistics report (Fig.
12-22).
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ef-002  Lisa Yang i 23 1 -4 1 1 1 o 0 0 0
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ef-004  John Ma EDVSoft... 23 0 3 [ 0 0 0 0 0 0
ef-005  illiam .. SalesiSHA 23 1 22 1 o 1 o 8 0 1
&f-006  Irene Msi  Sales 23 0 3 i 0 0 0 0 0 0
ef-007T  Jeff Huang  Sales 23 0 23 0 o 0 o 0 0 0
- ef-008  Jason Li  Beijing 23 0 22 1 0 0 0 8.5 0 0s
ef-009  Dick fang Fales\BTH 23 0 -4 1 o 0 o z 0 0
ef-010  Tommy Tang Sales\SZH 23 0 23 i 0 0 0 0 0 0
«£-011 Cindy  SaleshSUE 23 0 2 1 0 0 0 0.5 0 0 i
<£-012 Mlen  Shenthen 23 0 22 1 o 0 o 4 0 0.5 1
ef-013  Liking  Sales\SHA 23 0 2 1 0 0 0 3 0 0
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<£-015 FPeter  SalesiSUZ 23 0 23 i 0 0 0 0 0 0
«£-016 Susan Sales 23 0 3 0 o 0 o 0 0 0
<£-017 Color Sales 23 0 23 0 o 0 o 0 0 0
«£-013 Tuki Sales 23 0 3 [ 0 0 0 0 0 0
<£-019 Tubo Sales 23 0 23 0 o 0 o 0 0 0
ef-020  Vincent Sales 23 0 23 i 0 0 0 0 0 0
» e£-021 Bill Sales 23 0 23 i 0 0 0 0 0 0

2009-T-15 14:52:50

Fig. 12-22 Attendance Statistics Report

Attendance records include granted access records, overtime enrollment records, time-off
enrollment records and overtime records. An overtime enrollment record is also counted as
one granted access record.

Scheduled attendance days: number of days in the attendance period subtracted by the
number of department holidays. This is the number of days an employee is expected to work.
If there is no department holiday, the status will follow the parent department’s holiday
setting. If there is no holiday set for the company, the status follows the system default setting,
i.e. Saturday and Sunday are weekends (holidays). If a department to which an employee
belongs is a child department, the child department holiday setting has higher priority.
Overtime during weekends is counted only toward overtime hours.

Actual attendance days: refers to the total number of effective attendance days among
scheduled attendance days. How a determination is made whether a day is an actual
attendance day is described below. Both granted access and overtime enrollment records are
valid access records. Among valid access records, the earliest entry time is the actual start
work time and the latest exit time is the actual end work time. If there is only one event on
record, it will be counted as both start work time and end work time. If part of the actual
work time falls into the time period between “office hour start” and “office hour end”, the
day is counted as an effective attendance day.

For example, assume the effective attendance time is 8:30-17:30 and there is no time-off
enrollment. If an employee has two access records at 6:00 and 7:00 respectively, the day is
counted as absence. If there is only one record at 9:00, it is counted as an effective attendance
day. Thus it is advisable for all employees actually in attendance to be sure to present their
card at least once during the effective attendance time period.
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Time-off enrollment: The process to determine whether a day is time-off is similar to that to
determine an effective attendance day. If a portion of the time-off enrollment time falls into
the time period between “office hour start” and “office hour end”, the time-off enrollment is
valid for the current day. If the start time of time-off is during an attendance day, the total
time-off hours are counted towards the attendance day. Otherwise, the total time-off hours are
counted towards the first attendance day.

Example 1: assume the effective attendance time is 8:30-17:30. An employee’s time-off
enrollment is from 16:30 to 7:00 the next day. The time-off hour is 1 hour for the first day.
The time-off for the second day is invalid. If there is no access record of the employee for the
second day, the second day is counted as absence.

Example 2: assume the effective attendance time is 8:30-17:30. An employee’s time-off is
from 8:30 on April 1 to 17:30 on April 2 for 16 hours. The employee’s attendance record will
show time-off hours of 16 hours for April 1, and 0 hours for April 2. Both April 1 and April 2
show “Yes” for time-off enrollment.

Example 3: assume the attendance day is from April 1 to April 30 and the effective
attendance time is 8:30-17:30. An employee’s time-off enrollment is from March 31 to April
1 for 16 hours. The employee’s attendance record will show time-off hours of 16 hours for
April 1 and April 1 shows “Yes” for time-off enrollment.

Absence: an attendance day is counted as absence if it is neither an effective attendance day,
nor a valid time-off day for an employee. It will not be counted as being-late or leaving-early.

Being-Late: it is counted as one being-late if an employee has no valid time-off, and the
actual start work time is later than “office hour start” for an attendance day. If the time-off
period does not cover “office hour start”, it is counted as one being-late.

Leaving-early: it is counted as one leaving-early if an employee has no valid time-off, and
the actual end work time is early than “office hour end” for an attendance day. If the time-off
period does not cover “office hour end”, it is counted as one leaving-early.

Actual work time: both granted access and overtime enrollment records are valid access
records. Among all valid access records, the earliest entry time is the actual start work time
and the latest time is the actual end work time. If there is only one event on record, it will be

counted as both start work time and end work time.

Total overtime hours: similar to calculation of time-off hours.

12.3.1.1 Generate Attendance Statistics Report

User can generate attendance statistics report for an employee or for a department.

< Attendance statistics report for an employee
Check the button ® in front of “employee number”, and enter an employee number and/or
employee name in the related field. Click “Get Report” button 23 6=t Berert| The system will
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return the result if an employee satisfying the search criteria is found. Otherwise, there will
be no results shown.
< Attendance statistics report for a department

Check the button ® in front of “department”, and select a department from the drop-down

menu. Click “Get Report” button = St Bepert] Tpe system will return the attendance statistics
reports for each individual employee in the selected department if the department contains
employee(s).

12.3.1.2 Export Attendance Statistics Report

Click “Export”|M, a dialog box will pop up to show that the attendance statistics
report is being exported as an Excel file. When finished exporting, another dialog box will
pop up to ask whether to open the file. Click “Yes” to view the file, otherwise, click “No”.

12.3.1.3 Print Attendance Statistics Report

Click “Print” [ Frint | (o open the window for printing attendance statistics report (Fig.
12-23). The menu bar includes: export, print, refresh, switch node, go to the first page, go to
last page, go to next page, go to the last page, go to page, close, search text, zoom in/out etc.

§23 iy
=
3
Attendance Statistics Report
Employe Full Rame Departmen Required Actual Numb Rumber of Rumber of Number ¢ Rumber of Rumbestal HourHumb difgt 8bEntimef Overtime
ef-001 Thomas LU RD 23 1 22 1 1 1 Lo
ef-002  Lisa Yangz RD 23 1 22 1 1 1
ef=003  Keary ED\Softwa 23 1 22 1 1 1
rel
ef-004  John Ma FD\Softwa 23 23
rel
ef=006  William Sales‘\SHA 23 1 22 1 1 8.0 o
Pan
=f-006 Irene Mei Sales 23 23
ef-007  Jeff Sales 23 23
Huang
ef-008  JasonLi Beijing 23 22 1 8.5 0.6
ef=009  Dick Wang Sales‘BIN 23 22 1
=f-010 Tommy Sales\SIM 23 23
Tang
ef-011  Cindy Sales\SUZ 23 22 1
ef-012  Allen Shenzhen 23 22 1 4.0 0.5
ef=013  Liking Sales‘\SHA 23 22 1
ef-014  Chair Sales NN 23 23
ef-015  Peter Sales\SIZ 23 23
ef-016 Susan Sales 23 23
ef-017  Color Sales 23 ]
ef=018  Yuki Sales 23 23
ef-018  Yubo Sales 23 23
ef-020  Vincent Sales 23 23
ef-021  Bill Sales 23 23 v
< >
Ewimi BT 1 BEFAEL 100 -

Fig. 12-23 Print Attendance Statistics Report
12.3.1.4 View Details of Attendance Statistics Report
To view or print an employee’s attendance statistics report, select the employee from the

viewing details of attendance statistics report (Fig. 12-24). The menu bar includes: export,
print, refresh, switch node, go to the first page, go to last page, go to next page, go to the last
page, go to page, close, search text, zoom in/out etc.
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Note: This function is similar to generate attendance statistics report for an employee, Refer
to Section 12.3.1.1.

View Details
EmployeeNo ef-021 Full Name : Bill Department: Sales

Attendance Accept signing Accept signinin BeingLate LeavingEar Number of No Personall DayOFftal of Overtime Remark
2008-06-15 Ho No Tes Ho

2008-06-16 Ho No Tes Ho

2009-06-17 Ho No Tes o

2009-06-18 Ho No Tes o

2009-06-19 Ho No Tes o

2009-06-20 N N N N Holiday
2009-06-21 N N N N Holiday
2009-06-22 N N Te N

2009-06-23 Ho Ho Te N

2009-06-24 N N e N

2009-06-25 N N e N

2009-06-26 N N e N

2009-06-27 No Ho Ho Ho Holiday
2009-06-28 To Ho Ho Ho Holiday
2009-06-20 To Ho Yes Ho

2009-06-30 To Ho Yes Ho

2009-07-01 Ho Ho Yes Ho

2009-07-02 Ho Ho Yes Ho

2009-07-03 Ho Ho Yes Ho

2009-07-04 Ho Ho Ho Ho Holiday
2009-07-05 Ho Ho Ho Ho Holiday
2009-07-06 Ho Ho Tes Ho

2009-07-07 Ho Ho Tes Ho

2009-07-08 Ho No Tes Ho

2009-07-08 Ho No Tes Ho [ |

< |13 € 3
i 1 ST 1+ BURE 100%

Fig. 12-24 View Details

12.3.2 Detailed Attendance Report

Click “Attendance Management” =» “Attendance Report”, and select “Detailed Attendance

Report” from the drop-down menu to open the window for the detailed attendance report (Fig.
12-25).
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Fig. 12-26 Detailed Attendance Report

Detailed attendance reporting for an employee includes the earliest entry, the last exit,
arriving-late, leaving-early, no-access-attendance, absence, time-off, overtime and remarks.
Remarks field is used to show whether the day is a holiday.

12.3.2.1 Generate Detailed Attendance Report

User can generate a detailed attendance report for an employee or for a department.

< Detailed attendance report for an employee
Check the button *® in front of “employee number”, and enter employee number and/or

employee name in the related field. Click “Get Report” button| = %=t Bepert| The system will
return the result if the employee satisfying the search criteria is found. Otherwise, there will
be no results shown.

< Detailed attendance report for an department

3 bl

Check the button ® in front of “department”, and select a department from the drop-down

menu. Click “Get Report” button = ¢t Bepert| The system will return the attendance reports
for each individual employee in the selected department if the department contains
employee(s).

12.3.2.2 Export Detailed Attendance Report

Click “Export” \Ml, a dialog box will pop up to show that the detailed attendance
report is being exported as an Excel file. When finished exporting, another dialog box will
pop up to ask whether to open the file. Click “Yes” to view the file, otherwise, click “No”.
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12.3.2.3 Print Detailed Attendance Report

Click “Print”l & Fixt | 1o onen the window for printing detailed attendance report (Fig.
12-26).
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w4 ef-012
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< >
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Fig. 12-26 Print Detailed Attendance Report
The menu bar includes: export, print, refresh, switch node, go to the first page, go to last page,

go to next page, go to the last page, go to page, close, search text, zoom in/out etc. Users can
select a different employee to view or print from the list on the left.
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13 Database Management
13.1 Configure Database

The database is configured upon initial use of the Software. To modify the database, follow
the process below.
Click “Database Management” =» “Configure Database” to open the window for database

configuration (Fig. 13-1).

Everhccess Flex II Software

ment  Aftendance Management | Dalabase Management Real-lime Monitoring Option -

Control Fanel % || Current Bodule: Configuration

Electricsl Map &
4. [ EverFocus

i~ [ Shenzhen

i~ [[] Shenzhenz

.

Type of datsbaze: |Access E

2009-7-15

Fig. 13-1 Database Management
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Current Module: Configuration

Type of databaze: |hccess |Z|
MES0LS erver
Server namefAddress: |Qpacle
MSaL
Databaze user: [ Access

Password of IE user:

Databaze Confirm Fassword:

| ] Save

Fig. 13-2 Database Type

There are 4 types of database supported by the Software: MySql, MS SqlServer, Oracle and
Access. Click “Database type” and select the database type from the drop-down menu.

Server name/address: The name or IP address of the computer to which the database is stored,
such as “127.0.0.1”.

Save configuration: After entering the properties of the database, click the “Save” button. The
system will give different prompts based on the database type. Use care when responding to
these prompts..

Note: Backup the current database before any database configuration. If errors are generated
during database configuration, users can restore the database using the backup. It is
recommended to read 13.2 backup database files and 13.3 restore database files before
attempting database configuration.

13.2 Backup Database

Database backup is recommended to recover from failures due to computer software
problems or hardware damage, or if the database needs to be moved because it occupies too
much space in the system. Backing-up the database regularly will ensure safe and efficient
system performance. It is recommended to backup database files at least once every
month to be able to restore operation due to unexpected conditions.

Click “Database Management” =» “Backup Database” to open the window for database
backup (Fig. 13-3).
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Current Bodule: Eaclup

Disk: |C: E|
-] FemFlus Applications P
- [ CRadio
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- [[Z] TAEMON Tools Toolbar

D Everhccess Flex Software
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: 1 Database b’

4 1l | > % Backup

Fig. 13-3 Database Backup

Baclup Type of DE: | |

T T

Select the appropriate drive to use for saving database files from the drive pull-down menu
(such as E:) and select a destination folder as well. The default backup location is the
“backup” folder under the Software installation folder. The default name is the current time,
which can be changed by the user. After selecting the path and file name, click “backup” and
the system starts backing-up database files. A dialog box reporting “Operation succeeded”
will pop up when finished database backup.

Note: Make sure that under the backup folder, there is no file with the same name as the
current backup file name. A file with the same name will be overwritten immediately. The
only supported file format for backup is Access format, no matter of the type of database in
use.

13.3 Restore Database

Click “Database Management” =» “Restore Database” to open the window for restoring
database (Fig 13-4).

Current Modunle: Reztore

Disk: |C: E"
-] ComFIus Applications N
- [[5] CRadie
~[[5] DAEMON Tools Lite = Type of IE: | |

Restore Type of IE: | |
D Everhocess Flex Software

D EverFocus File Name: | |
1 D Ewerhccess Flex IT Softwar
o D backup

i) Database b

: I | [ 3 B4 Restore

Fig. 13-4 Restore Database

T
!
!
po [[2] DAEMOF Tools Toolbar
I
-

4
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Select the folder in which the backup database files are stored from the pull-down menu. The
default location is the backup folder under the Software installation folder. After selecting the
file, click “Restore” and the system will prompt to ask whether to overwrite the current
database in use with the selected database. Click “Yes” and the system will prompt again to
indicate that the operation cannot be undone. Confirm again by clicking “Yes” and the
system starts restore the database. A dialog box reporting “Operation succeeded and please
log in” will pop up when finished restoring database.

Note: The only supported file format for restoring a database is an Access file.

13.4 Import Database

Users can import EXCEL format files into the database. Two types of files can be imported:
cardholder information and card information.

13.4.1 Import Cardholder Information

Click “Database Management” =» “Restore Database” =» “Import Cardholder Information”
to open the window for importing cardholder information (Fig. 13-5).
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Fig. 13-5 Import Cardholder Information

Click “Browse” button | =*** - | and a dialog box to “Import Cardholder Information” will
pop up. Select the EXCEL file to be imported, and the contents in the file will be uploaded to
the window.
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Current Boduole: Import Card Holder Information
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Data fields for cardholder information include: employee number, name, department name,
position, employment start date, employment end date, gender, telephone, Email, county,
state/province, city, zip code and address.

If the first row of the imported file is the title row, select “the first row contains titles of data

Mlen

Select
Department
RD

RD
EDhSoft. ..
EDhSoft. ..
SaleshSHA
Sales
Sales
Beijing
SaleshETW
SaleshSIN
SaleshSUZ
Shenrhen

Select
Fozition
Manager
M
engZinesr
engineer
Manager
Accountant
engineer
Manager
zales
Sales
Manager

Manager

Select

Emplosm. . .
2005-0. ..
20058-0. ..
2008-0. ..
2005-0. ..
2005-0. ..
2005-0. ..
2005-0. ..
2005-0. ..
2005-0. ..
2005-0. ..
2008-0. ..
2005-0. ..

Select

Emplosm. . .
2099-1. ..
2099-1. ..
2099-1. .
2099-1. .
2099-1. ..
2099-1. ..
2099-1. ..
2099-1. ..
2099-1. ..
2099-1. ..
2099-1. .
2099-1. .

Select

Gender
u]
1
1]
1]
u]
1

o
o
o
o
1
1]

Select
Telephone
BZ2991122
B2991122

010-623. ..

B1312121
B1312121
B1312121
B1312121
B1312121
B1312121
B1312121
61312121
B1312121

Select

Email

anthony. . .
wanglew. . .
wanglew. . .
vanglew. . .
yanglew. . .
wangllew, . .
wangllew, . .
wangllew, . .
wangllew, . .
wangllew, . .
wanglew. . .

vanglev. . .

Select
Country
China
China
CHIFA
CHINA
CHINA
CHINA
CHINA
CHINA
CHINA
CHINA
CHIHA
CHINA

Fig. 13-6 Select data fields for cardholder information

field, do not import”, and the first row will not be imported (Fig. 13-6).

Select data field titles for each column from the drop-down menus of “Select data field”.
Employee number must be included. After selecting column titles, click the “Import” button
L& et | and the system will prompt that “The operation cannot be undone, confirm to
proceed”. Click “OK” and a dialog box reporting “Operation succeeded, XXX records were
imported” will be displayed.

Note: Employee numbers that already exist in the system will not be imported. The related

record will be highlighted.

13.4.2

Click “Database Management” =» “Import Data” =» “Import Card Information” to open the

Import Card Information

window for importing card information (Fig. 13-7).
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Fig. 13-7 Import Card Information

Click “Browse” button W& | and a dialog box reporting “Import Card Information”
will pop up. Select the EXCEL file to be imported, and the contents in the file will be
uploaded to the window.
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Fig. 13-8 Select data fields for card information

Data fields for card information include: card Index, card number, employee number, access
group, Card Enabled, First Card, Arm Enabled, APB Enabled, Card Expiration, PIN Enabled,
Administrator and Fingerprint Enabled, validation date. If the first row of the imported file is
the title row, select “The first row contains title of data fields, do not import”, and the first
row will not be imported.

181



Flex II Software

Select a data field title for each column from the drop-down menus of “Select data field”.
Employee number must be included. After selecting titles, click the “Import” button

|47 Ineert | and the system will prompt that “The operation cannot be undone, confirm to
proceed”. Click “OK” and the dialog box for “Card Importing Format” will pop up.

Importing format of the cards Setting

Source format: |]'|]'|]'[ .. |Z||

JZEThe zame cards format adds to software.

Adding format: | |
| &

Fig. 13-9 Set Card-Importing Format

Source card format: refers to the card format to be imported. The card formats must be the
same for all cards to be imported. Select the correct card format from the drop-down menu,
otherwise, the system will not import the cards.

Add cards in the same format: when checked, the “card format after importing” will be the
same as “Source card format”

Adding Card format: users can choose any card format to use in the Software. If the
Software card format is different from the source card format, do not check “Add cards in the
same format” and select the desired format from the drop-down menu.

After selecting the card format, click “OK” and a dialog box reporting “Operation succeeded,
XXX records were imported” will pop up.

If certain data fields for the imported cards are empty, the system will assign the default value
to the data fields: the default setting for access group is “Full Granted” (Refer to section 6.4
Access group setting for details. If the access group to which an imported card belongs does
not exist in the Software, the card will also be assigned to the access group “Full Granted”);
the default PIN is “000000”; First Card and Card Enabled is enabled; card Index number is
the same as card number; valid date is the current time (accurate to minute).

Note: Card numbers that already exist in the system will not be imported. The related record
will be highlighted.

13.5 Purge out-of-date data

Click “Database Management” =» “Purge out-of-date data” to open the window for purging
out-of-date data (Fig. 13-10).
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Fig. 13-10 Purge Out-of-Date Data

This function is used to remove out-of-date records. Large numbers of out-of-date records in
the system will increase the login time and increase the time required for attendance
management, thus reducing Software performance. It is recommended to backup the
database before purging out-of-date data (Refer to section 13.2).

There are 6 types of records in the “Event type list”. Select the event type based on users’
needs. Click the “Event type list” button will select all event types.

There are 5 options of time period on the right:

1 month: Save the records within 1 month and delete all others.

3 months: Save the records within 3 months and delete all others.

6 months: Save the records within 6 months and delete all others.

12 months: Save the records within 12 months and delete all others.

Other time period: save the records after the specified time and delete all records before. The
date format is “Year-Month-Date”/YYYY-MM-DD.

After selecting the records to be purged, click “Purge” button, and the system will prompt
that “The operation cannot be undone, confirm to proceed”. Click “OK” and all records
before the selected time period will be purged. A dialog box reporting “Operation succeeded,
and please log in again” will pop up. Click “OK” to exit the system.
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14 Concept Interpretation
14.1 Area Anti-Passback (APB)

14.1.1 Concept of Area

An area in the Software can be a physical area, such as an entrance hall, an office or a dining
room etc. It can also refer to an open area defined by users such as an outdoor area. Users can
name each area to reflect its actual location. Each area has 3 attributes: name, whether APB is
enabled and whether it is an exterior area.

An example of the definition of areas is given below:

Outside
Reader 2 R E
Office Office Office
entrance back ;
Reader 1 E door Reader 3 door
Reader 5
Building Lunch
entrance | Lobby | room

door

Fig. 14-1 Example of areas

Suppose a building contains an entrance hall, an office and a lunch room (Fig. 14-1). The
entrance hall, the office and the lunch room are all physical areas. They are not exterior
areas. Whether APB is enabled in these areas depends on users’ requirements. The area
“Outside” can be an exterior area. APB should be disabled as there is no need to prevent
cardholders from entering the building into this “outdoor” area.

14.1.2 Exterior Area and Exterior Doors

It is easy to understand an exterior area. In the example above, the “Outside” area is an
exterior area. The Software will automatically determine whether a door is an exterior door
based on the area setting. Each reader has a source area and a destination area. If any of those
two areas is an exterior area, the door at which the reader is installed is an exterior door. The
Software provides a right-click menu of “Lock/unlock/reset all exterior doors” function from
the controller list under the main window. In the figure above, the door to the entrance hall
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and the back door of the office are exterior doors since “Outside” is defined as an exterior
area.

14.1.3 Areas and Readers

Each reader has a source area and a destination area. Source area is the area where a
cardholder is located before entering the controlled door and destination area is the area into
which the cardholder enters after swiping the card.

In Fig 4-1, the triangle icon indicates the direction of readers. Reader 2 is the reader through
which a cardholder enters the office from the entrance hall and reader 4 is the reader through
which a cardholder exits to outdoors from the office. Therefore, the source area and
destination area for reader 2 are the entrance hall and the office respectively, while the source
area and destination area for reader 4 are the office and outdoors respectively.

Flex series controllers can connect up to 8 readers and if every reader has a different source
area and a destination area, there will be total 16 areas in the system. Users can define each
area in the Software, as shown in Fig. 14-2.

‘ Ha. Door Location Reader Hame Eeypad System Reader In/Out Source Area Destination Area
3 1 Taorl Readerl Ha YTas In Outzide Lobby
2 Door? Reader? Ha Ha In Lobby Office
3 Doors Eeader3 Tes Ho Ot Office Lobby
4 Doord Eeaderd Ho Ho Cut Office Cutside

Fig. 14-2 Reader Setting: source area and destination area

14.1.4 APB Enabled

In an area where APB is enabled, if a cardholder with an APB enabled card enters the area,
he will not be able to enter the area for a second time without first leaving the area. This
function will prevent a cardholder from “passing back™ his card to another person for that
person to gain entry into the same area twice without the cardholder leaving the area. Users
can use the APB function to protect important areas.

To apply the APB function to multiple cards: in “card setting”, select multiple cards and
choose “Edit” function. Refer to section 7.3 Edit Card Information for details

Facilities (doors) must be fitted with at least one entry and one exit reader when APB is

implemented. Setting APB function in areas fitted with only entry readers or only exit readers
will fail. In the example above, APB function cannot be applied to the lunch room as it only
has one entry reader.

Recommended setting steps: First, give each area a name and assign whether it is an exterior

area. Next, specify source area and destination area for each reader. Last, set whether APB is
enabled for each area.
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Users can set door behavior, i.e. “door open” or “door lock™ unlock in the APB event window.
This setting applies to all controllers. “Door lock” under APB means the door remains locked
under APB and there is no APB Fail event. “Door open” means the door opens under APB
and the system generates an APB Fail record. See Fig. 14-3 for APB setting.

‘ Ha. Door Location Reader Hame Eevpad
» 1 Doorl Beaderl Ho

2 Door2 Beader? Ho

3 Door3 Beader3 Tes

4 Doord Beaderd Ho

Fig. 14-3 Area APB Setting

14.1.5 Card APB Enabled

In an APB enabled area, a cardholder must alternate usage between entry and exit readers. In
other words, when a cardholder swipes his card on a reader in an APB enabled area, he
should enter the destination area controlled by the reader. Otherwise, he will not be able to
use his card to enter the area due to APB rules.

In Fig. 14-1, assume APB is enabled for the office. A cardholder does not enter the office
after swiping his card on reader 2, instead he greets one of his colleagues in the entrance hall.
There will be an APB event if the cardholder uses his card again on reader 1, 2 or 5 because
the system assumes he is inside the office.

The Software provides a simple method to resolve an APB events: disable the card APB
setting and save. The card APB setting will be reset. Then enable the card APB setting again.
In the example above, disable the card APB setting and then enable it, the cardholder is then
able to use his card on reader 2 to enter the office. The operation window is shown in Fig.
14-4.

Card Humber: | |

Employee Ho: |Ef‘UUI | Full Wame: |Thomas LU |F|
[#]Enable Card [#]First Card []Defended Effective []Enable AFE
[Jcard Expiration [#]Fassword Status [ Administrator [#] Enable Fingerprint
Expire om: |l38 -11-21 15 : 12 E| Pazsword: Force Password: l:l
hooess Group: |Sales |z|| Card Schedule: |E

TR EREE 5
Fig. 14-4 Edit Card APB Setting
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14.1.6 Example of APB Event

In the example of Fig. 14-1, areas are interconnected. Here, an example of APB in two
independent areas is given (Fig. 14-5).

Outside
Reader 1 Reader 3 E
Office 1 Office 1 Office 1 7\
entrance back
door F Reader 2 door
Reader 4
Office 2 Office 2
entrance
door E Reader 5

Fig. 14-5 APB of independent Areas

There are two independent offices in this example, office 1 and office 2. Office 1 and office 2
are fitted with both entry readers and exit readers. For office 2, reader 4 is the entry reader
and reader 5 is the exit reader. Both areas can be set as APB enabled.

The concept of areas and APB areas has been discussed earlier in this chapter. APB enabled
areas should be a physical area and all doors in its perimeter should be controlled by readers.
In Fig. 14-1, if a request-to-exit button is installed for the office, a cardholder can enter the
office by swiping a card and exit by pressing the request-to-exit button. However, if an APB
is enabled for the office, the cardholder will not be able to reenter the office again due to
APB rules.

An example of wrong area setting of the areas in Fig. 14-1 is given below. The source area
for reader 4 is “office”; however, it is set as “entrance hall” by mistake.

‘ Ha. Door Location Reader Hame Eeypad Swstem Reader In/Out Source Area Destination Area
3 1 Taorl Readerl Ha YTas In Outzide Lobby
z Doorz Reader? Ha Ha In Lobby Office
3 Tlaors Readerd Tes Ha Out Office Lobby
4 Doord BReaderd Ho Ho Cut Cut=ide

Fig. 14-6 Wrong area Setting in Reader

If a cardholder tries to exit the office by swiping his card on reader 4, the access will be
denied due to APB rules. This is because the system assumes that the cardholder is in the
office, and requires the cardholder to exit to any other areas from the office, but the source
area of reader 4 is incorrectly set as entrance hall.
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The system setting for APB rule is: if APB is enabled for area B, a cardholder enters area B
by swiping his card on a reader with source area A and destination area B. Swiping the card
on any readers with a source area other than area B generates an APB violation.
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